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Task Group 39 The Team

Task Group 39 was launched in early 2024. The work began under the title Project
Defensible Blueprint, an effort to determine whether cybersecurity could be structured,
documented, and validated with the same rigor used in traditional engineering.

Task Group 39 brought together architects, engineers, and technical practitioners
across information technology, cloud, and cybersecurity to answer a single question.

What would a true engineering standard for cybersecurity look like

The team explored this through collaborative workshops, peer research, and cross-
domain mapping of concepts from civil engineering, systems engineering, and
mechanical engineering. That early work produced the prototype structure for what
became the Defensible Standards Submission Schema Function (D-SSF), the
submission model now used to author and validate ISAUnited technical standards.

As the blueprint matured, the initiative was formalized and renamed the Defensible 10
Standards to reflect the ten Parent Standard domains of cybersecurity architecture and
engineering. Under the program leadership of Chief Cybersecurity Architect Arthur
Chavez and the ISAUnited Standards Committee, Task Group 39’s early framework
evolved into today’s standards program, written by architects and engineers for
practitioners who must design, build, and defend real systems.
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Foreword
A Note from the Chairman of ISAUnited

Cybersecurity now supports services that people depend on every day. When security
fails, the consequences extend beyond data loss and downtime. They can disrupt
healthcare, utilities, transportation, and public services. That reality demands a higher
standard of practice.

ISAUnited is not seeking to place blame or critique past decisions. However, we
acknowledge that today’s cybersecurity landscape reflects historical gaps in adopting
structured technical standards and an over-reliance on vendor-driven guidance rather
than industry-wide, independently validated frameworks. Our goal is to address this
constructively, ensuring that the future of cybersecurity is architecturally designed,
measurable, and defensibly engineered.

Cybersecurity must be recognized as an engineering discipline characterized by clarity,
structure, and rigor. Treating security as an afterthought is no longer acceptable.

This publication marks the beginning of a broader effort to professionalize cybersecurity
architecture and engineering with standards that can be applied, validated, and proven.

| invite you to join us in shaping this discipline and building systems that are secure,
defensible, and resilient.

The Defensible 10
Motto: Engineer Responsibly
Mission: Protecting People Through Secure Systems for Safer Lives.

Arthur Chavez
Chairman and Chief Security Architect, ISAUnited
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Preface

Cybersecurity has many policies and checklists. It lacks sufficient engineering standards
that tell teams what to build, how to verify it, and how to retain proof. The result is
uneven outcomes. Controls exist on paper, but systems are not always defensible in
practice.

The Defensible 10 Standards answer that problem. They define ten core domains of
cybersecurity architecture and engineering and express each domain as requirements,
technical specifications, verification and validation, and retained evidence.
Requirements state what must already exist. Technical specifications define
measurable behavior that the system must exhibit. Verification and validation confirm
that the system is built correctly and performs as intended under real-world conditions.
Evidence makes outcomes provable.

These are vendor-neutral standards written by working architects and engineers. They
are designed for real enterprise environments across cloud, hybrid, and on-premises
architectures. The method favors clarity over jargon and proof over assertion. You will
see acceptance criteria that fit inside delivery pipelines. You will see traceability from
requirements to specifications to tests to evidence. You will see patterns that make
security repeatable and teachable.

This handbook explains how to apply the standards. It shows how to translate
architecture intent into requirements and measurable specifications, how to plan
verification and validation, and how to retain evidence suitable for audit and peer
review. It treats security as a defensible discipline, not a checklist.

The invitation is simple. Adopt the Defensible 10 Standards. Apply them consistently.
Share lessons and improvements so the standards remain practical as technology and
threats change. Build systems that are secure by design, monitored by design, and
proven by design.
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Structure of the Book

This handbook is designed to be quick to navigate and easy to use in practice. It
provides the methods and working patterns in print and keeps the authoritative
standards online so they can evolve without new print editions.

What you will find

Part 1 explains the defensible model behind the standards and how to apply
requirements, technical specifications, verification and validation, and evidence in
any environment.

Part 2 provides Domain Profiles, one per Defensible 10 domain. Each profile
explains the domain purpose, includes a representative Threat Vector,
summarizes recurring failure patterns, maps them to the Defensible Loop, and
orients the reader to what the online standard package contains.

What is maintained online

The authoritative Parent Standards and Sub Standards with version history and change
logs, and mappings to external frameworks. Submission and peer review materials for
contributors, including the authoring template and required artifacts.

How to read it

Start with Part 1 if you are new to the defensible model or want a refresher on
requirements, technical specifications, verification, validation, and evidence. Use Part 2
when you need a quick domain overview and a consistent method for connecting
adversary paths to engineering actions. Consult the online standards package when
you are ready to implement, test, and retain evidence.

Conventions we use

Requirements say what must exist before work begins. Technical specifications
describe measurable behaviors the system must show. Verification proves the build is
correct, and validation proves it works under real conditions. Evidence packs hold the
artifacts that back every claim, and the traceability matrix ties requirements,
specifications, tests, and evidence together.
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About ISAUnited

The Institute of Security Architecture United is a standards development organization
focused on cybersecurity architecture and engineering through a security-by-design
approach. ISAUnited publishes clear, testable technical standards and promotes the
discipline required to design, build, and demonstrate the security of systems in real
environments.

ISAUnited serves practitioners and organizations across cybersecurity, information
technology operations, cloud and platform engineering, software development, data and
artificial intelligence, and product and operations. The institute provides vendor-neutral
standards, education, and a peer community that turn policy into engineered outcomes
supported by verification, validation, and retained evidence.

Headquartered in the United States with a global mission, ISAUnited advances resilient,
defensible systems through open peer review, task groups, and an annual Open
Season for contributions that keep standards current and useful for the work
practitioners do every day.
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Disclaimer

ISAUnited publishes the Defensible 10 Standards Handbook to provide information and
education on security architecture and engineering practices. While efforts have been
made to ensure accuracy and reliability, the content is provided as is without any
express or implied warranties. This handbook is for informational purposes only and
does not constitute legal, regulatory, compliance, or professional advice. Consult
qualified professionals before making decisions.

Limitation of liability

ISAUnited and its authors, contributors, and affiliates are not liable for any direct,
indirect, incidental, consequential, special, exemplary, or punitive damages arising from
the use of, inability to use, or reliance on this handbook, including any errors or
omissions.

Operational safety notice

Implementing security controls can affect system behavior and availability. Validate
changes in non-production first, use documented change control, and ensure rollback
plans are tested.

Third-party references

This handbook may reference third-party frameworks, websites, or resources.
ISAUnited does not endorse and is not responsible for the content, products, or services
of third parties. Access to third-party materials is at the reader’s own risk.

Use of normative terms

e Must and shall indicate a mandatory requirement for conformance to the
standard

e Must not and shall not indicate a prohibition for conformance

e Should indicate a strong recommendation; valid reasons may exist to deviate in
particular circumstances, but the full implications must be understood and
documented

Acceptance of Terms

By using this guide, readers acknowledge and agree to the terms in this disclaimer. If
you disagree, refrain from using the information provided.

For more information, please visit our Terms and Conditions page.
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Abstract

ISAUnited Defensible 10 Standards provide a structured engineering framework for
cybersecurity architecture and engineering. This handbook explains how to express
requirements, technical specifications, verification and validation, and retained evidence
so security outcomes are measurable, testable, and defensible in real enterprise
environments.

The handbook is written for security architects and engineers, IT and platform
practitioners, software and product teams, governance and risk professionals, and
technical decision makers who need a scalable approach that can be implemented and
proven.

This document includes a series of Practitioner Guidance, Cybersecurity Students & Early-
Career Guidance, and Quick Win Playbook callouts.

%@% Practitioner Guidance- Actionable steps and patterns to apply the technical
J;] standards in real environments.

Cybersecurity Student & Early-Career Guidance- Compact, hands-on activities
i that turn each section’s ideas into a small, verifiable artifact.

m Quick Win Playbook- Immediate, evidence-driven actions that improve posture
] now while reinforcing good engineering discipline.

T r—

Together, these elements help organizations translate intent into engineered outcomes
and sustain long-term protection and operational integrity.
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About This First Edition

This handbook provides practitioners with the method and discipline to apply the
Defensible 10 Standards. It explains how to express requirements and technical
specifications, how to plan verification and validation, and how to retain proof. The
Domain Profiles in Part 2 provide orientation and execution consistency, while the
authoritative standards packages are maintained online and updated through
governance and peer review.

Why “Defensible Standards”

Defensible means the work can withstand technical, operational, and adversarial
scrutiny. Designs are clear. Specifications are measurable. Verification and validation
are repeatable. Evidence is available on demand. These are vendor-neutral standards
written by architects and engineers for real enterprise environments. Our aim is
straightforward. Replace checklists with engineering discipline and produce systems
that can be explained, tested, and trusted.



Page 12 of 260

Contents
Part 1 — Foundations and Methods...........cccummeiiiiiin s 15
Chapter 1: INtrodUCtioN.........cceeeeiiiirrrr s e 16
1.1 Purpose of This Book and ISAUnited’s Mission..............coouviiiiiiiiiiiiiiiiccee e 17
1.2 The Necessity of Standards — Lessons from History ...........ccccooooiiiiiiiiiieen 18
1.3 About Foundational Standards ...........ccoooe i 19
1.4 About Technical Standards..............oooovviiiiiiiiiiieeeeee e 21
1.5 Problem Statement: The Gap in Cybersecurity ..........ccccoovvviiiiiiiiiieiieee e 23
1.6 The Role of Security Engineering in Enterprise Architecture...........ccccccccceeeee. 27
1.7 ISAUNItEd’S SOIULION ..o 29
1.8 HOW tO USE ThiS BOOK ..o 30
Chapter 2: The Foundation of Defensible Security Architecture..................cccuuuee. 32
2.1 Introducing Technical Adversarial and Defensible Analysis (TADA).................... 33
2.2 Advancing Beyond Compliance Through Engineering Maturity ........................... 35
2.3 What is Defensible Security Architecture? ... 39
Chapter 3: The Evolution of the Defensible 10 Standards.......cccccccccceeiiimrirrrennnnnnnn. 42
3.1 The Defensible Loop and How it Produced the Defensible 10 Standards ........... 43
3.2 The Defensible 10 Domains Identified ..o 46
Chapter 4: Understanding the Defensible 10 Standards Structure......................... 48
4.1 Applying Traditional Engineering Principles to Defensible Standards.................. 53
4.2 Defining the Structure: Parent Standards vs. Sub-Standards..........cccccccvvvveennee. 55
4.3 ISAUnited’s Defensible 10 Standards Numbering System ...........cccccceeeen 57
4.4 SCOPE & USE CASE ..covviiiiii ettt e e e e 58
4.5 Requirements (Inputs) & Technical Specifications (Outputs)..........ccccevvviiinnennn. 60
4.6 Cybersecurity Core PrinCIPIES.........couvviiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 64
4.7 Foundational Standards AlIignment...........coooviiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeee e 66
4.8 The Role of Security CONtrolS .........ccoiviiiiiiiiiiiiiiiiiiieeeeeeeeeeeee e 69
4.9 The Engineering DISCIPIING .......ooouuiniiiiie e e 71
4.10 Implementation GUIAENINES .........coovviiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e 73
4.11 Verification & Validation..............uueiiiiiiiiic e 74
4.12 Evidence Packs Verification Artifacts for Defensible Assurance........................ 77
4.13 Engineering Traceability Matrix ETM Unifying Defensible Standards................. 80
Chapter 5: Practical Methodology for Applying Defensible Standards.................. 83

5.1 Mapping the Defensible Loop to the Standard Structure ..............cccoevvieeiinn. 84



Page 13 of 260

5.2 Defensible 10 Standards Adoption Framework..............ooooviiiiiiiiiiiiee e 85
Chapter 6: The Defensible 10 Standards Schema Function............ccccoovmririrennnnnnnnn. 88
6.1 Why D-SSF EXIStS ..coo oo 89
6.2 What D-SSF Checks in Every Sub-Standard...............cccc 89
6.3 How D-SSF Works (Attestation and Approval at a Glance) .............cooovvvveeeeeeennn. 90
Chapter 7: Cybersecurity Engineering Education, Academia & Student Support 92
7.1 ISAUnited’s Mandate as the Cybersecurity Engineering SDO.....................ooo. 94
7.2 Curriculum Blueprint & Integration Model ... 95
7.3 Consequences of a Standards Vacuum in Cybersecurity Engineering................ 98
7.4 How ISAUnited Standards Mitigate These Consequences..............ccccceeeeeeeeeennn. 99
Chapter 8: Future of ISAUnited’s Defensible 10 Standards ............ccccevrrrrrrmnnnnne. 101
8.1 The Role of Sub-Standards ... 103
8.2 The Open SeasSON PrOCESS......ccciiiiiiiiiieie et 105
8.3 ISAUnited’s Commitment to Security Engineering as a Discipline..................... 107
8.4 Accelerating Adoption of Defensible Standards...............ccoovviiiiiiiieeiiieeeiiin. 109
8.5 The Road t0 AdOPLION ......eeeiie e 110
Chapter 9: Part 1 SUMMArY ... s s e s s s e e e m s 111
Part 2 — The Technical Standards Domain Profile.........ccccccemmmmmmmmmmmmmmmeeemeeeeeeneennnnns 114
Chapter 10: INtrodUCtion........c..eeeiiiiiiiirricr s e 115
Chapter 11: The Defensible 10 Standards Domains...........ccccvreeemmciiiininnnnneesssssnnns 121
11.1 Domain Profile: DO1-Network Security Architecture & Engineering................. 122
11.2 Domain Profile: D02-Cloud Security Architecture & Resilience ...........ccc......... 136

11.3 Domain Profile: DO3-Compute, Platform & Workload Security Architecture .... 149
11.4 Domain Profile: DO4-Application Security Architecture & Secure Development

................................................................................................................................. 162
11.5 Domain Profile: DO5-Data Security Architecture............cooovvvvviviiiiiiiiiiiiiieennnn. 175
11.6 Domain Profile: DO6-Identity & Access Security Architecture..............ccoceee..... 188
11.7 Domain Profile: DO7-Threat & Vulnerability Security Engineering ................... 201
11.8 Domain Profile: DO8-Monitoring, Detection & Incident Response Architecture 214
11.9 Domain Profile: D09-Cryptography, Encryption & Key Management............... 226
11.10 Domain Profile: D10-DevSecOps & Secure SDLC Engineering .................... 238
Chapter 12: Part 2 SUMMACY .......cccccociiiiiirrnssssssssssssssssssssssssssssssnnes 251

Chapter 13: Conclusion and Call to Action...........ccccceirrrrriirninnnnsssssss s 254



Page 14 of 260

ISAUnited Defensible 10 Standards

First Edition: 2026



Page 15 of 260

Part 1 — Foundations and Methods
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Chapter 1: Introduction
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1.1 Purpose of This Book and ISAUnited’s Mission

The purpose of this book is not to introduce another compliance framework. Its purpose
is to help change how cybersecurity is practiced by establishing cybersecurity
architecture and engineering as a structured, engineering discipline with repeatable
methods and defensible outcomes.

Cybersecurity practice remains fragmented, reactive, and compliance-centered.
Foundational frameworks such as NIST and ISO provide critical baselines for
governance, risk, and compliance. They are essential, but they are not engineering
methodologies. As a result, cybersecurity architects and engineers often lack
actionable, measurable, and technically precise standards for designing secure systems
that can be validated, sustained, and defended under change and adversarial pressure.

This gap between compliance and engineering commonly surfaces in five persistent
conditions:

1. Security by compliance rather than by design: organizations implement security
to satisfy audits, rather than embedding disciplined engineering practices from
the outset, leaving critical systems exposed despite meeting requirements.

2. Fragmented security models: implementations vary widely across teams and
environments, creating inconsistencies that conceal vulnerabilities and reduce
resilience.

3. Absence of engineering rigor: unlike civil, mechanical, or electrical engineering,
cybersecurity often lacks a repeatable and measurable approach to architecture
and control implementation.

4. Reactive instead of proactive security: controls are frequently added after
systems are built or after incidents occur, rather than being integrated during
design, which increases both risk and cost.

5. Vendor-dependent security approaches: products are deployed without sufficient
architectural intent, boundary clarity, and engineering oversight, resulting in less
defensible security outcomes.

The sections that follow explain this gap in more depth and establish the foundation for
what comes next in the chapter. This book then introduces the ISAUnited Defensible 10
Standards as a technical standards model for cybersecurity architecture and
engineering, emphasizing measurable requirements, enforceable technical
specifications, and evidence-based validation.

The term “Defensible” is used deliberately. It signifies a foundational principle of
ISAUnited: security architectures must be engineered to withstand scrutiny, real-world
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attack, and audit examination with clarity, confidence, and evidence-based validation.
Defensibility is not a claim. It is the outcome of disciplined design choices that can be
demonstrated.

1.2 The Necessity of Standards — Lessons from History
Why Standards Matter

Standards are a practical instrument for safety, reliability, and trust. They reduce
inconsistency, enable interoperability, and make outcomes repeatable across
organizations, industries, and borders. Without standards, complexity expands
unchecked, and the quality of results becomes dependent on local habit rather than
proven methods. Traditional engineering advanced by moving from fragmented practice
to shared standards. Cybersecurity now faces the same requirement for maturity.

Early industrial standardization and the British Standards Institution

As industrial capability expanded, inconsistent materials, measurements, and
manufacturing practices created avoidable failures and inefficiencies. In 1901, the
British Standards Institution was established to reduce these inconsistencies and to
improve reliability and safety through published engineering standards. This marked a
practical shift from local practice toward formalized expectations that could be tested
and repeated.

Twentieth-century global coordination and the rise of ISO

As industrialization spread, nations recognized that trade, safety, and infrastructure
demanded cooperation across borders. In 1918, the United States formed a national
standards body that would later become the American National Standards Institute,
supporting coordinated approaches to specifications and manufacturing. In 1947, the
International Organization for Standardization was formed to unify international efforts
and to publish standards that enabled global consistency across engineering
disciplines. These institutions helped transform industries by making performance
measurable and by creating benchmarks that could be independently evaluated.
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From engineered infrastructure to engineered systems and digital dependence

In the late twentieth century, engineering expanded from primarily physical
infrastructure to complex systems composed of hardware, software, networks, and
human operations. As organizations became dependent on digital systems, security
failures became safety, operational, and economic failures. This period increased
demand for disciplined design methods, measurable requirements, and standardized
approaches to managing risk in complex systems.

Why this history matters to cybersecurity

History shows that standards are not merely rules. They are the mechanism that turns a
discipline into a repeatable practice with measurable outcomes. Cybersecurity is at a
point where baselines alone are insufficient. The discipline requires standards that can
guide design, shape implementation, and support defensible validation. The next
sections explain how modern cybersecurity has relied on foundational standards and
why technical standards are required to make cybersecurity architecture and
engineering repeatable and provable.

1.3 About Foundational Standards

Foundational standards serve as essential baseline frameworks that guide
cybersecurity and information security practices within organizations. These standards
typically originate from widely recognized, internationally adopted organizations such as
the National Institute of Standards and Technology (NIST) and the International
Organization for Standardization (ISO). Foundational standards establish a universal
reference point for governance, risk management, and compliance (GRC) practices.

ISO Standards

The International Organization for Standardization (ISO) develops international
standards that specify requirements, provide specifications, and establish guidelines to
ensure consistent, safe practices worldwide. In cybersecurity, ISO standards (such as
ISO/IEC 27001 and ISO/IEC 27002) primarily focus on establishing a systematic
framework for managing and protecting sensitive information through Information

Security Management Systems (ISMS). ISO standards emphasize:
« Risk Management: Identifying, assessing, and mitigating information security
risks consistently across an organization.
o Compliance and Governance: Providing clearly defined processes to ensure
legal, regulatory, and contractual compliance.
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« Continuous Improvement: Regular reviews, audits, and updates are conducted to
enhance the organization's security posture continually.

NIST Standards

The National Institute of Standards and Technology (NIST), a U.S. federal agency,
develops standards and guidelines widely adopted across government and industry for
managing cybersecurity risks. Key publications and frameworks, such as the NIST
Cybersecurity Framework (CSF) and NIST Special Publication 800-53, provide
comprehensive guidelines for selecting, implementing, and assessing security controls.

NIST standards emphasize:
« Security Control Baselines: Clearly defined security controls applicable to diverse
organizational systems and environments.
o Framework Flexibility: Adaptable guidance designed to meet specific
organizational needs across various sectors and risk profiles.
e Incident Response and Recovery: Structured methods for managing and
mitigating cybersecurity incidents and their impacts.

How federal governance affects NIST guidance

In the United States, the private sector typically leads technical standards, with
government serving as an important participant and user. Cybersecurity has been an
exception in practice because the field relied heavily on NIST publications for years in
the absence of a dedicated, independent cybersecurity standards body focused on
architecture and engineering.

That reliance matters because NIST is a federal agency. Its resourcing and program
emphasis are shaped by appropriations, executive leadership, congressional oversight,
and public policy priorities. Shifts in administration and congressional direction can
influence staffing, program focus, and publication emphasis over time. NIST also
collaborates with industry and other stakeholders, so stakeholder influence on priorities
is possible, even though NIST uses open processes and safeguards intended to
preserve technical objectivity.

These are not accusations. They are structural realities of how government guidance is
produced, and they are one reason an independent cybersecurity standards
development organization is necessary to provide durable, consensus-based
engineering standards.
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Limitations of Foundational Standards

Although foundational standards such as ISO and NIST are essential, they primarily
offer high-level governance and risk management frameworks rather than detailed,
actionable engineering instructions. They define what needs to be secured, but often
stop short of specifying precisely how to ensure it is technically secure. Consequently,
organizations relying exclusively on foundational standards might achieve compliance
without attaining truly resilient and secure system architectures.

Thus, while foundational standards remain critically important for baseline governance
and compliance, cybersecurity practices need to evolve into more technically specific,
engineering-oriented frameworks. The Defensible 10 Standards from ISAUnited
address precisely this need, establishing the detailed engineering and architectural
specificity absent from traditional foundational frameworks.

1.4 About Technical Standards

Technical standards extend beyond foundational standards such as ISO and NIST by
providing detailed, actionable guidance tailored to security architecture and engineering
practice. Their focus is measurable and enforceable technical direction, so that
implementation can be executed consistently, validated rigorously, and assessed
objectively across systems and environments.

ﬂ Cybersecurity Student & Early-Career Guidance
)

For students and new entrants, the distinction between foundational and technical
standards can be difficult to internalize. A useful analogy is building codes and
engineering blueprints. Building codes establish minimum requirements for safety
and compliance. Technical standards function more like engineering blueprints,
translating intent into explicit design choices, implementation expectations, and
measurable outcomes that can be tested under real operating conditions.

Why the distinction matters to leadership

For management, the distinction matters because technical standards influence
resilience, cost of failure, and audit defensibility. Technical standards help organizations
move from general program alignment to consistent engineering execution, reducing
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variability, improving reliability, and strengthening the quality of evidence an
organization can present during independent assessment.

Exploring Architecture and Engineering Standards

Technical standards provide critical clarity and precision, defining the exact technical
requirements and methodologies that cybersecurity architects and engineers must
follow. Unlike foundational standards, technical standards outline concrete, specific
measures such as:

o Technical Specifications: Detailed descriptions of system requirements,
configurations, and protocols to be implemented consistently across various
platforms and environments.

o Measurable Controls: Clearly defined and enforceable controls that can be
objectively tested, validated, and audited.

« Security Engineering Practices: Step-by-step methodologies for secure system
design, threat modeling, risk assessment, and continuous security validation.

The Need for Technical Standards

As cybersecurity threats evolve in complexity and scale, organizations require more
than general compliance frameworks. Effective defense against modern threats
demands rigorous technical standards that detail how security architecture must be
designed, built, and maintained. Technical standards ensure that cybersecurity
practices are not only compliant but are engineered to withstand rigorous adversarial
scrutiny.

ISAUnited’s Role as the Structured Engineering Layer

ISAUnited’s Defensible 10 Standards go beyond simply exemplifying technical
standards—they serve as the structured engineering layer that integrates with and
extends foundational frameworks, such as ISO and NIST. In comparison, foundational
standards set the governance and compliance baselines; ISAUnited builds upon them
with engineering discipline, precise technical specifications, measurable outcomes, and
lifecycle validation. This layered approach ensures that organizations maintain
compliance while achieving true architectural defensibility and resilience.

By adopting ISAUnited’s Defensible 10 Standards, organizations can systematically
validate and continuously improve their cybersecurity posture, creating resilient, secure
environments that can dynamically adapt to the ever-evolving threat landscape.
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1.5 Problem Statement: The Gap in Cybersecurity
The Missing SDO in Cybersecurity Engineering

Unlike established engineering disciplines such as civil, mechanical, and electrical
engineering, which benefit from formal standards development organizations like IEEE
and ASME and international coordinating bodies like ISO and IEC, cybersecurity
engineering has historically lacked an authoritative body dedicated to defining technical
standards for cybersecurity architecture and engineering practice. As a result, colleges
and universities have relied mainly on compliance-oriented frameworks designed for
governance, risk, and audit management rather than structured engineering
methodologies that emphasize technical depth, architectural rigor, and practical
application.

This gap has far-reaching implications. Graduates of two-year and four-year programs
often enter the workforce with knowledge of policies and compliance frameworks but
without practical engineering skills such as secure system design, threat modeling, and
rigorous validation techniques. Employers then absorb high reskilling costs while new
hires learn engineering discipline on the job.

What Is Missing and Why It Matters

Traditional engineering disciplines operate with four key layers — foundational
standards, technical standards codified by standards bodies, design principles, and
validated codes or specifications. Cybersecurity has only fragments of this model today:
foundational frameworks such as ISO and NIST, and control catalogs such as CIS,
CSA, and OWASP. The critical missing layer is an authoritative technical standards
body for cybersecurity architecture and engineering. Without this anchor, the discipline
lacks:
e Unified structure: no single reference for translating principles and controls into
enforceable, measurable engineering specifications
¢ Validation rigor: breaches continue even in compliant organizations because
validation is not standardized or required
¢ One voice: academia, government, and industry lack a common technical
reference point, causing inconsistency and duplicated effort
e Educational alignment: curricula emphasize policy and governance but often do
not embed system-level engineering discipline, leaving graduates underprepared
for technical design challenges
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Watch our Defensible Standards Introduction video to learn more here:
https.//www.isaunited.org/isaunited-defensible 10-standards

Consequences

Because these structures are missing, intrusions still occur today despite organizations'
heavy investment in compliance. Security gaps are exploited not because of absent
policies, but because of weak engineering baselines—misconfigured systems,
unvalidated architectures, and designs that have never been tested against adversarial
models. This gap imposes high costs on employers, erodes public trust, and weakens
overall national cyber resilience.

Figure 1. A. The Missing SDO Layer in Cybersecurity Engineering:

N [ The Problem]

Traditional Engineering

Cybersecurity Engineering

e + ;4 = W
“No Technical Standards Body” Design Build Validation Unproven

Cybersecurity has no dedicated SDO like
IEEE, ASME, or INCOSE.

Without an authoritative body to issue
technical specifications, the field relies
on fragmented controls and compliance
frameworks rather than an established
engineering discipline.

Technical Security Controls
“Controls catalogs (CIS/CSA/OWASP) — not standards.”

Design Principles

Foundational Standards
“Compliance & Governance frameworks (ISO/NIST)"

@oueinssy | yadag BupeauBuz

Traditional vs. Cybersecurity Engineering Standards

Traditional engineering disciplines, civil, mechanical, and electrical, rely on rigorous,
detailed standards that dictate the precise design, measurement, validation, and
maintenance of systems. Organizations depend on these clearly defined standards,
established by recognized Standards Development Organizations (SDOs), to ensure
safety, reliability, and resilience. Engineering standards explicitly detail how structures
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withstand stress, how mechanical components function reliably, and how electrical
systems maintain operational stability.

Figure 1. B. Traditional Engineering has a Clear Stack:
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Design Principles
Technical Standards:
Standards Development Organizations SDO

Foundational Standards
“Compliance & Governance frameworks (ISO/NIST).”

. % Cybersecurity Student & Early-Career Guidance
>

For students and early career practitioners, this is like calculating a bridge’s
maximum load before it is built versus testing after traffic is already flowing. In
engineering, load calculations are done in advance with defined safety margins.
The cybersecurity equivalent is rigorous architecture validation and penetration
testing before a system goes live.

Conversely, cybersecurity has historically relied on foundational frameworks from ISO
and NIST. These provide strong governance and compliance references but lack
detailed technical specifications and measurable controls required for robust
engineering. The result is:
e Vendor-driven security: implementations influenced by product roadmaps rather
than objective engineering requirements
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e Compliance without engineering: systems pass audits yet remain vulnerable due
to insufficient architecture and validation

e Absence of a dedicated technical standards body: the field has lacked an
authoritative source for rigorous, defensible engineering standards

For management, this gap becomes a business risk — downtime, breach costs,
reputational harm, and difficulty demonstrating resilience during audits. Without
enforceable technical standards, organizations may pass reviews yet fail under real
conditions.

Table 1.1. Traditional Engineering vs. Cybersecurity Today:

Aspect Traditional Engineering Standards Cybersecurity Today

Standards ||Established SDOs (e.g., IEEE, ASME) Foundational frameworks (e.g., NIST, ISO)
Body with authoritative technical oversight without detailed engineering specifications

Design Precise design requirements calculated || General security guidelines are applied, often
Approach ||before construction or deployment after deployment.

Rigorous testing, stress/load calculations, ||[Compliance audits; limited real-world

Validation safety margins built in adversarial testing.

Scope Comprehensive lifecycle coverage from ||[Focused on governance and compliance;

design to decommission lacks deep technical integration.
Risk Quantified, modeled, and addressed at Reactive; discovered through incidents or
Mitigation |the design stage post-audit remediation.

Foundation vs. Technical Standards

Foundational standards such as ISO and NIST set governance, policy, and risk
baselines. They define what needs to be secured, but often stop short of specifying how
to secure it technically. On their own, they are not sufficient to engineer a robust and
defensible architecture.

Technical standards such as ISAUnited’s Defensible 10 Standards address this by:
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e Specifying architectural inputs (requirements) and outputs (technical
specifications).

« Providing measurable, actionable security controls subject to rigorous testing and
validation.

o Advocating for an engineering-driven cybersecurity approach that integrates
security comprehensively into system designs from inception.

The Defensible 10 Difference

This ISAUnited Technical Research Center whitepaper compares widely used ISO and
NIST publications against the Defensible 10 Standards using five engineering criteria:
Technical Specificity, Verifiability, Artifact Output, Granularity, and Lifecycle Integration.
It computes a normalized Engineering Orientation Index to make the boundary
measurable, then shows why ISO and NIST remain essential baselines while D10S
serves as the missing engineering layer that turns intent into requirements, technical
specifications, verification and validation, and defensible evidence.

Learn more, download our research paper ‘Foundational Standards Need Engineering
Proof’ here: https.//www.defensible10.org

1.6 The Role of Security Engineering in Enterprise
Architecture

Security Must Be Integrated into Design from the Outset

In traditional engineering disciplines, design inherently determines outcomes. A
structurally flawed bridge cannot be reliably stabilized through reactive adjustments
after construction; similarly, cybersecurity cannot be effectively retrofitted. It must
instead be methodically engineered into systems from their inception to ensure
resilience, adaptability, and sustainable security.

.ﬁ Cybersecurity Student & Early-Career Guidance

S|

For cybersecurity students and early career practitioners, think of it this way:
compliance is fixing a leak after it has flooded; engineering is designing the roof to
withstand the storm in the first place. For management, integrating security from the
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outset supports measurable return on investment, maximizes uptime, and reduces
costly emergency remediation when incidents occur.

Historically, organizations have often approached cybersecurity as a series of reactive
solutions rather than an integrated, foundational element of enterprise architecture.
Typical practices include deploying security controls, conducting periodic audits, and
applying compliance-based policies after deployment. This reactive approach invariably
leads to security gaps, operational inefficiencies, and expensive retroactive
modifications. By embedding security considerations directly into the architectural
design phase, organizations can proactively create environments that inherently resist
compromise and minimize the need for later corrective measures.

Table 1.2. Security by Design is a Foundational Shift:

Key Component Description

Security considerations must be embedded in the earliest stages of design,
ensuring every component, data flow, and system dependency is inherently
secure.

Integrated Security
Engineering

Threat-Informed  ||Security engineers must anticipate and understand adversarial behaviors and
Architecture proactively integrate countermeasures and mitigations into system design.

Resilience Instead of||Systems designed with integrated security from the outset reduce the necessity
Reaction for emergency patches, temporary workarounds, and compensatory measures.

Table 1.3. Enterprise Architecture is the Cornerstone for Security Engineering:

Consideration Description

Security should enhance enterprise functionality, facilitating rather than

Alignment with . . .
'd W obstructing operational efficiency.

Business Objectives
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Adaptable Security ||Security models must evolve in tandem with technological advancements, shifting
Frameworks threats, and evolving business requirements.

Security practices must mirror the disciplined standards found in other

Standardized . . . :
. . engineering domains, such as networking, data management, and software
Engineering . o . :
Principles development, ensuring that security is defensible, measurable, and consistently

replicable.

By deeply embedding security into the enterprise architecture process, organizations
can shift from compliance-driven security checklists to genuine, measurable, and
resilient security architectures that can effectively withstand and adapt to evolving
cybersecurity threats.

1.7 ISAUnited’s Solution

Establishing a dedicated standards development organization for cybersecurity
architecture and engineering is essential. ISAUnited fills this role by developing
structured, actionable, and technically rigorous standards that improve workforce
readiness, reduce implementation and reskilling costs, and align education with
measurable engineering competencies. This elevates cybersecurity toward a formally
recognized engineering discipline and strengthens national cyber resilience and
professional credibility.

ISAUnited’s Leadership in Closing the Gap

Moving from foundational compliance to detailed technical standards brings discipline,
reliability, and resilience associated with traditional engineering. ISAUnited has
established the first dedicated standards development organization focused on
cybersecurity architecture and engineering, similar in purpose to how established
bodies serve other disciplines. Through its defensible standards, ISAUnited defines an
authoritative engineering framework in which security is measurable, repeatable, and
defensible under real conditions. The aim is a mature, structured discipline where
designs can be explained, tested, and trusted.
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Figure 1. C. The Solution in Filling the Gap:

N [ The Solution]

Traditional Engineering
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Design Build Validation Safe

4 Technical Code & Specifications
3 Design Principles
2 Technical Standards:
Standards Development Organizations SDO

Foundational Standards 1

Cybersecurity Engineering
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Design Build Validation Defensible

LSRN

Technical Security Controls 4
“Controls catalogs (CIS/CSA/OWASP) — not standards.”

Design Principles 3

“Design docirine (ISAU-RP).”

Technical Standards:
Standards Development Organizations SDO 2

“ISAUnited Defensible 10 Standards -A complete set of security
requirements, technical specifications, and proof-of-security tests.”

-—

“Compliance & Governance frameworks (ISO/NIST)."

1.8 How to Use This Book

This book is both a foundational guide and a practical reference for cybersecurity
architecture and engineering. It does not replace foundational frameworks such as NIST
and ISO. It complements them. Where foundational frameworks describe what must be
governed and controlled, this book shows how to implement technical standards that
produce measurable, defensible outcomes.

Each domain overview in this book follows a consistent sequence. Requirements state
what must be in place before work begins. Technical specifications describe
measurable behaviors the system must show. Verification and validation confirm that
the system is built correctly and works under real conditions. Implementation guidance
provides practical steps for adopting controls in real-world environments. This sequence
aligns with core principles such as secure by design and evidence production, ensuring
security is embedded from inception and supported by evidence.
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Role

How to Use This Book

Expected Outcomes

CISOs and Security

Align technical cybersecurity strategies with
business goals, shifting from compliance-

Improved resilience,
measurable audit defensibility,

and Engineers

engineering principles to build robust,
defensible architectures.

Leaders based to engineering-driven approaches, and |land demonstrated control
track risk reduction metrics. effectiveness.
Security Architects Apply structured methodologies and Verifiable, resilient systems

designed to withstand
adversarial scrutiny

Security Teams and
Practitioners

Bridge the gap between compliance standards
and engineering practices

Repeatable, scalable, and
verifiable security outcomes

Technical Practitioners
(IT, DevOps, Cloud
Engineers)

Integrate advanced, tool-agnostic engineering
practices into IT, software, and cloud
workflows

Vendor-neutral, maintainable
solutions with embedded
security

Cybersecurity
Students and Early-
Career Practitioners

Apply structured frameworks to coursework,
internships, and portfolio projects.

Strong foundational
understanding; demonstrable
engineering-grade design
artifacts

This first edition begins the transition to a structured engineering discipline. Future
editions and online standards will evolve with technological advances and evolving
threats, while the method remains stable and practical.




Page 32 of 260

Chapter 2: The Foundation of
Defensible Security Architecture
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Cybersecurity today frequently relies on reactive strategies; organizations deploy tools,
apply patches, and follow regulatory checklists to mitigate risks. However, genuine
security cannot be achieved solely through compliance measures. The increasing
complexity of enterprise environments, the widespread adoption of cloud services, and
emerging threats driven by artificial intelligence demand a fundamentally new approach
- one that is proactive, structured, and deeply rooted in engineering principles.

Defensible Security Architecture represents more than an ideal; it is an operational
necessity. It shifts from traditional security frameworks, which typically emphasize

perimeter defenses and periodic compliance audits, toward a design-first mindset.

Security must be integrated systematically into each stage of system development,
infrastructure planning, and operational management.

This chapter establishes the foundational knowledge for understanding, implementing,
and maintaining a defensible security architecture. It examines:

e The necessity of embedding security within enterprise architecture rather than
adding it as a retrospective measure.

« Critical distinctions between compliance-driven and engineering-driven security
methodologies.

o Strategies for developing resilient, adaptable, and verifiable security
architectures.

« The foundational principles underpinning ISAUnited’s Defensible 10 Standards
and their role in structuring security engineering.

By the conclusion of this chapter, readers will have a clear, actionable framework for
treating security as a disciplined engineering practice. The chapter highlights a pivotal
shift from fragmented, reactive measures to a structured, engineering-based security
model that can withstand evolving threats.

2.1 Introducing Technical Adversarial and Defensible
Analysis (TADA)

Technical Adversarial and Defensible Analysis (TADA) is the ISAUnited method for
converting adversary reality into defensible engineering action. The Defensible 10
Standards define what must be engineered across ten domains. TADA explains how to
analyze a real system so the correct domain requirements are selected, justified,
implemented, and demonstrated.

TADA is both a framework and a methodology.
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As a framework, TADA organizes analysis around architecture, entry points, exposure
conditions, and realistic downstream impact. It uses ISAUnited Threat Vectors as the
core unit of adversary movement.

Threat Vector - An architecture-level path of compromise that describes how a threat
actor can gain access, move, or cause impact within a system by exploiting an entry
surface and an enabling exposure condition. A Threat Vector is an architecture-level
path of compromise that is expressed as an explicit tuple:

Threat Vector = Entry Surface + Exposure Condition + Typical Impact Path

The Three Elements of a Threat Vector

Entry Surface - architecture level interface or boundary where an adversary can first
establish influence, access, or execution. It is the “where” of the Threat Vector.

Exposure Condition - enabling design, configuration, integration, or operational
condition that makes the Entry Surface exploitable. It is the “why” of the Threat Vector.

Typical Impact Path - the most realistic next set of targets or outcomes the adversary
can reach after exploiting the Entry Surface under the Exposure Condition. It is the “so
what happens next” of the Threat Vector.

This structure keeps the analysis anchored to the diagram. If a practitioner cannot point
to the entry surface on the architecture view, name the enabling exposure condition in
engineering terms, and describe the most realistic next impact path, then the Threat
Vector is not actionable. Threat Vectors are not vulnerability identifiers, weakness
taxonomies, or behavior libraries. They are the middle layer that connects what is
exposed, why it can be exploited in this design, and what can be affected next.

As a methodology, TADA provides a repeatable workflow that produces traceable
outputs that can be reviewed, validated, and retained as evidence. TADA strengthens
the adoption of standards by preventing the selection of generic controls. It clarifies
what is reachable, what conditions enable compromise, and the realistic blast radius if
compromise occurs. It also strengthens verification and validation because tests are
derived from mapped compromise paths rather than from assumptions.

TADA produces practitioner outputs that align directly to Defensible 10 execution and
Evidence Packs:
« Architecture entry surface inventory aligned to solution diagrams and trust
boundaries
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o Threat Vector set expressed in entry surface, exposure condition, and typical
impact path form

o Threat Landscape profile that curates and prioritizes Threat Vectors for a defined
scope and time window

e Technical scoring inputs that support prioritization, including reachability,
exposure strength, and impact path blast radius

o Defensive requirements mapping that links Threat Vectors to Defensible 10
domain requirements and measurable outcomes

TADA aligns naturally with the Defensible Loop phases of Define, Design, Deploy,
Detect, Defend, and Demonstrate. Practitioners apply TADA during Define and Design
to shape requirements and technical specifications. They revisit TADA during Detect
and Demonstrate to confirm telemetry coverage, to validate defensive outcomes, and to
produce evidence of defensibility.

This handbook introduces TADA at the level needed to apply the Defensible 10
Standards. The complete TADA methodology, templates, and annual Threat Vector
Catalog (TV-CAT) updates are maintained by ISAUnited as institute publications and
are used across ISAUnited standards development, education, and capstone work.

Learn more about our Technical Adversary & Defensible Analysis. Visit:
https.//www.isaunited.org/isaunited-school-of-engineering-cyber-defense

2.2 Advancing Beyond Compliance Through Engineering
Maturity

For decades, compliance-driven frameworks such as NIST and ISO have served as the
primary foundation for organizational cybersecurity programs. While these frameworks
are essential for establishing governance models and baseline security controls, they
were never intended as comprehensive engineering methodologies capable of
producing defensible security architectures.

>
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For cybersecurity students and early career entries, let us think of this: An easy way
to understand the difference is to think of compliance as passing a driver’s test — it
proves you know the rules and can operate a vehicle safely under normal
conditions. Engineering maturity, on the other hand, is akin to designing and
building a car that can win a race while also protecting its passengers in a high-
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speed crash. Compliance sets minimum expectations; engineering maturity
ensures resilience, performance, and adaptability under real-world stress.

The modern threat landscape has highlighted a critical shortcoming: ‘Compliance alone
does not guarantee genuine security’. Organizations achieving full compliance with
prevailing frameworks still frequently experience data breaches, ransomware attacks,
and infrastructure compromises. This reality underscores a fundamental gap;
compliance frameworks typically prioritize documented security policies, controls, and
governance practices, but they fail to adequately:
e How to engineer secure enterprise architectures that embed zero trust,
segmentation, and resilience by design
e How to validate defensive mechanisms against adversarial methods through red
teaming, dynamic risk assessment, and threat modeling
e How to align security architecture with modern delivery models such as cloud,
DevSecOps, microservices, and artificial intelligence platforms

ISAUnited’s Defensible 10 Standards address this significant gap by introducing a
maturity model that is explicitly focused on security as an engineering discipline.

Table 2.1. Limitations of Compliance-Driven Security:

Compliance
Frameworks Provide

But Do Not Define

ISAUnited’s Defensible 10 Standards
Engineering Approach

Baseline security
controls (e.g., "Use
encryption")

Engineering specifications for
cryptographic implementation (e.g.,
"TLS 1.3 with forward secrecy and
PKI validation")

Detailed cryptographic architecture
specifications, protocol configurations,
certificate management lifecycle, and
automated validation scripts

Risk management

Technical adversarial risk analysis,
such as attack surface discovery and

Integrated adversarial modeling,
continuous attack surface monitoring, and

requirements

governance vulnerability modeling engineering-led mitigation design
Security Automated. continuous securit Continuous Verification & Validation
documentation ’ y (V&V) pipelines, red team automation,

validation methodologies

and telemetry-driven feedback loops

Broad security
guidelines

Granular security architecture design
methodologies
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Blueprint-level architecture patterns,
component-level security requirements,
and dependency mapping for resilience

Consequently, even fully compliant organizations often lack a robust security posture
and remain vulnerable to sophisticated threats.

Defensible Security Architecture: Advancing Beyond Compliance

To transition from compliance-based frameworks to true engineering maturity,
organizations must:

Integrate security as a foundational architectural design principle throughout
enterprise systems and applications.

Develop adversary-resistant frameworks capable of responding to and mitigating
breach scenarios through continuous validation.

Employ technical security engineering methodologies that guarantee
measurable, adaptable, and resilient architecture capable of withstanding real-
world threats.

ISAUnited’s 10 Defensible Standards provide the engineering rigor necessary to elevate
cybersecurity from mere compliance adherence to a structured engineering practice.

These standards explicitly define:

Architectural methodologies for implementing Zero Trust, cloud security, network
segmentation, and enterprise resilience.

Technical frameworks specifying detailed engineering implementations rather
than high-level policies alone.

A maturity-focused approach to cybersecurity that emphasizes continuous
improvement and validation, integrated deeply into enterprise infrastructures.
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Figure 2. A. Cybersecurity Engineering Maturity Model:

Level 6 — Defensible Architecture h
Fully engineered, measurable, and resilient architecture designed to withstand

evolving threats. )

Level 5§ — Continuous Validation
Regular adversarial testing, automated validation, and adaptive controls.

Level 4 — Integrated Engineering
Security integrated into architecture and development lifecycles.

Level 3 — Structured Controls

Formalized security controls implemented with partial alignment to the
architecture (e.g., CIS, CSA, OWASP)

Level 2 - Technical Standards Adoption

The organization begins aligning with technical security standards (e.qg.,
Defensible 10) beyond compliance.

Level 1 — Baseline Compliance
Organization meets basic regulatory and framework requirements (e.g., NIST,
)

ISAUnited’s Defensible 10 Standards: A New Benchmark for Cybersecurity
Maturity

Organizations relying exclusively on compliance-based security frameworks will remain
at a baseline level of maturity. Those aiming for true security resilience must adopt
engineering-driven methodologies, ensuring that security architecture is:

« Architecturally sound, rather than merely policy driven.

e Technically validated, not simply documented.

o Defensible, measurable, and resilient against evolving adversarial threats.

ISAUnited’s Defensible 10 Standards provide the essential engineering depth and
validation rigor that are lacking in compliance frameworks, ensuring security is
systematically embedded into the enterprise architecture from the outset. ISAUnited
sets the industry benchmark for engineering maturity by establishing the authoritative
reference for measurable, defensible, and resilient security architecture worldwide.
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2.3 What is Defensible Security Architecture?

Industries have long engineered robust systems that withstand earthquakes, aircraft
that are resilient to turbulence, and power grids that weather severe storms. In contrast,
cybersecurity has historically relied heavily on reactive measures rather than on
proactively engineered resilience. Defensible Security Architecture (DSA) fundamentally
transforms cybersecurity from an ad hoc, compliance-driven practice into an intentional,
structured engineering discipline where security is intrinsically embedded at every stage
of system design.

<P
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For cybersecurity students and new practitioners, consider this analogy:
compliance is like checking that a bridge has guardrails; defensible architecture
ensures the same bridge can withstand unexpected loads, severe weather, and
extreme conditions without collapsing. For management, defensibility translates into
measurable risk-reduction metrics, sustained operational continuity, and reduced
incident costs-outcomes that directly protect both the organization’s mission and its
bottom line.

Table 2.2. Defensible Security Architecture vs. Compliance Frameworks:

Compliance Frameworks Defensible Security Architecture

Focus on governance standards and baseline |Focus on engineering methodologies and architectural
controls. resilience.

Design systems to withstand advanced adversarial

Meets regulatory requirements threats

Embeds security in every stage of system design and
Emphasizes policy documentation operations

Reactive security measures are often applied

post-audit Proactive, adaptive defenses integrated from inception
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Compliance frameworks such as ISO/IEC 27001 and NIST establish essential
governance standards and baseline security controls; however, they were not designed
to define comprehensive engineering practices. While compliance is crucial for
regulatory adherence, it does not inherently guarantee robust security. Many
organizations meet compliance criteria without implementing architectures that
effectively resist sophisticated adversarial threats.

Defensible Security Architecture moves beyond mere compliance, emphasizing
precision engineering. Security is no longer a reactive layer applied post-audit, but a
foundational aspect integral to system design, development, and operations. DSA
adheres to security-first principles, asserting that architecture, not compliance policies,
ultimately determines a system's security effectiveness.

Table 2.3. The Need for Resilient, Engineering-Driven Security Models:

Core Element Definition
Architectural Integrating security into initial system designs so every component, connection, and
Resilience dependency is inherently defensible.

Implementing systems that dynamically respond to threats in real-time, avoiding

Adaptive Defense reliance on static, outdated controls.

Applying structured engineering methods, mathematical modeling, and systematic

Scientific Rigor adversarial testing akin to traditional engineering disciplines.

Adopting cybersecurity as an engineering discipline enables organizations to create
Defensible Security Architectures that actively defend, adapt, and evolve in response to
emerging threats, far surpassing mere compliance. This structured approach constitutes
the core philosophy underpinning ISAUnited’s Defensible 10 Standards.

Why "Defensible"?

The term "Defensible" explicitly conveys ISAUnited’s philosophy: cybersecurity must be
meticulously engineered to withstand intense scrutiny, persistent threats, and rapid
change. Similar to how traditional engineering disciplines design systems with clearly
defined tolerances and safety margins, security architecture should be built on explicit,
reproducible, and resilient technical specifications under adversarial pressure. The
concept of defensibility encapsulates this engineering-driven ethos, meaning that each
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architectural decision, standard, or control is justifiable not merely to auditors and
regulators but also adversarial models, operational teams, and engineering peers.

The "Defensible 10," comprising the foundational Parent Standards detailed in this first
edition, provides the architectural blueprint for creating robust cybersecurity programs
that are demonstrably effective, architecturally cohesive, and technically verifiable.

Figure 2. B. Lifecycle of Defensible Security Architecture:

Lifecycle of Defensible Security Architecture

Design ,‘
Securdity r&;quirements Implementation Ve
and architecture .
principles are | Controls and specifications Continuous
integrated at the S are built into systems L Improvement
) Feedback from

concept stage. - according to
) | engineering standards R
l monitoring, incidents,

and threat intelligence
drives iterative
enhancement

Verification & Validation

Continuous testing ensures controls func-
tion as intended under real-world ‘

conditions

As the profession’s first dedicated SDO for cybersecurity architecture and engineering,
ISAUnited sets the global benchmark for defensibility by delivering the authoritative
reference that ensures security architectures are engineered, validated, and proven to
withstand real-world threats.
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Chapter 3: The Evolution of the
Defensible 10 Standards
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This chapter explains how the Defensible 10 Standards were developed and why they
are structured as they are. ISAUnited began with a practical question: why do major
cybersecurity failures repeat even in well-funded environments? The answer was not a
lack of tools. The answer was a lack of engineering discipline, as evidenced by
technical standards that can be implemented, validated, and supported by evidence.

ISAUnited approached the problem the way traditional engineering disciplines do by
focusing on failure. First, recurring failure patterns were identified from real incidents
and architecture breakdowns. Second, those patterns were converted into an
engineering execution model, the Defensible Loop. Third, applying the Loop to
enterprise security work revealed ten distinct domains that must be engineered to make
a system defensible. Finally, ISAUnited validated the structure of the standards
document through workshops with traditional engineers and adopted a consistent
thirteen-section format, with flow-downs and traceability, to preserve the intent of the
parent standards in the sub-standards.

The result is a standards system that is measurable and auditable. Each domain uses
the same execution model. Each standard expresses requirements, technical
specifications, verification and validation, and evidence. Each sub-standard inherits
intent through flow-downs, so technical detail does not drift from architectural purpose.
This chapter provides the original logic that leads directly into Chapter 4, where the
standard structure is explained in plain terms for practical use.

3.1 The Defensible Loop and How it Produced the Defensible
10 Standards

Engineering Failures

The Defensible Loop is a six-phase engineering model distilled from recurring failures
observed in complex digital systems. ISAUnited’s Technical Research Center reviewed
major incidents over the last ten years and grouped the underlying architecture and
engineering failures into six categories. The purpose of the review was to identify where
designs fail so that engineering can address the root cause.
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Figure 3. A. The past 10 years of Cybersecurity engineering failures:

Failure Patterns
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NOTE: Unknown scope, unclear intent, uncontrolled change, blind visibility, delayed
containment, and no proof. These failure patterns informed the engineering model.
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The Engineering Patterns

From these failures, ISAUnited derived six engineering patterns that the Loop encodes.
Each phase names the work that prevents a class of failure: bound the scope, specify
intent, control change, engineer visibility, execute containment, and produce proof. The

Loop defines the minimum execution discipline required to design, operate, and defend
systems under adversarial pressure.

Figure 3. B. Engineering patterns produced the Defensible Loop (D-Loop):

Engineering Patterns
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6 - Produce
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5 - Execute patterns 2 - Specify

containment An Engineering Model intent

4 - Engineer 3 - Control
visibility
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NOTE: The six phases convert recurring failures into a repeatable execution model that
ends with evidence.
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3.2 The Defensible 10 Domains Identified

Applying the Loop to enterprise security revealed ten distinct, measurable domains that
must be engineered for a system to be defensible. These became the Defensible 10
domains. Every domain is executed by the same Loop and ends with evidence rather
than assumptions.

Figure 3. C. The Defensible Loop across the ten domains:

D01-Network
D10-DevSecOps & Security

Secure SDLC Architecture &
Engineering Engineering

D09-Cryptography, D02 Cloud
Encryption & Key Security
Management Architecture &
DO03-Monitoring,

Resilience
Wefensible10
Detection & Platform &

Incident Response The Defensible Loop Workload Security
Architecture (D-Loop) Architecture

D03-Compute,

An Engineering Model

DO7-Threat & DO04-Application

Vulnerability Security Architecture,
Se:t:urlt_y & Secure

Engineering Development

D06-ldentity & D05-Data
Access Security Security

Architecture

Architecture

NOTE: One loop, ten domains. Each domain uses the same phases to ensure
consistency between design and proof.
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What is a cybersecurity domain?

A domain is a coherent area of work where architecture, controls, and verification
belong together. Each domain has clear boundaries, specific responsibilities, and
measurable outcomes.

Why do domains matter?
Domains prevent overlap and gaps. They make responsibilities clear, keep designs

consistent, and ensure tests and evidence are focused. One loop drives all ten
domains, so you can apply the same method everywhere.

With the execution model, the domain set, and the inheritance rules established,
Chapter 4 explains the standard structure in plain terms. It shows how requirements,
technical specifications, verification and validation, and implementation guidance fit
together so teams can apply the standards consistently across every domain.
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Chapter 4: Understanding the
Defensible 10 Standards Structure
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Adopting and implementing a robust cybersecurity framework requires clarity and
structured guidance. This chapter provides an in-depth look at ISAUnited’s Defensible
10 Standards structure, breaking down each component to help practitioners quickly
understand, justify, and apply the standards effectively within their organizations.

<>

EI Cybersecurity Student & Early-Career Guidance

For cybersecurity students and early career practitioners, understanding this
structure is a career accelerator. Mastering it enables you to contribute to real-world
projects, collaborate effectively with experienced teams, and design defensible
systems from the ground up. For management and leadership, the structured
format supports audit readiness, streamlines operations, and strengthens
governance of cybersecurity risk, ensuring measurable outcomes and compliance
assurance.

Purpose of the Defensible 10 Standards Structure

The Defensible 10 Standards structure is designed to connect high-level security
principles with technical implementation. By clearly delineating sections and
subsections, the structure ensures consistency, clarity, and ease of adoption across
diverse domains and environments.

Each section within the standards serves a specific role-from setting foundational
expectations and defining terms to clearly outlining the required inputs, measurable
outputs, and practical implementation strategies. Understanding the rationale behind
each section facilitates effective and efficient adoption, ensuring the standards are not
merely theoretical guidelines but actionable blueprints for robust security.

Table 4.1. Structure of Standards Documentation:

Section Purpose / Description
1. Introduction Clarifies the standard's purpose and relevance within its domain.
2. Definitions Provides clear terminology for consistent interpretation.

3. Scope Defines applicable environments, technologies, and boundaries.
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4. Use Cases

Demonstrates practical applications and effectiveness in real-world scenarios.

5. Requirements

Identifies foundational prerequisites necessary for implementation.

(Inputs)
S6‘e-[(-:?fci::antli((:)?1|5 Outlines expected outcomes, measurable behaviors, and enforceable
p(Outputs) configurations.

7. Cybersecurity Core
Principles

Establishes foundational engineering and architectural principles guiding
implementation.

8. Foundational
Standards Alignment

Ensure alignment with recognized frameworks (e.g., NIST, ISO) to provide a
baseline for sub-standard development and compliance integration.

9. Security Controls

Maps controls to recognized industry frameworks for consistency and audit-
readiness.

10. Engineering
Discipline

Emphasizes rigorous, systems-based engineering approaches over
compliance-driven responses.

11. Associate Sub-
Standards Mapping

Shows how this Parent Standard delegates detailed topics to Sub-Standards
and lists the relevant Sub-Standards with their scope, ensuring inheritance of
inputs, outputs, tests, and evidence

12. Verification &
Validation

Defines structured processes and methodologies for testing, assessing, and
validating that implemented measures meet intended objectives.

13. Implementation
Guidelines

Offers practical insights and best practices for adoption.

Flow-Downs: Linking Parent Standards to Sub-Standards

The ISAUnited framework applies to the engineering principle of flow-downs to establish
traceability, accountability, and technical integrity between Parent Standards and their
derivative Sub-Standards. This approach ensures that high-level requirements are
consistently inherited and implemented at each subordinate level, from architectural
objectives to technical controls and operating procedures. The model aligns traditional
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engineering practices, in which contractual and regulatory requirements cascade
through all related specifications, processes, and deliverables.

Definition and Purpose

Flow-downs establish a direct lineage from a Parent Standard to all derivative Sub-
Standards, ensuring that every technical requirement at the top level is reflected and
actionable at every subsequent level, down to technical controls and operating
procedures. This mirrors traditional engineering practices, where contractual or
regulatory requirements are cascaded through all subordinate documents and
processes.

Key Benefits of Flow-Downs

Flow-downs deliver several advantages for cybersecurity engineering:
o Alignment with Engineering Rigor brings structured discipline and traceability,
countering ad-hoc or “nomadic” approaches.
o Consistency and Transparency ensure nothing from the Parent Standard is lost,
diluted, or misinterpreted.
o Audit-Ready Traceability provides a transparent chain of accountability from
strategic requirements to technical implementation.

Flow-Down Clause

Each Sub-Standard will include the following statement to affirm its relationship to the
Parent Standard:

“This Sub-Standard is a flow-down from D10S Parent Standard [X], inheriting and
implementing provisions [A, B, C] within the scope of [topic/technical area].”

Traceability Matrix

ISAUnited will maintain a traceability matrix for every Parent Standard. The matrix maps
each requirement to the corresponding Sub-Standards and identifies the technical
directives used to implement them. This ensures visibility across the entire standards
hierarchy and provides practitioners with a defensible reference for engineering and
audit purposes.
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Annual Flow-Down Review

As part of the annual sub-standard development cycle, ISAUnited will conduct a
mandatory review of flow-down relationships. This process validates that each Sub-
Standard remains faithful to its Parent Standard while advancing technical maturity and
ensuring alignment across the Defensible 10 Standards framework.

Figure 4. A. Parent Standards vs. Sub-Standards — Visualizing Flow-Downs:

Parent Standards vs. Sub-Standards
- Visualizing Flow Downs

ISAUnited Defensible Standards
(D10S)

Parent Standards (Domain-Level)
Overarching engineering and architectural
principles
Broad technical requirements

Foundational alignment (Core Principles,
NIST, 1ISO)

Flow Downs to Sub-Standards
(Technical-Level)
Derived from parent requirements
Specific technical configurations and controls
Mapped in traceability matrices
Verified via annual flow-down review

This visual demonstrates how flow downs create a
structured, traceable connection between high-level
Parent Standards and detailed Sub-Standards,
ensuring alignment, consistency, and defensibility
across the entire framework.

This visual illustrates how flow-downs establish a structured, traceable connection
between high-level Parent Standards and detailed Sub-Standards, ensuring alignment,
consistency, and defensibility throughout the entire framework.
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ISAUnited formalizes the Flow Down Protocol to ensure that every implementation
remains disciplined, traceable, and defensible, mirroring the best practices of traditional
engineering while pioneering cybersecurity innovation.

4.1 Applying Traditional Engineering Principles to Defensible
Standards

Traditional engineering disciplines, such as civil, mechanical, and electrical, operate
under the guidance of standards bodies such as IEEE and ASME, and professional
engineering organizations such as INCOSE. These organizations define performance
requirements, technical specifications, validation methods, and structured approaches
that make practice repeatable, enforceable, and technically sound.

Cybersecurity has historically lacked such an authoritative body, relying heavily on
compliance-driven frameworks that prioritize regulatory adherence over engineering
rigor. This has led to inconsistent tactical solutions that struggle to deliver resilient,
measurable, and defensible security outcomes.

ISAUnited’s D10S Framework closes this gap by embedding rigorous engineering
principles into cybersecurity practices. By introducing structured methodologies, clearly
defined performance standards, technical validation processes, and measurable
outcomes, the framework elevates cybersecurity to a disciplined engineering standard
on par with traditional engineering fields.

The table below draws direct parallels between established civil/mechanical engineering
standards and ISAUnited’s cybersecurity engineering principles, illustrating how
Defensible Standards provide a technical and measurable foundation for secure system
design.
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Traditional Cybersecurity
. . —_r Engineering o
Engineering Description (Defensible Description
(Civil/Mechanical) Standards)
Defines minimum Defines security and operational
o Business & needs for architectures and
Performance performance criteria for Soluti ) : ; .
olution solutions, including business-

Requirements

safety, efficiency, and
longevity (e.g., a bridge’s
weight-bearing capacity).

Requirements

driven objectives and
performance expectations.

Material
Specifications

Sets acceptable materials,
tolerances, and
compositions for strength,
durability, and
environmental factors.

Technical Security
Specifications

Provide details on configurations,
encryption standards,
authentication mechanisms, and
infrastructure requirements to
ensure a precise and sound
implementation.

Design Principles &
Load Calculations

Uses engineering
calculations to ensure
systems withstand
expected stresses and
conditions.

Security Core
Principles & Threat
Modeling

Establishes foundational security
principles (e.g., Zero Trust, Least
Privilege) and models threats to
assess resilience under
adversarial conditions.

Testing & Validation
Criteria

Standardized procedures
(e.g., tensile testing)
ensure materials and
structures meet
specifications before
deployment.

Penetration Testing
& Vulnerability
Assessments

Defines structured testing
processes (e.g., red teaming,
adversary simulation) to validate
security before deployment.

Manufacturing &
Fabrication
Processes

Specifies the
manufacturing and
assembly processes for
components to ensure
quality and reliability.

Secure Software
Development
Lifecycle (SDLC)

Integrates secure coding,
automated testing, and
DevSecOps into the
development process.

Safety & Risk
Assessments

Evaluates and mitigates
risks from failures or
hazards to ensure safety.

Threat &
Vulnerability Risk
Analysis

Defines methodologies for
identifying, evaluating, and
mitigating cyber threats,
including attack surface analysis
and risk scoring.
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Ensures adherence to Security Aligns architectures with industry
Regulatory applicable laws, Compliance & frameworks (e.g., NIST 800-53,
Compliance standards, and safety Framework ISO 27001) while maintaining
codes. Alignment technical feasibility.

Traditional engineering disciplines achieve reliability and safety through rigorous,
standardized methods that define performance, specify requirements, and establish
testing protocols. ISAUnited’s Defensible 10 Standards apply these same principles to
cybersecurity, ensuring security solutions are measurable, enforceable, and technically
sound.

By adopting these engineering-based approaches, cybersecurity can transition from a
reactive, control-based practice to a robust engineering discipline—one that builds
systems that are defensible by design and resilient under real-world conditions.

4.2 Defining the Structure: Parent Standards vs. Sub-
Standards

ISAUnited introduces a hierarchical standard model, supported by flow-downs, that
enables cybersecurity architecture and engineering to follow a structured, scalable, and
actionable framework.

Parent Standards

Parent Standards define foundational security expectations across major domains,
including network security, cloud security, and identity and access management. They
provide overarching objectives and design considerations for defensible architectures.
Under flow-downs, each Parent Standard is the authoritative source for Sub-Standards,
ensuring that high-level engineering intent is preserved at every level of detail.

Sub-Standards

Sub-Standards break down Parent Standards into specific, actionable measures. They
outline technical specifications, controls, and implementation practices. In flow-downs,
every Sub-Standard explicitly inherits and operationalizes requirements from its Parent
Standard, maintaining a clear, traceable hierarchy. This prevents isolated directives and
links each detail to strategic engineering intent.
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The House Analogy

Compliance frameworks such as ISO and NIST are like building codes. They define
baseline requirements that ensure organizations meet minimum governance and risk
expectations. Building codes alone do not guarantee resilience. ISAUnited Defensible
10 Standards take a security-by-design approach, like architects designing a high-
security home. Instead of only meeting code, Defensible Standards embed resilience
into the structure.

The ISAUnited’s Defensible 10 Standards, in contrast, take a security-by-design
approach, similar to how architects design a high-security smart home. Instead of just
meeting the minimum code requirements, Defensible Standards proactively embed
resilience into the structure.

Table 4.3. Building a house vs cybersecurity architecture:

Engineering-based approach (ISAUnited’s

Factor [|Compliance Only Approach (NIST & ISO) Defensible 10 Standards)

Ensures the house meets legal safety and || Goes beyond compliance by embedding security

Purpose structural requirements. and resilience into the design.
A house with bare walls, a roof, and smoke [|A smart home with reinforced walls, access
Example ||detectors, but no advanced security controls, security cameras, and automated threat
features. detection.
Outcome Passes inspection but remains vulnerable |[Engineered for security, preventing forced entry,

to break-ins and disasters. structural failures, and cyber intrusions.

Takeaway: ISO and NIST help ensure your house meets legal requirements. ISAUnited
Defensible 10 Standards ensure the house is engineered for resilience, long-term
security, and adaptability. Flow-downs tie every technical requirement back to the
Parent Standard’s engineering intent, creating a cohesive and defensible hierarchy.
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4.3 ISAUnited’s Defensible 10 Standards Numbering System

ISAUnited has implemented a consistent numbering system for the Defensible
Standards to ensure clarity, organization, and ease of reference. This numbering
system distinguishes Parent Standards from their corresponding sub-standards,
enabling practitioners to navigate the framework efficiently.

Parent Standards

Each of the 10 Defensible Standards is assigned a unique identifier in the following
format:

o [Parent-Standard Name]: ISAU-DS-[Domain Acronym]-1000
« Example:
o For Cloud Security, the parent standard is labeled as Cloud Security
Architecture & Resilience: ISAU-DS-CS-1000.

Sub-Standards

Each Parent Standard includes detailed Sub-Standards that provide specific technical
guidance and best practices. Sub-standards are numbered sequentially using the
following format:
e [Sub-Standard Domain Name]: ISAU-DS- [Domain Acronym] - [Sub-Domain
Acronym] - 1001, 1002, 1003, etc.
e Examples:
o ldentity and Access Management — ISAU-DS-CS-1001
o Cloud Data Encryption — ISAU-DS-CS-1002
o Cloud Security Posture Management — ISAU-DS-CS-1003

Key Features of the Numbering System

1. Domain-Specific Codes: Each domain has a unique identifier for quick
recognition, such as "CS" for Cloud Security or "NS" for Network Security.

2. Sequential Organization: Sub-standards are ordered numerically, maintaining a
logical hierarchy and allowing for future expansions.

3. Global Consistency: This structured approach aligns with ISAUnited’s goal of
creating internationally recognized, actionable standards.
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This numbering system ensures seamless navigation across Parent and Sub-
Standards, allowing organizations to adopt and implement the Defensible Standards
with precision and confidence.

4.4 Scope & Use Case

Scope: Where and How the Standards Apply

ISAUnited Defensible 10 Standards guide the structured engineering of security
architecture across enterprise environments. Each Parent Standard defines a specific
domain—such as network security, application security, or identity and access
management—and sets the architectural boundaries, expectations, and engineering
rigor required within that domain.

Scope Includes:

e Enterprise Environments: On-premises, hybrid, multi-cloud, and edge
computing systems.

« System Components: Infrastructure layers, application stacks, control planes,
APIs, identities, and workload interactions.

o Architecture Activities: Secure design, system modeling, threat mitigation,
security control integration, and lifecycle enforcement.

Scope Excludes:

« Policy writing.
o Specific tooling.
« Isolated IT tasks disconnected from architectural or engineering considerations.

Flow Down Context: The scope defined in a Parent Standard is inherited unchanged
by all Sub-Standards through the flow down process. While the parent establishes the
architectural perimeter, sub-standards deliver control-level implementation guidance
within those boundaries.
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Use Case: Why Scope & Context Matter

The Use Case section illustrates how the architectural guidance defined in a Parent
Standard applies to real-world security challenges. This enables engineers, architects,
and decision-makers to visualize:
1) The problem being addressed (e.g., lateral movement risk, unmonitored APIs,
insider threats).
2) The technical and human actors involved (e.g., architects, SOC teams,
DevSecOps, cloud engineers).
3) The implementation of defensible architecture through validated engineering
decisions.
4) The measurable outcomes that confirm successful application of the standard.

Parent vs. Sub-Standard Use Cases:

« Parent Standard Use Case: High-level architectural scenario unifying intent
across future sub-standards.

o Sub-Standard Use Case: Granular, control-specific examples showing direct
implementation details.

Example: A global enterprise struggling with excessive east-west traffic and flat
network topologies adopts the Network Security Parent Standard to architect
segmentation zones and firewall strategies based on Zero Trust principles. Using the
sub-standard Firewall Engineering & Rule Management (flowed down from the parent),
the organization achieves measurable improvements, including reduced unauthorized
lateral movement and fewer audit findings.

Use Cases Should Demonstrate:
1) How abstract architectural goals translate into engineering action.
2) How Requirements (Inputs) flow to Technical Specifications (Outputs).
3) How principles like Secure by Design and Least Privilege are embedded, not
bolted on.

Understanding the scope and use case of a Parent Standard is essential for correct
adoption. The scope defines boundaries of applicability; the use case demonstrates
relevance and measurable impact. Together, they ensure every ISAUnited standard is:

e Grounded in reality

o Architecturally consistent

« Defensible by design
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Through the flow-downs model, subsequent sub-standards will reference the same
scope but expand the use cases with control-level specificity, implementation
granularity, and engineering validation techniques.

4.5 Requirements (Inputs) & Technical Specifications
(Outputs)

Why Engineering Requires Clear Inputs and Outputs

Traditional engineering disciplines rely on clearly defined requirements (inputs) to
ensure the resulting technical specifications (outputs) are precise, verifiable, and
functional. Without this, critical systems, such as bridges, aircraft, and power grids,
would fail under real-world conditions. Cybersecurity engineering must adopt this same
discipline.

Table 4.4. Example from Traditional Engineering Fields:

Discipline Requirement (Input) Technical Specification (Output)

Constructed with reinforced concrete (tensile
strength 50 MPa); support beams every 10
meters to distribute weight.

The bridge must support 50,000
vehicles daily, with a maximum load
capacity of 80 tons.

Civil
Engineering

Other disciplines demonstrate the same pattern:

« Mechanical Engineering: Jet engines must withstand high-altitude, extreme
temperature conditions, and Titanium alloys and aerodynamic design ensure
reliability.

o Systems Engineering: Spacecraft navigation systems must correct orbital drift
within 0.001 degrees to Gyroscopic stabilization and precision sensors maintain
course corrections.

These examples highlight the structured relationship between inputs and outputs,
ensuring designs are measurable, repeatable, and technically sound.
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In cybersecurity, organizations often skip defining engineering requirements and focus
only on high-level policies. This leads to inconsistent implementations, security gaps,

and vulnerabilities. Using ISAUnited’s Defensible 10 Standards, security must follow a
structured approach to inputs and outputs.

Table 4.5. Structure Approach to Inputs and Outputs:

Security A C
Requirement Technical Specification (Output) Verification & Validation
(V&V)
(Input)
1) TLS 1.3 ONLY at all ingress/egress
termination points.
2) mTLS for service-to-service calls.
3) Allowed cipher suites:
TLS_AES_128_GCM_SHA256, Automated TLS scanner attains
TLS_AES_256_GCM_SHA384, A/A+; config-as-code checks
TLS_CHACHA20_POLY1305 SHA256; enforce cipher allowlist; Cl test
All API traffic disallow RSA key exchange and all CBC calls requiring client certs for
must be suites. internal APIs fail without mTLS;
encrypted. 4) Certificates: ECDSA P-256/P-384 or RSA- PKI inventory shows validity <
2048+, validity < 398 days, OCSP stapling 398 days; HSTS present; keys
enabled, private keys in FIPS 140-3 validated ||originate from approved
HSM/KMS. HSM/KMS.
5) HSTS enabled (max-age = 31536000, include
SubDomains).
6) Mobile/desktop clients that store pins MUST
use cert/key pinning with rollover.
1) Phishing-resistant MFA (FIDO2/WebAuthn,
smart card/PIV); SMS/voice OTP prohibited
for admin roles. IdP policy export shows factor
MEA i 2) Conditional access: step-up on risk signals types and exclusions; sign-in
is )
. (new geo, unmanaged device, TOR/known logs show step-up challenges
required for bad ASN isk- test elevai ;
privileged ad A ) . _ N on ris ] est elevation requires
USers 3) Session lifetime < 8 hours; re-auth on privilege|[re-auth; a SOAR alert exists for
' elevation. break-glass use; protocol
4) Break-glass accounts limited to two, hardware ||telemetry shows legacy
key protected, monitored. endpoints are blocked.
5) Legacy/basic auth protocols disabled.
Network 1) Default-deny ACLs between zones; only Policy-as-code tests prove
segmentation is explicit allow rules. “deny by default’; canary flows
required for 2) Microsegmentation at L7 for workloads attempt disallowed paths and
critical assets. (service mesh/eBPF) with identity-based are blocked; admin path
policies. requires bastion + MFA, egress
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for integrity.

Security e - .
Requirement Technical Specification (Output) Verification & Validation
(V&V)
(Input)
3) Management plane isolated; admin access via (tests fail for non-allowlisted
bastion with JIT and MFA. endpoints; flow logs reach
4) Egress restricted to FQDN/URL allowlists; SIEM with boundary tags.
DNS and NTP to approved resolvers only.
5) NetFlow/IPFIX and packet capture at trust
boundaries.
1) AES-256-GCM for object/column/field .
encryption; XTS-AES-256 for full-disk/volume. KMS rep.orts show rotation
. X . cadence; spot checks of
2) Envelope encryption with DEKs in KMS and storage metadata confirm
Data at rest KEKSs in HSM; DEK rotation < 90 days, KEK g ) .
) algorithms/modes; restore drill
must be rotation < 12 months.
. : . . demonstrates
encrypted. 3) Unique IVs; authenticated encryption only. encrvoted/immutable backups:
4) Backups encrypted and WORM/immutable yptedi P ’
. ) ; FIPS certificates are recorded;
retention = 90 days; off-region copy. unit tests decrypt encrypted
5) Crypto modules FIPS 140-3 validated. fields via KMS grants only.
1) OAuth 2.1/ OIDC with JWT access tokens
signed RS256/ECDSA; no shared HMAC for ||Contract tests fail on missing
APls must multi-tenant. claims; decoder tests verify
. 2) Token TTL < 15 min, refresh <12 h; required |[TTL; JWKS rotation observed
authenticate S o . .
and authorize clalms._ iss, sub, _aud, exp, iat, jti. in logs; fu;z tests .show
every request 3) Token introspection for RPT; JWKS key unknown fields rejected; rate-
ryreq | rotation = weekly. limit counters trip at configured
4) Schema validation and negative security: thresholds.
reject unknown fields; rate limit per user/app.
1) Log schema with required fields (ts, actor,
Evidence must action, resource, result, trace_id). Time sync check < 100 ms;
be produced for 2) Timestamp sync via authenticated NTP; drift < [immutable storage flags set;
security- 100 ms. periodic hash audits pass;
relevant 3) Logs written to append-only/WORM store; random incident reconstruction
events. retention = 12 months; cryptographic hashing ||succeeds with complete trace.

Flow Down Context: Just as Parent Standards flow down into Sub-Standards,
requirements defined at the architectural level flow down into technical specifications.

This ensures:

o Every input has a directly measurable output.
« Abstract objectives are operationalized consistently at the control level.
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« A traceable chain of accountability is preserved for defensibility and audit
readiness.

Requirements (Inputs)

Purpose: Clearly defined requirements ensure the engineering process is structured,
measurable, and capable of addressing precise objectives. Inputs are the conditions
that must exist for secure implementation.

Cybersecurity Examples (Inputs):
e Secure communication channels (TLS 1.3 or IPsec).
o ldentity verification (MFA for all privileged users).
« Network segmentation between critical and non-critical assets.
o Explicit encryption rules (AES-256 for all data at rest).

Technical Specifications (Outputs)

Purpose: Technical specifications define the measurable, verifiable outcomes achieved
by implementing the inputs. They set enforceable criteria for resilient configurations.

Cybersecurity Examples (Outputs):
o Secure API traffic with mutual TLS and JWT tokens.
« Privileged access management configured through conditional access
enforcement.
o Network segmentation verified through firewall rules and penetration testing.
o Database encryption validated through AES-256 audits.

Without clear inputs and outputs—and their flow down into technical specifications—no
system can be defensible. By institutionalizing this structure, ISAUnited ensures every
standard is precise, measurable, and resilient against real-world adversarial conditions.

Without clearly defined inputs and outputs, no system can ever be defensible, which is
why ISAUnited formalizes them as mandatory components in every Parent and Sub-
Standard.
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4.6 Cybersecurity Core Principles
Traditional Engineering Principles

Traditional engineering disciplines have long relied on foundational principles to ensure
safety, resilience, and reliability. For example, civil engineering emphasizes structural
integrity and safety, architecture focuses on human-centered and sustainable design,
and electrical engineering stresses reliability and fault tolerance. Together, these
principles ensure that physical and electronic systems are defensible, sustainable, and
repeatable.

Cybersecurity, however, operates in a uniquely dynamic and adversarial environment.
While it inherits the rigor of traditional engineering, it also requires principles tailored to
defend against evolving threats. ISAUnited extends these timeless concepts into the
digital domain, ensuring that cybersecurity architectures are not only functional but also
defensible under continuous adversarial pressure.

ISAUnited Adopted Cybersecurity Core Principles (ISAU-RPs)

ISAUnited has formally cataloged its Recommended Principles (ISAU-RPs) to provide a
structured, authoritative baseline for all Defensible Standards. These principles serve as
the institute’s engineering baseline for cybersecurity, much like IEEE and ASCE codify
standards in their respective fields.

Table 4.6. Cybersecurity Core Principles:

ID Principle Description

Grant users and systems the minimum necessary

ISAU-RP-01  |lLeast Privilege access to perform their tasks.

Assume no implicit trust; authenticate and authorize all

ISAU-RP-02 ||Zero Trust : ; :
interactions to ensure security.

ISAU-RP-03 ||Complete Mediation Ensure all resource access is explicitly authorized.

Implement multiple security layers to avoid single

ISAU-RP-04 ||Defense in Depth ; .
points of failure.
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Integrate security considerations early in the design

ISAU-RP-05 (|Secure by Design
phase.

ISAU-RP-06 ([Minimize Attack Surface Limit potential entry points for attackers.

ISAU-RP-07  [[Economy of Mechanism Maintain simplicity to minimize vulnerabilities.

ISAU-RP-08  |Open Design Design systems transparently, avoiding reliance on
secrecy for security.

ISAU-RP-09 (|Fail-Safe Defaults Systems default to a secure state upon failure.

ISAU-RP-10  |lSecure Defaults Conflgure gystems securely by qefault, requiring
explicit actions to reduce protection.

ISAU-RP-11 Separation of Duties Divide responsibilities to prevent risks and fraud.

ISAU-RP-12  |Security as Code Integrate secu.rlty throughout the software
development lifecycle.

ISAU-RP-13  |[Plan Security Readiness Develqp frictionless security practices in design and
operations.

ISAU-RP-14  ||Resilience & Recovery De§|gn systems to resist disruptions and recover
rapidly.

ISAU-RP-15  |IEvidence Production Implement logging and auditing for detection and
response.

ISAU-RP-16 hEA:;ErCompromlse Detection Enhance monitoring for rapid incident detection.

ISAU-RP-17  (|Cryptographic Agility Allow easy upgrading of cryptographic algorithms.

ISAU-RP-18 ||Protect Confidentiality Prevent data exposure through access controls.

ISAU-RP-19 _||Protect Integrity |
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Ensure data accuracy by preventing unauthorized
modifications.

Maintain data and system accessibility, even during

ISAU-RP-20 ||Protect Availability incidents

Flow-Downs Context

Through ISAUnited’s flow-down methodology, every Parent Standard and Sub-Standard
must explicitly cite which ISAU-RPs they inherit. This ensures:
« Traceability from high-level principles to technical specifications.
o Consistency across domains, regardless of environment or technology.
o Defensibility, as every requirement and control is anchored to a recognized
principle.
« Accountability, since each flow down explicitly identifies the principles driving its
requirements and specifications.

Just as traditional engineering principles ensure integrity, functionality, and reliability,
ISAUnited’s cybersecurity core principles ensure defensibility, resilience, and systematic
security. They are positioned as the formalized canon of cybersecurity engineering
principles, just as IEEE codified electrical standards and ASCE codified civil engineering
standards. They provide the rationale behind the inputs, outputs, and technical
standards.

By embedding these principles into the flow down model, ISAUnited ensures that all
security architectures are:

e Proactively engineered, not reactively patched.

« Grounded in discipline, not driven by vendor checklists.

« Defensible by design, measurable in practice, and resilient in operation.

Without these principles, inputs/outputs and standards themselves lack grounding —
they are the why behind the what, anchoring all ISAUnited’s Defensible 10 Standards.

4.7 Foundational Standards Alignment
Importance of Aligning with NIST and ISO

Alignment with foundational standards such as NIST and ISO/IEC publications
strengthens interoperability, supports regulatory and contractual obligations, and
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improves enterprise risk management. These sources establish widely accepted
baselines for governance, risk, and assurance. ISAUnited’s Defensible 10 Standards
build on those baselines by adding engineering precision, measurable outcomes, and
verification and validation methods that practitioners can apply consistently.

Crosswalk requirement in the annex standards

Each ISAUnited Parent Standard and Sub Standard must include a Crosswalk in its
annex. The Crosswalk is the formal mapping that shows how the standard aligns with
applicable NIST and ISO/IEC clauses, control statements, and engineering
expectations. It documents traceability from foundational baselines to ISAUnited
requirements and technical specifications, making that relationship auditable.

Foundational standards recognized for alignment

ISAUnited recognizes the following standards as essential baselines, presented here for
quick scanning by students and practitioners:

Table 4.7. Examples of D10S foundational standards referenced in Crosswalks:

Standard Purpose / Key Contribution

NIST SP 800-||Catalog of security and privacy controls for information systems that support
53 standardized, defensible practices.

NIST SP 800-||Systems Security Engineering framework integrating multidisciplinary approaches to the
160 design and implementation of secure systems.

NIST SP 800-||Defines Zero Trust architecture principles essential for secure network and system
207 design.

NIST SP 800-||Secure Software Development Framework (SSDF) that embeds security into the
218 development lifecycle.

ISO/IEC Requirements for establishing and improving an ISMS (Information Security
27001 Management System), supporting structured risk management.

ISO/IEC
27002
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Best-practice controls for information security management, supporting robust
operational practices.

ISO/IEC Guidelines for information security risk management, ensuring systematic risk
27005 identification, assessment, and treatment.

How ISAUnited extends foundational standards
ISAUnited’s Defensible 10 Standards extend foundational standards in three ways.

1. Technical precision. ISAUnited translates baseline expectations into explicit
requirements and technical specifications that can be tested, validated, and
assessed objectively.

2. System lifecycle integration. ISAUnited embeds security design intent and
assurance activities across the lifecycle, from Define and Design through Deploy,
Detect, Defend, and Demonstrate.

3. Continuous adaptation. ISAUnited standards are maintained through an annual
member-driven amendment process with technical peer review to keep
engineering direction aligned with modern systems and modern threats.

Flow-Downs Context

Through the ISAUnited flow-down methodology, every Parent Standard and Sub
Standard must document which NIST and ISO/IEC sources apply to the domain and
how those baselines are extended into engineering-focused requirements and technical
specifications. The Crosswalk must preserve traceability for audit, verification,
validation, and accountability.

Practitioner Guidance

Practitioners developing and implementing ISAUnited’s Defensible 10 Standards must:
o ldentify relevant NIST and ISO standards for their domain.
« Demonstrate how ISAUnited standards extend those baselines into measurable
engineering requirements.
e Provide clear documentation of integration points, compliance pathways, and
audit readiness strategies.
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By grounding alignment in these principles, ISAUnited ensures that compliance is not
just procedural but also defensible, measurable, and integrated into the engineering
discipline.

NIST and ISO establish the baseline for cybersecurity governance, compliance, and risk
management. ISAUnited builds on this foundation by embedding engineering precision,
continuous validation, and defensibility. Through alignment, ISAUnited transforms
foundational compliance into resilient, engineering-driven maturity, ensuring
cybersecurity solutions are not only compliant but also defensible by design. While NIST
and ISO establish the baseline, ISAUnited ensures defensible engineering maturity—
making standards not only compliant but also resilient against evolving threats.

4.8 The Role of Security Controls
Security Controls as the Operational Backbone

Security controls represent the fundamental mechanisms and safeguards employed to
protect information systems and data against cybersecurity threats. While ISAUnited’s

Parent and Sub-Standards define structured architectural and engineering approaches,
controls form the practical, operational backbone that translates engineering intent into
daily protection.

Integration of Established Security Control Frameworks

ISAUnited strategically integrates established, well-recognized security control
frameworks into its Defensible Standards. This ensures practitioners can adopt rigorous
engineering methodologies without disrupting existing compliance and operational
processes.

Table 4.8. Industry Security Control Frameworks:

Framework Primary Focus ISAUnited Integration Benefits

Provides precise mapping from engineered
solutions to actionable tasks, rapid adoption via
practitioner familiarity, and measurable
implementation benchmarks.

Prioritized, actionable
safeguards against
prevalent threats.

CIS Critical Security
Controls (CIS)
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Cloud Security Alliance ||Comprehensive control Offers specific guidance for cloud-native
(CSA) Cloud Controls ([framework for cloud and engineering, comprehensive risk coverage, and
Matrix (CCM) hybrid environments. streamlined audit verification.

Ensures coverage of web application
Application-level security, vulnerabilities, API-specific risks, and supports
including web and API risks. ||secure software development lifecycle (SSDLC)
practices.

OWASP Frameworks
(Top Ten, ASVS, API
Security)

Benefits of Control Alignment

Aligning ISAUnited’s D10S with recognized security control frameworks provides:
o Consistency: Standardized language and practices reduce complexity.

« Interoperability: Controls integrate seamlessly into existing compliance and
management systems.

e Adoption: Familiar controls encourage rapid uptake across industries.

o Auditability: Measurable benchmarks simplify compliance assessments and
verification.

Flow-Downs Context

Through ISAUnited’s flow down methodology, security controls inherit their lineage from
Sub-Standards, which in turn inherit from Parent Standards. This ensures:
« Traceability from principle to requirement to specification to control.
« Controls are not stand-alone checklists but engineered outcomes of higher-level
standards.
o Full accountability and defensibility during audits and adversarial testing.

Practitioner Guidance

Practitioners developing or implementing D10S must:
« Identify relevant CIS, CSA CCM, and OWASP controls applicable to their
domain.
« Demonstrate explicit alignment of these controls within Parent and Sub-
Standards.
« Provide documentation for compliance verification, traceability, and operational
validation.
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Security controls operationalize ISAUnited’s D10S, bridging the gap between
architectural intent and practical execution. By aligning with trusted frameworks such as
CIS, CSA CCM, and OWASP, and embedding them through the flow down model,
ISAUnited ensures that controls are:

o Consistent with global best practices.

o Traceable through requirements and specifications.

o Defensible in audits and real-world operations.

Controls, therefore, are not isolated checklists but engineered implementations that
operationalize ISAUnited’s D10S - engineered, defensible mechanisms that bring
ISAUnited’s cybersecurity architecture to life.

4.9 The Engineering Discipline

The D10S is grounded in a rigorous engineering discipline that moves beyond
compliance checklists. This discipline formalizes structured, scientific, and
methodological approaches to designing, validating, operating, and improving secure
systems—treating cybersecurity with the same rigor applied in civil, electrical,
mechanical, and systems engineering. It is this discipline that makes ISAUnited
standards defensible by design.

Purpose. Establish a repeatable, auditable way of working that integrates systems
thinking, lifecycle controls, adversary-aware design, and measurable outcomes—so
implementations withstand scrutiny, attacks, and audits.

Function in the D10S. Parent Standards set the high-level engineering expectations.
Sub-Standards operationalize those expectations as testable specifications, controls-as-
code, and evidence artifacts embedded into delivery and operations.

Table 4.9. Engineering Discipline Elements:

Core
Core Element Focus Flow-Down Application Principles
Tie-In
Holistic analysis of ) .
Y Parent: Define trust zones, interfaces,
components, . . .
) . and architectural interdependencies. Secure by
Systems interdependencies, ) ; X
o . ; Sub-Standard: Specify controls at Design (RP-
Thinking interfaces, and failure modes ||. ! NI
interaction points; define interface 05)
across systems and systems- - ) .
contracts and failure/exception handling.
of-systems.
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Core
Core Element Focus Flow-Down Application Principles
Tie-In
Integrate security from Parent: Define lifecycle and required
Structured ||concept through design, decision gates. Sub-Standard: Embed Security as
Lifecycle build, deployment, operation, ||CI/CD guardrails, laC/PaC, continuous C y
Management |jand maintenance through validation, decommission/retirement ode (RP-12)
g g ;
retirement. controls.
Parent: Establish resilience objectives
Adversarial |Design for active adversaries and ZT guardrails. Sub-Standard: Define ||Defense in
Resili . STRIDE/ATT&CK-mapped requirements, |[Depth (RP-
esilience |lusing TADA/DTM, Zero Trust,
and layered defenses. red team/pen test cadence, attack-path  (|04), Zero
overlays. Trust (RP-02)
Parent: State required outcomes and
Measurable & [|Controls are specified, evidence types. Sub-Standard: Define Evidence
Verifiable |testable, and auditable with ||measurements, automated tests, Production
Outcomes |objective pass/fail criteria. thresholds, and evidence retention in (RP-15)
V&V.

Expectations for Practitioners
Practitioners implementing ISAUnited’s Defensible 10 Standards must:

1. Work systematically. Apply formal, transparent engineering processes with
defined roles, decision gates, and traceability from requirement to design to
implementation to evidence.

2. Engineer for adversaries. Utilize TADA to drive requirements, implement controls
at interfaces, and validate them through red teaming and attack-path testing.

3. Prove outcomes. Define measurable specifications and automate verification

where possible; retain auditable evidence throughout the lifecycle.

Sustain the lifecycle. Continuously monitor, re-validate, and improve controls

through change, patching, integration, and retirement activities.

Result. Embedding this discipline ensures cybersecurity is resilient, reliable, and
defensible. Through flow-downs, Parent Standards define the discipline; Sub-Standards
convert it into measurable, auditable controls anchored in ISAUnited Core Principles—
transforming guidance into engineered systems that consistently hold up under real-
world pressure.
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4.10 Implementation Guidelines

Practitioners developing ISAUnited Defensible Sub-Standards must provide clear,
concise, and structured implementation guidelines. These guidelines must be tailored to
the sub-standard's scope and explicitly aligned with the relevant Parent Standard
through the flow-down model. By ensuring this alignment, implementation maintains
traceability to both ISAUnited Core Principles and foundational standards (e.g., NIST,
ISO, CIS).

Structured Elements for Implementation

1. Define Implementation Objectives
o Clearly articulate the intended security outcomes and goals.
o Ensure objectives trace directly to the Parent Standard through flow-downs
and explicitly document their linkage to relevant ISAU-RPs for full traceability.
e Provide precise, measurable criteria to validate successful implementation.
o Reinforce ISAUnited Core Principles such as Secure by Design (RP-05) and
Plan Security Readiness (RP-13).

2. Develop a Phased Implementation Plan
A structured, phased plan ensures consistent and resilient adoption.

Table 4.10. Implementation Flow:

Phase Purpose Key Activities

Ensure readiness before Conduct an environment assessment, confirm

Preparation rollout. prerequisites, and train stakeholders.

Initial Deployment |[Validate effectiveness in a |[Implement in a limited environment, gather feedback,

(Pilot) controlled scope. and adjust the configurations accordingly.
Full-Scale Achieve complete Apply the sub-standard across the enterprise to
Implementation ||integration. ensure consistency and compliance.
Operational Transition to steady-state [|Assign ownership to operations teams, establish

Handover operations. monitoring, and integrate with audit processes.
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3. Integrate with Existing Architecture and Processes
o Define how the sub-standard integrates with current enterprise architectures,
tools, and workflows.
« Recommend strategies for maintaining compatibility with existing security
operations.
e Ensure controls remain consistent with both technical architecture and
compliance frameworks.

Practitioner Expectations

Practitioners must:
e Document how each implementation objective flows down from Parent
Standards.
e Provide evidence of alignment using the annex Crosswalk mapping.
« Demonstrate operational validation through metrics, testing, and audit readiness.

By defining clear objectives, establishing a phased plan, and ensuring integration into
existing architectures, practitioners can implement ISAUnited Defensible Sub-Standards
with rigor and confidence.

Through flow-downs and Core Principles, implementation guidelines guarantee that
standards are:

o Traceable to Parent Standards and global baselines.

e Measurable and verifiable in outcomes.

o Operationalized into defensible, resilient cybersecurity practices.

4.11 Verification & Validation

Verification and validation (V&V) are cornerstone processes in traditional engineering
disciplines. Verification confirms that the system is built correctly against the defined
Requirements (Inputs) and Technical Specifications (Outputs). Validation confirms that
the implemented system achieves its intended objectives and performs under realistic
and adversarial conditions. By embedding V&V as a core requirement, ISAUnited
elevates cybersecurity to the rigor of civil, mechanical, and systems engineering, where
structured testing, quantitative acceptance criteria, and auditable evidence are non-
negotiable.
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Table 4.11. Verification vs. Validation in Cybersecurity:

Aspect Verification Validation
Confirms the system is built correctly Confirms the rlght system is in plz_ace and
. X performs effectively under operational and
Purpose according to the Requirements and . g
: e adversarial conditions.
Technical Specifications.
Alignment to defined specs, Parent and ||Effectiveness of controls, resilience,
Focus Sub-Standards, and configuration detect/contain/recover performance, and
baselines. residual risk.
. ) ) . ||Penetration testing; ATT&CK-aligned
Policy-as-code gates; laC/config scans; ; o
. : breach-and-attack simulation; red/purple
. |lcryptographic profile checks (protocol, o L
Representative || . L teaming; chaos/fault injection; ransomware
cipher, key length, validity); API I
methods . rollback drills; egress/lateral-movement
schema/contract tests; SAST/DAST ) ) )
i : containment tests; DR/restore exercises.
thresholds; dependency/container scans.
Demonstrates implementation accuracy |Demonstrates operational effectiveness and
Outcome s
and conformance. resilience.
Conformance rates (e.g., TLS 1.3 Detection/response metrics (recall/TPR,
. coverage, mTLS coverage) with FPR), MTTD/MTTC percentiles, RTO/RPO
Metrics & . ] ! . )
: confidence bounds; zero high-severity  |jattainment, lateral-movement block rate,
evidence (TMC) o : e A k
config violations; crypto/cert hygiene exfiltration prevention; evidence packs tied
attestations; signed Cl logs and configs. |[to scenario IDs.

Flow-Downs Context

Through ISAUnited’s flow-down model:
« Verification criteria must trace back to Parent Standards, Sub-Standards, and
relevant ISAU-RPs.

« Validation methods must demonstrate that inherited objectives from ISAU-RPs
are achieved in practice.

o Evidence must maintain traceability from principle to requirement to specification

to control to test result.
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Practitioner Requirements

Practitioners developing Defensible Sub-Standards must:
o Define clear Verification criteria (e.g., metrics, tests, automated checkpoints).
« Define Validation methodologies (e.g., penetration testing, red/purple teaming,
control-effectiveness audits).
e Document evidence of V&V for audit readiness and peer review.
o Establish regular reporting and structured feedback loops to refine
Requirements, Specifications, and controls.

ISAUnited makes verification and validation mandatory. Verification demonstrates
conformance to requirements and technical specifications. Validation demonstrates
operational effectiveness under realistic and adversarial conditions. The resulting
artifacts are captured and maintained as Evidence Packs, described in the next section.

Technical Mathematical Computation

Verification and Validation rely on measurable evidence. In traditional engineering
disciplines, measurements are expressed through defined variables, documented
assumptions, and observable outcomes that can be independently verified.
Cybersecurity has historically lacked this quantitative foundation. Controls are often
validated through dashboards or policy attestations rather than through testable criteria
that reflect actual system behavior.

To close this gap, ISAUnited introduces Technical Mathematical Computation (TMC) as
the conceptual framework that supports quantitative V&V across all Defensible
Standards. TMC is not a separate process or an advanced mathematical discipline. It
provides a consistent way to describe, measure, and evaluate security-relevant
behaviors using observable values that already exist in modern environments. In this
model, practitioners do not perform complex calculations; rather, they adopt a clearer
structure for defining what is measured and why that measurement supports defensible
decision-making.

TMC strengthens V&V by clarifying the relationship between Requirements, Technical
Specifications, control implementations, and the evidence produced during testing.
When measurement expectations are explicit, V&V shifts from subjective interpretation
to repeatable validation. Controls can be evaluated through observable outcomes,
evidence becomes reproducible, and decisions remain traceable. Architectural
behavior, in turn, becomes defensible in audits, peer reviews, or incident
reconstructions.
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Introducing TMC in this book provides practitioners with a gradual entry into quantitative
reasoning. No formulas are required at this stage. Instead, TMC should be viewed as
the mindset and structure that aligns cybersecurity validation with longstanding
engineering practices. As practitioners develop Sub Standards and Annex content, TMC
helps ensure that each V&V claim is supported by clear definitions, consistent
measures, and evidence that reflects real system performance.

The full TMC methodology, including detailed computation patterns and worked
examples, is provided in ISAUnited’s dedicated engineering publications. Within the
D10S, TMC serves as the supporting layer that reinforces V&V that is measurable,
defensible, and engineering-aligned without introducing unnecessary mathematical
complexity.

4.12 Evidence Packs Verification Artifacts for Defensible
Assurance

Evidence Packs (EPs) are a foundational element of ISAUnited’s Defensible 10
Standards and serve as the formal mechanism for practitioners to demonstrate the
effectiveness, accuracy, and maturity of their security architecture and engineering
work. Just as traditional engineering disciplines rely on test reports, inspection logs, and
certification records, EPs provide structured, verifiable artifacts that document the
implementation and validation of security controls. Their purpose is not merely archival;
instead, EPs ensure that every requirement defined in a Parent Standard and further
expanded upon in Sub-Standards is supported by measurable, defensible evidence.
This elevates cybersecurity architecture and engineering practices from assumption-
based or declarative validation to a discipline grounded in structured proof, operational
transparency, and continuous improvement. The introduction of Evidence Packs reflects
ISAUnited’s broader objective to professionalize cybersecurity engineering by aligning it
with the rigor, precision, and accountability long established in fields such as civil,
mechanical, electrical, and systems engineering.

EPs are essential because cybersecurity has historically suffered from a gap between
design intent and operational reality. Compliance audits have often validated the
existence of security policies or tooling rather than verifying whether controls function as
intended, operate under real-world conditions, and remain effective over time. Evidence
Packs address this gap by requiring practitioners to document not only what was
implemented but also how it was tested, when validation occurred, and the measurable
results achieved. Each EP is structured to include traceable linkages between
architectural requirements, technical specifications, control mappings, and the
verification and validation methods used to measure compliance. This process ensures
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that the implementation of a control—such as network segmentation, Zero Trust
enforcement, encryption standards, or monitoring configurations—is supported by test
results, logs, configuration files, screenshots, and other artifacts that reflect its actual
behavior and outcomes. In this way, EPs transform conceptual guidance into a
measurable engineering discipline in which practitioners can demonstrate both the
existence and the effectiveness of their controls.

To support scalability and organizational clarity, EPs are maintained as hierarchical
evidence repositories rather than isolated artifacts tied to individual requirements. Each
Parent Standard contains a dedicated Evidence Pack repository that stores high-level
architectural evidence, along with the Sub-Evidence Packs for each Sub-Standard
developed under that domain. This structure mirrors the documentation practices used
in traditional engineering projects, in which entire systems or subsystems, such as a
piping network, structural subsystem, or an electrical panel, are maintained as unified
evidence packages and updated as the system evolves. Architects and engineers serve
as custodians of these EP repositories, updating them after architectural changes,
system upgrades, incidents, annual validation cycles, or contributions made through
ISAUnited’s Open Season process. Over time, these curated evidence collections
become authoritative references for demonstrating technical assurance, design
integrity, and operational consistency.

How Auditors Use Evidence Packs

When Evidence Packs are subject to internal or third-party audits, auditors rely on them
to verify that an organization’s security architecture is implemented correctly and
operating as intended. In practice, auditors evaluate EPs by assessing the
completeness, accuracy, and timeliness of the evidence in the repository. They examine
whether validation artifacts, such as path testing results, Zero Trust access logs,
encryption scans, or configuration exports, accurately reflect the current architecture
and its operational state. Auditors also compare the EPs against the corresponding
requirements, technical specifications, and control mappings to ensure traceability. In
alignment with established engineering audit practices, auditors review version history,
approval records, and revalidation frequency to ensure that EPs reflect a disciplined
approach to change management and lifecycle security. Through this process,
Evidence Packs shift the focus from compliance checklists to defensible, empirically
validated security outcomes, aligning cybersecurity assurance with the expectations of
mature engineering fields.
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How Evidence Packs Integrate into the Defensible Standards

Evidence Packs play a critical integrative role within the Defensible 10 Standards,
serving as the connective layer between sections.

e EP X = Evidence Pack Repo Name [Example: D01]

e EP X.1 = Requirements (Inputs)

e EP X.2 = Technical Specifications (Outputs)

e EP X.3 = Foundational Standards

e EP X.4 = Control Mappings

e EP X.5 = Verification and Validation (Tests) activities.

They transform theoretical design models into operationally verifiable engineering
frameworks. Each EP links backward to the architectural intent defined in Section 5 and
forward to the measurable outputs defined in Section 6, thus enabling vertical
traceability across the entire D10S structure. This integration ensures that organizations
that follow the standards are not merely declaring conformance but actively
demonstrating it through defensible, repeatable, and time-bound evidence. In doing so,
Eps reinforce ISAUnited’s commitment to engineering discipline and the principles of
Secure by Design, Defense in Depth, and Evidence Production. They also support the
long-term evolution of the standards by allowing sub-standards to inherit, extend, and
validate prior evidence, maintaining continuity across annual revisions and architectural
changes.

The implementing organization assigns responsibility for maintaining the
Evidence Pack.

ISAUnited does not prescribe specific job titles or roles because organizational
structures vary across industries and maturities. Instead, the standard requires that
each enterprise designate a responsible security architecture or engineering function to
maintain the Evidence Packs, ensure their accuracy, and update them as systems
evolve. The specified function may include cybersecurity architects, security engineers,
platform engineering teams, or system owners, depending on the organization’s
structure. This approach aligns with traditional engineering standards, which define
responsibility categories without mandating organizational titles, ensuring flexibility while
maintaining accountability for defensible, verifiable evidence.

Evidence Packs provide the essential backbone for making the Defensible 10

Standards measurable, auditable, and technically defensible. By requiring structured
documentation of verification and validation activities, EPs ensure that cybersecurity
architecture aligns with the rigor traditionally associated with engineering disciplines.
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They empower practitioners to demonstrate not only what was designed, but what was
tested and proven to work. By integrating with the standards’ inputs, outputs, controls,
and verification and validation (V&V) processes, EPs elevate cybersecurity from a
compliance-oriented practice to a repeatable engineering discipline grounded in
evidence. Its use positions organizations to withstand technical, operational, regulatory,
and adversarial scrutiny, fulfilling the core mission of ISAUnited and reinforcing the shift
toward cybersecurity as an engineering profession.

Practitioners may download the official ISAUnited Evidence Pack Template from the
ISAUnited GitHub repository. This template provides a standardized structure for
documenting requirements, specifications, controls, verification, validation, and
evidence. Users may customize the template to accommodate their architecture, scale,
and operational model while maintaining the core elements required to produce
defensible, auditable engineering evidence.

4.13 Engineering Traceability Matrix ETM Unifying Defensible
Standards

The Engineering Traceability Matrix (ETM) is one of the most significant advances
introduced in the ISAUnited Defensible 10 Standards. It transforms each Parent
Standard from a set of structured sections into a single, coherent engineering model —
an end-to-end map of how every requirement is implemented, validated, and proven
with defensible evidence. The ETM brings together all elements of a Parent Standard
into a single engineered view, making the D10S uniquely actionable, teachable,
measurable, and auditable.

Traditional cybersecurity guidance often presents requirements, principles, controls, and
testing as separate concepts, leaving practitioners to interpret how these pieces relate.
This fragmentation is one of the causes of inconsistent implementations and weak
assurance. By contrast, established engineering fields, including civil, mechanical, and
systems engineering, rely on formal traceability matrices to ensure that every
requirement has a corresponding specification, test, and evidence artifact. The ETM
applies this exact approach to cybersecurity architecture and engineering.

Every Parent Standard now includes a dedicated ETM in its Appendix. This matrix:
« Connects Requirements (Inputs) in §5
« Directly to Technical Specifications (Outputs) in §6
« Anchors them in the Cybersecurity Core Principles of §7
e Maps them to the Security Controls in §9
« Assigns explicit Verification & Validation methods from §12
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¢ And binds each row to an Evidence Pack ID from the EP-01 structure

This unified mapping provides a scientifically grounded, engineering-disciplined chain of
responsibility from architectural intent to validation results. Nothing is ambiguous.
Nothing is implied. Every requirement has a measurable output. Every output has a test.
Every test has evidence. Every piece of evidence has an assigned location.

This structured traceability is essential not only for consistency but for defensibility. It
enables teams, auditors, and future ISAUnited sub-standard authors to see precisely
how a standard is implemented and evaluated. It ensures the fidelity of each Parent
Standard as sub-standards evolve during Open Season. It also enables organizations to
adopt a repeatable, predictable model for applying the D10S across domains, teams,
and cloud or hybrid environments.

The ETM is more than a tool; it is the connective tissue that makes each Parent
Standard an engineered system rather than a policy document. It mirrors techniques
used by aerospace engineering, nuclear engineering, automotive safety certifications,
and mission-critical systems design. Its introduction marks a critical milestone in
ISAUnited’s mission to move the cybersecurity industry from compliance to true
engineering practice.

Each Parent Standard’s ETM is required for adoption and conformance. Sub-standards
inherit this discipline and must demonstrate the same traceability. The ETM allows
architects, engineers, instructors, and early-career practitioners to study and practice
cybersecurity engineering with the same clarity and rigor found in traditional engineering
professions.

l EI Cybersecurity Student & Early-Career Guidance
<>

ETM is one of the most valuable tools for students and emerging cybersecurity
engineers. It shows how an entire standard fits together and reveals the logic
behind professional engineering work. When studying a Parent Standard, begin by
reading the ETM before diving into the full document.

Use it as a learning map:
e Follow each requirement across the table to see how it becomes a technical
output and how it is tested.
o Observe how principles such as Least Privilege or Secure by Design
translate into real configurations and verification methods.
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o Look at the Evidence Pack IDs to understand how engineering work is
documented.

e Review each V&V method to understand what “prove it works” means in a
real enterprise environment.

By learning through the ETM first, you will gain a stronger grasp of cybersecurity
engineering and develop the mindset expected of modern security architects and
engineers.
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Chapter 5: Practical Methodology
for Applying Defensible Standards
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Chapter 4 established the architecture of ISAUnited Defensible 10 Standards, the
parent and sub-standard hierarchy, and the core elements that make each document
auditable and measurable. Chapter 5 turns from structure to process. Cybersecurity
standards are often static control lists or vendor playbooks; they are easy to cite yet
difficult to defend when failures occur. What is missing is an engineering-grade method
that begins with first principles, proceeds through model-driven analysis, and culminates
in specifications that withstand technical, operational, and adversarial scrutiny.

This chapter introduces ISAUnited’s design framework for defensible standards, a
three-part approach that replaces ad hoc checklist creation with disciplined systems
engineering.

Table 5.1. Threat part approach:

Part P Outcome
urpose

Apply the required standard elements

1. Methodology for with explicit acceptance criteria and Each standard is actionable, measurable,

Developing

Defensible Standards verification and validation and defensible.

expectations.
2. Using Architecture [|Use formal models, reference Principles become concrete architecture
Models and architectures, and domain taxonomies ||and engineering outputs that can be

Engineering Concepts||to translate intent into design artifacts. (implemented consistently.

Embed Define, Design, Deploy, Verification, validation, and evidence
3. Applying the Detect, Defend, and Demonstrate into [|production occur throughout the lifecycle
Defensible Loop planning, engineering execution, and |land prepare the traceability narrative
operational assurance. presented in the next section.

Together, these sections show how to establish standards that are as defensible as the
systems they govern, and they introduce Chapter 6, which formalizes the submission
and peer-review schema used to author and maintain the standards.

5.1 Mapping the Defensible Loop to the Standard Structure

The Loop is the execution model; each phase maps to a specific section in every
standard, so work and proof are produced the same way across all domains.
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D-Loop . S . . . Where it lives in each
phase Primary objective | Typical artifacts and evidence standard
(examples)
Establish scope, System and cor)text dla_gra_ms; Scope (Section 3), Use Case
) assets, flows, trust data and asset inventories; zone ; .
Define . e i (Section 4), and Requirements
boundaries, and or classification catalogs; (Section 5)
ownership before any |lownership and RACI,; risk notes. '
control work.
Translate intent m?o Policy as code specifications; Technical Specifications
. measurable technical d \
Design P control profiles; reference (Section 6), supported by Core
specifications and . . R | M .
architectures; acceptance criteria; ||Principles (Section 7).
patterns. .
section cross-references.
Implement as code Infrastructure as code and policy . . . .
SR Engineering Discipline (Section
and promote through |las code repositories; pipeline .
Deploy . . ) LOeY . 10) and Implementation
environments with configurations; rollout plans; - .
. ; Guidelines (Section 13).
change control. change approvals; exception
records.
Technical Specifications
. - Logging schemas; telemetry (Section 6) and Security
ESta.b“Sh visibility and maps; SIEM and XDR queries Controls mapping (Section 9),
Detect continuous . ) . A
assessment and dashboards; DLP rules; with proof activities in
’ health and coverage reports. Verification and Validation
(Section 12).
Containment and segmentation Technical Specifications
Contain, recover, and ; 9 : (Section 6) and Security
S o playbooks; recovery plans with . :
Defend ||maintain continuity ) Controls mapping (Section 9),
RTO and RPO targets; rollback )
under stress. . . exercised and proven through
procedures; access revocation e : :
Validation drills (Section 12).
steps.
Verification and validation plans; L L
Prove outcomes with |test results; breach and attack Verlflg:at|on and Val|<_:iat|on
X ; : . (Section 12) plus Evidence
Demonstrate||tests, drills, and simulation or penetration test - .
. . ) : ] Packs and traceability artifacts
retained evidence. reports; restore drill results; .
- L as required by the standard.
traceability mapping; Evidence
Pack identifiers.

5.2 Defensible 10 Standards Adoption Framework

Effectively implementing the ISAUnited Defensible 10 Standards requires clarity,
consistency, and discipline. The adoption framework applies the five Ws, who, what,
when, where, and why, to provide practitioners with actionable guidance.
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This framework is designed for:
Experienced professionals, who require disciplined methods for practical

implementation.

Students and early career practitioners who benefit from a clear, structured
approach early in their careers.

Table 5.3. The 5Ws Framework:

w Focus Key guidance
Roles responsible for [|Cybersecurity architects and engineers implement standards; IT and
Who (japplying and DevSecOps teams integrate them into operations and delivery pipelines;
managing standards. ||governance and compliance professionals ensure auditability and
traceability.
Scope and coverage of Each standard defines requirements (inputs), technical specifications
What eacr? standard 9 (outputs), and conditions for verification and validation. Domains are
' clearly labeled (for example, Cloud Security, Application Security) to
support targeted adoption.
Lifecvcle points for Define and Design: embed standards at inception; Deploy: enforce
When || yee p during build and release; Detect, Defend, and Demonstrate: assess
integration. ; - ) ;
continuously through monitoring, response readiness, and retained
evidence.
Techn!cal ar_1d . Enterprise infrastructure (servers, networks, cloud, endpoints); software
Where|loperational integration deli ina. Cl cD mi . . . o
oints elivery (secure coq!ng, and , mlcro§ery|ces), operations (incident
P ' response, vulnerability management, monitoring).
Wh Rationale and value of |Reduces threat exposure and improves resilience through measurable
y adoption. outcomes, producing evidence that supports trust, defensibility, and
audit readiness.

Flow-Downs Context

What, When, and Where must explicitly trace back through the flow down model,
ensuring alignment with Parent Standards, Sub-Standards, and ISAU-RPs.
Each of these dimensions must document how objectives inherit from Parent
Standards and which Core Principles they operationalize.

This guarantees traceability from principle to requirement to specification to
implementation to audit evidence.

The Defensible Standards Adoption Framework ensures that practitioners have
structured clarity when applying the ISAUnited’s Defensible 10 Standards. By using the
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5 W’s, aligning through flow-downs, and reinforcing Core Principles, ISAUnited ensures
standards are:

« Understandable across roles and career stages.

o Operationalized at every lifecycle phase.

o Defensible in audits and resilient under adversarial conditions. This Adoption
Framework makes standards not only understandable but also fully
operationalizable and defensible at every level — from students and early-career
practitioners to seasoned CISOs.

Chapter 5 showed how to apply the standards consistently across domains. Chapter 6
presents the Defensible Standards Schema Function, the formal template and peer
review process that authors use to submit, evaluate, and version standards online. It is
the ruleset that keeps structure, flow-downs, and traceability consistent as the body of
standards grows.
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Chapter 6: The Defensible 10
Standards Schema Function
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The Defensible 10-Standards Schema Function (D-SSF) is ISAUnited’s formal, peer-
reviewed method for evaluating every proposed sub-standard before it can enter the
official Defensible Standards Repository. It provides contributors with a consistent way
to write defensible, engineer-ready guidance and gives readers confidence that any
published content has undergone a disciplined, multi-stage review.

6.1 Why D-SSF Exists

Cybersecurity guidance too often varies in format, depth, and testability. The D-SSF
closes that gap by enforcing a structured, defensible approach that is measurable,
reviewable, and traceable from intent to implementation. It achieves this by combining
systems engineering with adversary-aware analysis, ensuring that approved guidance is
both buildable and defensible in practice.

D-SSF requires balanced, engineer-ready standards built on five elements:

« Requirements (Inputs)

« Technical Specifications (Outputs)
e Security Core Principles

e Security Controls

o Foundational Standards (ISO/NIST)

This ensures the work serves architects, engineers, operations, compliance, and
business solution owners—not just one constituency.

6.2 What D-SSF Checks in Every Sub-Standard

Each submission is written and reviewed using four core D-SSF elements, R/P/C/T, so
reviewers can see the logic from design intent to enforceable outcomes:
« R — Requirements (Inputs): Preconditions that must exist for the control to
work.
o« P — Security Core Principles: The architectural compass that anchors
decisions (e.g., Least Privilege, Zero Trust), selected from the ISAUnited catalog.
e« C — Security Controls: Mappings to recognized frameworks (e.g., CSA CCM,
CIS, OWASP) that prove technical legitimacy.
« T — Technical Specifications (Outputs): Measurable, testable behaviors the
system must exhibit once implemented.
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These elements are presented within a standard document structure (definitions, scope,
use cases, testing/validation, references, and revision history), enabling consistent
authorship and repeatable peer review.

6.3 How D-SSF Works (Attestation and Approval at a Glance)

D-SSF applies a three-gate process. Passing all three gates results in a formal
attestation (a record of conformance), a version stamp, and publication in the
Repository.

Gate 1: Schema & Traceability Validation

Editors verify the submission is complete, structured, and traceable: the R/P/C/T
logic is clear; scope, use cases, and references are present; and
testing/validation methods are stated at a practical level. Submissions that do not
meet the schema are returned with specific edits.

Gate 2: Peer Review & Scoring
Technical peers evaluate defensibility and the realism of implementation. As part

of this review, a standardized Risk-Priority Matrix is applied to the sub-standard
across defined dimensions (for example, security risk if absent, real-world exploit
evidence, implementation complexity, and strategic priority). These scales are
documented and consistent across all submissions; readers see outcomes and
plain-language rationale, while the Institute retains proprietary scoring
mechanics.

Gate 3: Master Fellow Ballot & Publication
Sub-standards that meet review thresholds advance to a formal vote by the

ISAUnited Master Fellows. When approved, the Institute assigns an official
identifier and version metadata, publishes the sub-standard, and records its
attestation details in the document register. Future updates, no matter how small,
reenter the gates, preserving integrity over time.

What Readers Will See (and What Remains Internal)

Reader-visible:

The approved sub-standard in the uniform format (including R/P/C/T).

A plain-language risk/priority tag that communicates urgency and adoption
priority.

The version, approval date, and a changelog entry that shows how the guidance
evolves.
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Institute-confidential:
« Exact scoring equations or weightings.
o Detailed vote records and internal deliberations.
« Editorial tooling, calculators, and dashboards used to run reviews.

This boundary allows the public to verify outcomes and rationale, while ISAUnited
protects the internal methods that ensure the process is fair, consistent, and tamper-
resistant.

Transparency, Consistency, and Accountability

« Transparency: Authors receive structured feedback aligned to the D-SSF
template and risk-priority dimensions, so improvements are concrete and
testable. Readers see the final tag and version history.

o Consistency: The same schema, peer-review, and risk-priority scales apply to
every submission, academic, practitioner, or industry, ensuring a uniform bar for
defensibility.

e Accountability: Once approved, the sub-standard is versioned and preserved;
any change must reenter the three gates, keeping guidance current without
weakening rigor.

How This Helps Practitioners

For architects and engineers, D-SSF eliminates guesswork:
« From inputs to outcomes: You see the prerequisites and the measurable,
testable results expected in production.
e From principle to control: Core principles are not slogans; they connect to
named controls and to concrete specifications that can be audited.
« From threat to design: The threat actors' profile ensures you are implementing
controls that matter most against current threat vectors.

Call to Action

We are an open standards development organization. We encourage our technical
audience and community to participate. If you plan to contribute, you can learn more
and sign up here: https://www.isaunited.org/isaunited-defensbile10-standards-
registration
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Chapter 7: Cybersecurity
Engineering Education, Academia
& Student Support
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Education is the foundation of every engineering discipline. Civil, mechanical, and
electrical engineering are supported by rigorous academic programs grounded in
standards set by established standards bodies. These standards help ensure graduates
enter the workforce with more than theory. They arrive with measurable technical
competencies, validated practice, and a professional identity tied to responsibility and
public trust.

Cybersecurity has developed without the same academic and standards foundation
found in traditional engineering disciplines. Many programs emphasize policy,
compliance, or tool-focused instruction rather than structured engineering methodology.
As a result, graduates often enter the workforce unprepared for secure system design,
adversarial testing, and defensible validation. This gap increases employer retraining
costs and leaves critical systems exposed to preventable flaws.

ISAUnited addresses this gap by publishing structured technical standards for
cybersecurity architecture and engineering and by providing a reference model that
academic programs can adopt. The Defensible 10 Standards support curriculum
alignment by mapping to engineering program criteria concepts and to NIST NICE
workforce categories, giving colleges, universities, and students a practical blueprint for
teaching and learning cybersecurity as an engineering discipline.

Cybersecurity now impacts public safety in the same way as other engineered systems.
Hospitals, utilities, transportation, and government services depend on secure digital
infrastructure. When those systems fail, the consequences are operational, financial,
and sometimes life-safety related. ISAUnited advocates for more universities to offer
true cybersecurity engineering programs and for engineering rigor to be treated as
mandatory preparation for work that affects the public.
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Figure 7.1 shows that cybersecurity engineering is still underrepresented in formal
engineering accreditation compared with long-established engineering disciplines.

ABET accredited programs by curricular area (EAC, BS) as of Oct 1, 2023

500 A

400 1

300 -

200 A

Number of ABET accredited programs

7.1 ISAUnited’s Mandate as the Cybersecurity Engineering
SDO

ISAUnited addresses the void identified in the previous subsection by serving as a
standards-development organization focused on cybersecurity architecture and
engineering. Similar in purpose to established engineering standards bodies, ISAUnited
publishes structured, measurable technical standards designed for real enterprise
environments. Standards are developed and validated through a peer-review process
administered by ISAUnited standards governance, ensuring consistency, clarity, and
engineering rigor.

Educational alignment

ISAUnited Defensible 10 Standards provide academic institutions, including two-year
colleges and four-year universities, with a structured reference that supports teaching
cybersecurity as an engineering discipline. Educators benefit from curricular structure
and resources that:
« Align with industry practice and practical engineering competencies
e Support curriculum mapping to workforce frameworks and engineering program
criteria, including NIST NICE and ABET concepts
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e Support modular adoption for associate and bachelor programs

By adopting ISAUnited standards, colleges and universities can deepen their
engineering programs and better prepare graduates for secure system design,
validation, and evidence-based work in real-world environments.

Table 7.1. Benefits for Colleges and Universities:

Benefit Category Impact for Colleges and Universities

Curricula align with ABET criteria and NIST NICE workforce
Accreditation Alignment standards, improving institutional credibility, recognition, and graduate
employability.

Provides structured, modular content adaptable to multiple degree
Curriculum Consistency levels, reducing preparation time and ensuring consistent teaching
quality.

Strengthens academic—industry partnerships, expands internships
and job opportunities, and fosters joint research initiatives that

Industry Prestige advance education and innovation.

ISAUnited is not only an SDO but also a bridge among academia, industry, and
government, creating a unified voice for cybersecurity engineering education. By
integrating standards into curricula through flow-downs and Core Principles, ISAUnited
ensures:

o Students are industry-ready upon graduation.

e Universities strengthen accreditation and prestige.

o Employers benefit from reduced reskilling costs and stronger national cyber

resilience.

7.2 Curriculum Blueprint & Integration Model

To effectively bridge the educational gap in cybersecurity engineering, colleges and
universities can adopt a structured, three-step integration model designed by ISAUnited.
This practical blueprint ensures that cybersecurity curricula are not only aligned with
current industry standards but also adaptable to emerging cybersecurity challenges.
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Step 1: Core Modules Integration

Incorporate ISAUnited’s Defensible 10 Standards into existing cybersecurity
curricula:

e Cybersecurity Architecture and Secure Systems Engineering

e Threat Modeling and Adversarial Analysis

e Security by Design Principles rooted in engineering methodologies
Each module includes comprehensive instructor resources, structured lesson
plans, and alignment with recognized certifications (e.g., CISSP, CEH, CISM).

Step 2: Practical Labs & Capstone Projects

Enhance theoretical coursework with hands-on, applied experiences:
¢ Real-world Case Studies: Implement Defensible Standards in practical
scenarios such as Zero Trust architecture, secure cloud integration, and
secure API design.
e Interactive Security Exercises: Conduct Red Team vs. Blue Team
simulations, enabling students to apply offensive and defensive security
engineering principles within controlled lab environments.

Step 3: Industry Collaboration & Mentorship

Establish robust partnerships with cybersecurity industry leaders to foster
experiential learning:
¢ Industry Internships: Offer structured professional placements that allow
students to gain firsthand experience in cybersecurity engineering.
e Guest Lectures: Host leading industry practitioners and ISAUnited Fellows
to share insights and practical expertise.
e Joint Research Initiatives: Facilitate collaborative projects between
academia and industry partners to contribute directly to the evolution of
ISAUnited standards and broader cybersecurity practices.

By following this integration blueprint, colleges and universities will produce
cybersecurity engineering graduates who are immediately equipped to meet industry
expectations and apply cybersecurity principles through a structured, engineering-driven
approach. This ensures not only career readiness but also sustained professional
excellence and adaptability to evolving cybersecurity challenges.
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Table 7.2. Curriculum alignment support for ABET and NICE:

ISAUnited curriculum
element

ABET alignment support

NICE alignment support

Cybersecurity architecture
and secure systems
engineering

Supports student outcomes related to
designing and evaluating systems and
integrating constraints

Supports work involving secure
system design, implementation,
and operations

Threat modeling and
adversarial analysis

Supports student outcomes related to
analyzing complex problems and
applying structured methods

Supports work involving analysis,
protection, defense, and
investigation

Security by design
principles

Supports curriculum expectations for
design methodology, engineering
discipline, and secure development
practices

Supports work involving secure
provisioning and secure
development practices

Real-world case studies
and practical labs

Supports continuous improvement and
outcomes assessment through
measurable lab work and capstones

Supports work involving
protection, defense, and
investigation activities

Industry collaboration and
mentorship

Supports program relevance through
practitioner engagement and experiential
learning

Supports work involving
governance, secure provisioning,
and operational practice

Ensuring graduates enter the workforce prepared to design securely, plan proactively,
and generate defensible evidence of their work.

This comprehensive alignment of ISAUnited’s Defensible 10 Standards with ABET
accreditation criteria and the NICE workforce framework demonstrates their direct
applicability and relevance to current cybersecurity education and industry
requirements. By integrating these standards, educational institutions not only enhance
the technical rigor and accreditation-readiness of their curricula but also ensure that
their graduates are equipped with the practical skills and knowledge critical to
addressing contemporary cybersecurity challenges effectively. This explicit alignment
ensures that ISAUnited's Defensible 10 Standards comprehensively meet essential
educational benchmarks, reinforcing educational rigor and alignment with ABET and the
NICE workforce framework for accreditation.



Page 98 of 260

7.3 Consequences of a Standards Vacuum in Cybersecurity

Engineering

The following chart clearly outlines the critical impacts of the absence of, or limited
adoption of, engineering-grade cybersecurity standards in education and industry
practice. It systematically categorizes each impact domain, such as workforce
readiness, operational costs, public safety risks, and regulatory exposures, and then
summarizes the primary effects of operating without widely adopted technical
standards. Each entry includes illustrative metrics and evidence that reinforce the real-
world consequences for cybersecurity professionals, employers, educators, and society
as a whole. This analysis highlights the pressing need for a dedicated SDO, such as
ISAUnited, to standardize cybersecurity engineering education and practice, thereby
aligning cybersecurity with traditional engineering disciplines and significantly enhancing
national security, professional readiness, and public safety.

Table 7.3. Consequences of Missing Cybersecurity Engineering Standards:

# Impact domain

Core effect

lllustrative signals and examples

Workforce readiness
and skill gap

Graduates arrive with policy
awareness but limited experience in
secure design, verification, and
validation; employers invest
significant time in structured
onboarding before new hires can
work independently

Extended ramp time for new hires;
heavy reliance on internal
bootcamps; inconsistent capability
across teams

Operational cost to
industry

Organizations pay twice through
education support and post-hire
upskilling, increasing the total cost of
talent acquisition and delaying
productivity

Higher training budgets, delayed
project delivery, and increased
consulting reliance to fill
engineering gaps

Public safety and critical

Under-engineered systems in
operational technology, healthcare,

Cyber incidents that disrupt

exposure

3 | . and transportation increase operations; increased scrutiny on
infrastructure risk . . .
exposure to disruptive events and secure design for regulated
safety impacts products and critical services
Expectations for reasonable security
4 Regulatory and legal continue to rise; the lack of technical ||Increasing governance focus on

standards complicates defenses and
increases audit friction

demonstrable security practices;
greater emphasis on evidence and
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# Impact domain

Core effect

lllustrative signals and examples

validation in oversight and
investigations

Professional identity
and licensure stagnation

Without a codified body of technical
standards, formal professional
recognition and licensure models
remain difficult to establish

Limited availability of engineering-
oriented cybersecurity degree
paths; inconsistent role definitions;
unclear professional ladder for
engineering practice

6 Innovation and research
fragmentation

Vendor-specific solutions proliferate
without a unifying baseline, driving
incompatible architectures and
duplicated effort

Tool sprawl; repeated integration
failures; redundant work across
teams solving the same engineering
problems

Market trust and
insurance pressure

Insurers and partners demand
stronger proof of defensible practice
because checklists do not reliably
predict outcomes

Increased requests for evidence of
secure design and validation; more
detailed security questionnaires and
audits; higher premiums for weak
evidence posture

8 |(|Global competitiveness

Nations and industries with stronger
engineering standards win high
assurance contracts; organizations
without defensible standards face
procurement disadvantages

Procurement language favoring
secure design and measurable
assurance; increased supply chain
requirements and verification
expectations

7.4 How ISAUnited Standards Mitigate These Consequences

Adopting ISAUnited’s Defensible 10 Standards directly addresses and mitigates the
critical impacts identified in the previous analysis by providing structured solutions and
defined competencies tailored to each impact domain:

1. Workforce Readiness & Skill Gap
ISAUnited’s standards integrate structured laboratory and capstone experiences
directly into academic curricula, ensuring that students graduate with practical
design and verification skills and significantly reducing industry onboarding and

training burdens.

2. Operational Cost to Industry
By equipping graduates with actionable, engineering-based skills from day one,
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ISAUnited standards substantially reduce the need for costly post-hire upskilling,
thereby lowering industry talent acquisition and training expenses.

3. Public Safety & Critical-Infrastructure Risk
Adoption of ISAUnited’s rigorous engineering and secure by design standards
ensures systematic validation and verification of critical systems, directly
reducing cybersecurity vulnerabilities and enhancing public safety in vital sectors
such as healthcare, transportation, and utilities.

4. Regulatory & Legal Exposure
Organizations adopting ISAUnited standards can confidently demonstrate
compliance with recognized industry standards, meet regulatory expectations for
"reasonable security," and significantly reduce their legal and regulatory
exposure.

5. Professional Identity & Licensure Stagnation
ISAUnited standards provide a robust technical foundation, supporting state
licensure initiatives and enhancing the recognition and legitimacy of
cybersecurity engineering as a formal professional discipline.

6. Innovation & Research Fragmentation
Through unified technical baselines, ISAUnited standards facilitate
interoperability and collaboration, reducing redundant R&D spending and
streamlining innovation in cybersecurity technologies and practices.

7. Market Trust & Insurance Premiums
Evidence of compliance with ISAUnited’s Defensible 10 Standards serves as a
reliable signal of security rigor for insurers, helping organizations qualify for
improved insurance terms and lower premiums.

8. Global Competitiveness
Adherence to ISAUnited standards aligns U.S. organizations with globally
recognized best practices, enhancing their competitiveness in international
markets and securing positions within high-assurance supply chains.

In summary, the Defensible 10 Standards provide measurable solutions to the gaps
identified in this chapter by improving workforce readiness, reducing reskilling costs,
strengthening validation in high-consequence environments, and increasing confidence
through evidence.

Over time, widespread adoption of these standards supports the recognition of
cybersecurity as an engineering discipline by establishing consistent expectations for
requirements, technical specifications, verification and validation, and proof. This
strengthens professional legitimacy and long-term resilience for organizations,
government, and society.
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Chapter 8: Future of ISAUnited’s
Defensible 10 Standards
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Cybersecurity is a maturing discipline, increasingly defined by structured
methodologies, engineering precision, and defensible security practices. The Defensible
10 Standards — First Edition establishes a foundational framework for security
architecture and engineering, but it is only the beginning.

Like traditional engineering disciplines, cybersecurity engineering must continually
refine, validate, and expand its approaches. Standards cannot remain static in a field
where adversarial techniques and IT landscapes are constantly evolving. The strength
of ISAUnited’s Defensible 10 Standards lies in their ability to adapt, expand, and scale
while preserving their core mission:
e Moving cybersecurity from a compliance-based practice to an engineering-driven
discipline.
« Ensuring that security is measurable, defensible, and scientifically validated.
« Bridging security architecture with enterprise systems engineering for long-term
resilience.

Future Directions

This chapter explores the evolution of ISAUnited’s Defensible 10 Standards:

o Sub-Standards Expansion: Delivering deeper, domain-specific guidance that
flows down from Parent Standards, ensuring continuity, rigor, and traceability
across updates.

e Open Season Process: Providing industry professionals with a structured
avenue to propose refinement, ensuring the standards reflect lived experience
and adversarial realities.

« Global Professionalization: Reinforcing cybersecurity as a structured, globally
recognized engineering discipline, with ISAUnited at the forefront of standards
development and professional legitimacy.

The work of cybersecurity standardization does not end with this edition—it evolves with
threats. Through flow-downs, Open Season contributions, and unwavering Core
Principles, ISAUnited ensures that the Defensible 10 Standards remain living standards:
rigorous, adaptable, and globally defensible. In doing so, ISAUnited not only maintains
relevance but also shapes the future of cybersecurity engineering as a recognized
global discipline.
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8.1 The Role of Sub-Standards

As cybersecurity architecture and engineering evolve, the ISAUnited’s Defensible 10
Standards must expand in technical depth and specificity to address emerging
challenges. While the Parent Standards define foundational security principles, Sub-
Standards provide detailed technical implementations that guide practitioners in
applying these principles across diverse enterprise environments.

Expanding Technical Depth in Future Editions

Sub-standards will refine and extend the core Defensible Standards by:

o Addressing specific security domains with greater granularity. Each Parent
Standard will evolve through targeted Sub-standards that define precise security
engineering requirements, technical specifications, and implementation
guidelines.

« Aligning with technological advancements. As cybersecurity threats become
more sophisticated and enterprise architectures evolve, Sub-standards will
integrate new methodologies, security controls, and adversarial defense
techniques.

e Providing domain-specific security engineering guidance. Cloud security, network
segmentation, cryptographic governance, and secure software development all
require technical depth beyond the high-level architectural principles outlined in
the Parent Standards.

The ISAUnited’s Defensible 10 Standards framework is designed to scale dynamically,
ensuring that cybersecurity engineering principles remain relevant and adaptable to
evolving security landscapes.

Parent Standards and Sub Standards Flow Downs

Sub Standards extend each Parent Standard with domain-specific technical depth while
maintaining the same intent, scope, and verification expectations. This figure illustrates
the hierarchy across the Defensible 10 domains and shows how example Sub
Standards flow down from each Parent Standard. The purpose of this structure is to
keep implementation guidance consistent while allowing technical details to expand
over time through peer-reviewed updates.



Figure 8. A. Sub-standards Flowdowns
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A 1
ISAUnited
0 INSTITUTE OF SECURITY

ARCHITECTURE UNITED

D01 Network Security
ISAU-DS-NS-1000
Example Sub-Standards

ISAU-DS-NS-1001 Network
Segmentation Architecture and Policy

ISAU-DS-NS-1002 Firewall
Engineering and Rule Management

ISAU-DS-NS-1003 Zero Trust Network
Access Design and Implementation

D06 Identity and Access

ISAU-DS-IAM-1000

Example Sub-Standards

ISAU-DS-IAM-1001 MFA and
Authentication Assurance

ISAU-DS-IAM-1002 PAM with JIT PSM
and Zero Trust Privilege

ISAU-DS-IAM-1003 Federation and
580 Architecture

D02 Cloud Security
ISAU-DS-CS-1000
Example Sub-Standards

ISAU-DS-CS-1001 Cloud IAM and
Access Security

ISAU-DS-CS-1002 Cloud Network
Segmentation and East West Control

ISAU-DS-CS-1003 Cloud Data
Protection and Key Integration

D07 Threat and Vulnerability

ISAU-DS-TVE-1000

Example Sub-Standards
ISAU-DS-TVE-1001 Automated

Vulnerability Scanning and Attack
Surface Reduction

ISAU-DS-TVE-1002 Patch

Management and Secure

ISAU-DS-TVE-1003 Threat Intelligence
and Adaptive Risk-Based Prioritization

D03 Compute Platform
Workload
ISAU-DS-CPW-1000

Example Sub-Standards

ISAU-DS-CPW-1001 Hardened
Configuration for Platform and
Containerized Workloads

ISAU-DS-CPW-1002 Runtime Threat
Detection for Platforms and
Workloads

ISAU-DS-CPW-1003 Platform and
Workload Identity Lifecycle
Management

D08 Monitoring Detection IR

ISAU-DS-MDIR-1000

Example Sub-Standards

ISAU-DS-MDIR-1001 SIEM
Architecture Correlation Logic and Log

Management

ISAU-DS-MDIR-1002 SOAR Workflow
Automation and Playbook
Development

ISAU-DS-MDIR-1003 Extended
Detection and Response Integration

The Importance of Open Collaboration

Parent Standards and Sub-Standards Flow-Down

How sub-standards inherit intent from each domain parent standard

D04 Application Security
ISAU-DS-AS-1000

Example Sub-Standards

ISAU-DS-AS-1001 API Authorization
and Gateway Contract Enforcement

ISAU-DS-AS-1002 Secure Coding and
Review Validation Encoding

Deserialization

ISAU-DS-AS-1003 Library Framework
Usage and Unsafe Pattern Elimination

D09 Crypto Encryption Keys

ISAU-DS-CEK-1000

Example Sub-Standards

ISAU-DS-CEK-1001 Enterprise PKI
Architecture and Automated
Certificate Lifecycle

ISAU-DS-CEK-1002 Key Management
Operations Dual Control and Key
Ceremonies

ISAU-DS-CEK-1003 TLS and mTLS
Profiles for Services APls and Admin

D05 Data Security

ISAU-DS-DS-1000

Example Sub-Standards

ISAU-DS-DS-1001 Catalog Tags
Owners Lineage and Retention

ISAU-DS-DS-1002 Storage and
Transport Encryption Integration with
KMS

ISAU-DS-DS-1003 DLP Policy
Engineering and Enforcement

D10 DevSecOps Secure SDLC

ISAU-DS-DSS-1000
Example Sub-Standards
ISAU-DS-DSS-1001 Secure CI/CD

Pipeline Architecture and Runner

Isolation
ISAU-DS-DSS-1002 1aC Security Gates

or Policy as Code and laC Validation.

ISAU-DS-DS5-1003 Automated
Security Testing and Release Gates

A critical component of maintaining the relevance and applicability of ISAUnited’s
Defensible 10 Standards is collaboration with security architects, engineers, and
industry practitioners. Open collaboration allows for:
« Technical validation through real-world applications. The effectiveness of any
standard is measured by its practical implementation. Engaging security
architects and engineers ensures that Sub-Standards reflect industry challenges
and operational realities.
o Continuous peer review and refinement. Standards must be rigorously tested,
validated, and refined based on feedback from security architecture and

engineering professionals.

« Cross-disciplinary expertise integration. Security engineering intersects with
multiple domains, including network infrastructure, software development, identity
management, and cryptographic design. Collaboration ensures that standards
incorporate best practices from all relevant disciplines.
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ISAUnited will continue establishing mechanisms for industry professionals to propose,
contribute to, and refine Sub-Standards, ensuring that the Defensible Standards
framework remains at the forefront of cybersecurity engineering. The structured
integration of new Sub-Standards will provide organizations with actionable,
measurable, and technically rigorous security guidance, reinforcing ISAUnited’s
commitment to a defensible, engineering-driven approach to cybersecurity architecture.

Flow-Downs Context

Sub-Standards are inherited directly through ISAUnited’s flow-down model: Parent
Standards define the “why” and “what,” while Sub-Standards provide the “how.” This
ensures that every technical requirement can be traced back to a defensible principle,
thereby guaranteeing consistency across domains and over time.

In this way, ISAUnited’s Sub-Standards don’t just add detail - they create a living,
evolving body of defensible engineering practices. This ensures that the Defensible 10
Standards remain rigorous, adaptive, and globally relevant as cybersecurity matures
into a true engineering discipline.

8.2 The Open Season Process

The ISAUnited’s Defensible 10 Standards are designed to evolve through structured
industry collaboration. Security threats, technologies, and engineering methodologies
continually advance, necessitating a process that enables ongoing refinement,
expansion, and technical validation of these standards. The Open Season Process
ensures that security architects, engineers, and industry professionals contribute to the
continuous improvement of ISAUnited’s Defensible 10 Standards while maintaining the
scientific rigor and engineering discipline required for defensible security architectures.

A Structured Process for Standard Development

The Open Season Process operates on a structured annual cycle, allowing for:
o Proposal Submission: Security professionals, researchers, and industry

practitioners submit recommendations for new Sub-Standards, revisions, or
updates to existing standards. These proposals must include technical
justifications, implementation considerations, and validation methodologies.
« Technical Review & Evaluation: The ISAUnited Technical Fellow Society
conducts a peer review process, evaluating each proposal for engineering
validity, alignment with security principles, and real-world applicability.
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« Defensibility & Engineering Validation: Proposals that pass peer review undergo
structured validation, ensuring they align with scientific methodologies,
adversarial testing models, and system engineering principles.

o Final Approval & Publication: Approved standards are integrated into the
ISAUnited’s Defensible 10 Standards framework, ensuring that new Sub-
Standards or revisions maintain consistency, technical precision, and practical
applicability.

Collaboration & Transparency in the Open Season Process

The success of any engineering-driven standard relies on open collaboration and
structured peer review.

The Open Season Process fosters:
o Cross-industry collaboration: Security architects, engineers, academic

researchers, and industry professionals use a structured process to refine
cybersecurity standards.

« Transparent review cycles: Every proposed modification is subjected to technical
scrutiny, formalized testing, and structured validation, ensuring standards are
measurable and defensible rather than conceptual.

e Security engineering precision: Contributions must adhere to the ISAUnited
engineering-driven model, integrating technical specifications, risk analysis, and
defensible security architectures.

Flow-Downs

All Open Season proposals must demonstrate clear lineage through ISAUnited’s flow-
down model, showing how they inherit from Parent Standards, align with Core
Principles, and extend into measurable Sub-Standards. This ensures that innovation
strengthens the overall framework rather than fragmenting it.

Through this structured cycle, ISAUnited ensures that the Defensible 10 Standards
remain living standards—rigorous, adaptive, and globally defensible. Open Season
ensures that cybersecurity engineering evolves in tandem with adversaries and
technology, while remaining grounded in scientific principles.
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8.3 ISAUnited’s Commitment to Security Engineering as a
Discipline

Why Security Engineering Must Be a Structured Profession

Security engineering cannot remain an informal, reactive practice; it must be
established as a structured engineering profession with defined methodologies,
validation processes, and professional standards. Unlike traditional engineering
disciplines such as civil, mechanical, and systems engineering, cybersecurity has
historically lacked a unified engineering framework, leading to inconsistencies across
security design, implementation, and validation.

For cybersecurity engineering to achieve the same level of professional legitimacy as
other engineering fields, it must incorporate:
« Standardized Engineering Methodologies

o Security solutions should follow repeatable, measurable engineering
processes rather than relying on isolated best practices or compliance
mandates.

o Cybersecurity must integrate with systems engineering methodologies,
ensuring security is designed into enterprise architectures from inception
rather than applied as an afterthought.

o Formalized Technical Validation

o Security cannot be assumed based on compliance—it must be
scientifically tested, validated, and verified.

o Implementing structured adversarial modeling, risk assessments, and
engineering validation will ensure that security architectures are designed
effectively and can withstand evolving threats.

o Professional Licensing and Credentialing

o Traditional engineering disciplines require Professional Engineer (PE)
licensing to ensure practitioners meet rigorous technical and ethical
standards.

o ISAUnited is leading efforts to establish structured licensing models for
cybersecurity engineers, distinguishing those with advanced technical
expertise and engineering discipline from those trained solely in
compliance-based security.

o Education and Professional Development

o Cybersecurity engineering must move beyond vendor-driven training
programs and adopt formal university curricula, structured
apprenticeships, and engineering-led certification programs.
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o ISAUnited’'s Defensible 10 Standards Framework is designed to provide a
technical foundation for future academic programs, professional licensing,
and structured skill development in security architecture and engineering.

ISAUnited’s Adoption of Systems Engineering

In our pursuit of modernizing and mature cybersecurity engineering, ISAUnited has
formally adopted systems engineering as a foundational sub-discipline within our
Defensible Standards framework. This strategic integration underscores our
commitment to treating security engineering with the same rigor and structure as
traditional engineering fields.

Rationale for Integrating Systems Engineering

Systems engineering offers a comprehensive approach to designing and managing
complex systems, ensuring that all components work in harmony to achieve the desired
outcomes. By embedding systems engineering principles into cybersecurity, we aim to:
o Enhance Interdisciplinary Collaboration
o Facilitate seamless integration between security measures and other
engineering domains, promoting unified strategies across diverse
technological landscapes.
e Improve Lifecycle Management
o Apply structured methodologies to oversee the entire lifecycle of security
systems, from initial design through deployment and maintenance,
ensuring adaptability to evolving threats.
o Ensure Comprehensive Risk Management
o Ultilize systematic risk assessment techniques inherent in systems
engineering to identify, evaluate, and mitigate potential vulnerabilities
within complex infrastructures.

This integration aligns with our objective to establish cybersecurity engineering as a
disciplined profession characterized by standardized practices, measurable outcomes,
and scientific rigor.

ISAUnited’s Leadership in Evolving Security Architecture Frameworks

ISAUnited is leading the transformation of security engineering into a recognized
discipline, ensuring it is grounded in scientific, repeatable engineering methodologies.
This is being achieved through:
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The Defensible Standards Framework — A structured engineering model
integrating systems engineering, security architecture principles, and adversarial
resilience.

The Cybersecurity Engineering Manifesto — A declaration outlining the need for
cybersecurity engineering to be a rigorous engineering profession rather than an
extension of IT operations or compliance.

Bridging Security Architecture with Enterprise Systems Engineering — Applying
systems thinking to security engineering ensures that cybersecurity is not an
afterthought but an intrinsic part of enterprise system design and architecture.

By formalizing security engineering, ISAUnited establishes a scientifically rigorous and
professionally recognized discipline, ensuring that security practitioners operate with the
same precision, validation, and accountability as other engineering professionals. This
marks a fundamental shift in cybersecurity, positioning security architecture and
engineering as a technical and scientific field rather than an operational IT function.

8.4 Accelerating Adoption of Defensible Standards

ISAUnited’s Defensible 10 Standards are designed to be implemented, tested, and
improved through real use. Accelerating adoption requires a disciplined approach that
makes the standards easy to apply, easy to assess, and credible to external
stakeholders.

ISAUnited will accelerate adoption through the following actions:

Publish stable Parent Standards that include measurable requirements, technical
specifications, and verification and validation expectations.

Require annex Crosswalk mappings to NIST and ISO IEC so organizations can
align baseline obligations to ISAUnited engineering requirements.

Collaborate with early adopters in government, critical infrastructure, academia,
and regulated industries to validate usability and defensibility.

Produce case studies and pilot outcomes that demonstrate implementation
patterns, measurable results, and retained evidence.

Conduct outreach to cybersecurity leaders, regulators, and university programs
to promote consistent engineering practice and professional development
pathways.

This approach ensures that the standards are not only adopted but also continuously
strengthened through implementation feedback, peer review, and evidence-based
validation.
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8.5 The Road to Adoption

Adoption is the mechanism that turns standards into professional practice. ISAUnited’s
roadmap is phased to build governance maturity first, then scale adoption, then deepen
technical coverage.

Phase 1: Strengthen the support system for defensible standards adoption

Establish and maintain governance, peer review, version control, and publication
discipline. Publish stable Parent Standards, formalize the submission and review
process for Sub Standards, and provide templates, examples, and practitioner
artifacts that make implementation, verification and validation repeatable.
Confirm that standards can be implemented with retained evidence.

Phase 2: Drive broad adoption across industry and academia

Enable organizations to adopt the ten domains as engineering disciplines using
requirements, technical specifications, verification and validation, and Evidence
Packs. Expand participation through Open Season, documented implementation
patterns, and shared lessons learned.

Phase 3: Mature the ecosystem through advanced Sub Standards and
professional recognition pathways

Increase technical depth through Sub Standards, strengthen consistency through
flow downs and traceability, and support professional excellence through institute
programs that recognize demonstrated engineering discipline and defensible
evidence.

Increase technical depth through Sub Standards, strengthen consistency through flow-
downs and traceability, and support professional excellence through institute programs
that recognize engineering discipline and provide defensible evidence.

Every reader, contributor, and organization can support this adoption journey by
applying the standards, providing implementation feedback, and strengthening the body
of evidence supporting defensible security engineering.
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Chapter 9: Part 1 Summary
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A Defensible Framework for Cybersecurity Engineering

ISAUnited’s Defensible 10 Standards provide a structured, rigorous approach to
cybersecurity architecture and engineering. Part 1 established the foundation for
treating cybersecurity as an engineering discipline by defining how standards are
developed, how they cascade from Parent Standards to Sub Standards, and how they
produce measurable, auditable outcomes. By anchoring each domain in clear
requirements, precise technical specifications, verification and validation expectations,
and retained Evidence Packs, the standards support security that can be implemented
consistently and defended under scrutiny.

The modern cybersecurity landscape cannot rely on compliance checklists and vendor
guidance as the primary method of security assurance. Part 1 demonstrated that
defensibility requires repeatable engineering methods that translate intent into
enforceable system behavior and provide evidence that the behavior holds under
change and adversarial pressure.

Alignment with Education and Workforce Standards

ISAUnited aligns its standards approach with established engineering and workforce
models, including ABET and NIST NICE, to support rigorous and relevant education
and professional practice. By enabling flow downs from Parent Standards to Sub
Standards and into courses, labs, and projects, educational institutions can prepare
graduates who can apply structured methods, produce defensible evidence, and meet
real-world expectations in architecture and engineering roles.

A Framework Built to Evolve

This first edition serves as a foundation that will evolve through ISAUnited’s Open
Season process and technical peer review. As systems, threats, and enterprise
requirements change, Sub Standards and annex content can be proposed, refined, and
validated through practitioner feedback, implementation evidence, and measurable
results. Practitioners are encouraged to adopt updated editions as they are released to
maintain alignment with current technical expectations and validation approaches.

Call to Action: Shaping the Future of Cybersecurity Engineering

Advancing cybersecurity engineering requires active participation from professionals,
academic institutions, educators, students, architects, engineers, and industry leaders.
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You can contribute by:

« Implementing ISAUnited’s Defensible 10 Standards in operational environments.

« Participating in Open Season through technical proposals, implementation
findings, and peer review.

« Integrating updated standards into professional development, training, and
academic curricula.

e Advocating for cybersecurity engineering as a structured and professionally
recognized discipline.

Closing Vision

This book is not the end of a project. It is the beginning of a discipline built on clarity,
discipline, practicality, and rigor. ISAUnited’s Defensible 10 Standards provide a living
standards model for teaching, practicing, and advancing cybersecurity architecture and
engineering through measurable requirements, defensible technical specifications, and
retained evidence.

Engineered Responsibly

Protecting People Through Secure Systems for Safer Lives
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Part 2 — The Technical Standards
Domain Profile
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Chapter 10: Introduction
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Part 2 presents the Domain Profiles for the ten Defensible 10 Standards. Each Domain
Profile explains the domain purpose, why it matters in modern enterprise environments,
and how ISAUnited frames defensible security expectations within it. These profiles are
written to help architects, engineers, security leaders, and students understand how
each domain functions as a discipline, how recurring failures appear in practice, and
how disciplined design choices reduce risk.

What Domain Profile includes

Each Domain Profile follows a consistent structure so readers can compare domains
and apply the same reasoning across them.

« Domain framing. A concise description of the domain as a defensible discipline,
including what it governs and why it determines enterprise impact.

« Threat anchoring. One representative Threat Vector and one representative
Threat Actor to ground the domain in a named compromise path and a realistic
adversary pattern.

o Failure patterns. A short set of repeatable failure patterns that explain how
compromise succeeds when the domain is treated as utility work rather than
engineered security.

e The engineering response. A mapping of those failure patterns to the Defensible
Loop phases, Define, Design, Deploy, Detect, Defend, and Demonstrate,
describing how disciplined practice corrects predictable breakdowns.

« Standard orientation. A brief overview of what the full online standard package
contains and how practitioners use it across roles and assurance activities.

e Transition. A short bridge that shows how the next domain builds on the prior
one.

Domain Profiles are not the standards

Domain Profiles are written for orientation. They describe intent, boundaries, and
recurring failure conditions, and they show how ISAUnited connects real compromise
behavior to engineering priorities. They do not replace the normative requirements,
technical specifications, tests, and Evidence Pack expectations contained in the online
standard packages.
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I %I Cybersecurity Student & Early-Career Guidance
D
What is a cybersecurity domain?

A domain is a focused area of work with clear boundaries, responsibilities, and
measurable outcomes. Each domain has its own requirements, technical
specifications, and proof.

How to use a Domain Profile
1. Read the purpose to understand where the domain applies
2. Note the representative Threat Vector to see the kind of compromise the
domain defends against
Scan the scope and outcomes so you know what success looks like
4. Move to the online standard to get the exact requirements, specifications,
tests, and evidence

e

Why does this matter?

Domains prevent overlap and gaps, keep roles clear, and enable proof to be
repeated. You apply the same method across all domains.

ISAUnited Top 10 Threat Vectors for 2025

Modern adversaries do not compromise organizations by finding a single flaw in
isolation. They use an architecture-level path of compromise that begins at an exposed
entry surface, succeeds due to an enabling exposure condition, and then expands into a
predictable downstream impact.

ISAUnited created the Threat Vector construct and the Threat Vector Catalog to make
this reality teachable and repeatable. A Threat Vector is expressed as:

Threat Vector = entry surface + exposure condition + typical impact path

If a practitioner cannot identify the entry surface on an architectural diagram, state the
enabling exposure condition in engineering terms, and describe the most realistic
impact path, the Threat Vector is not actionable.

The ISAUnited Top 10 Threat Vectors for 2025 is the institute’s annual short list of
compromise paths most likely to matter across enterprise environments. Each selection
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anchors to one Defensible 10 domain and pairs a representative adversary with a
named Threat Vector, so practitioners can connect real-world behavior to domain
engineering priorities, verification activities, and evidence expectations.

How this appears in each Domain Profile

Each Domain Profile includes one representative Threat Vector chart to keep the
discussion grounded in a single, named compromise path. That Threat Vector is paired
with a representative Threat Actor Profile to show how a real-world adversary would
exploit the same path. This pairing links the domain to realistic behavior, clarifies why
the enabling exposure condition matters, and reinforces what defensible success must
look like in engineering terms. The representative selection is refreshed through
ISAUnited’s annual threat intelligence cycle, which reflects changes in the threat
landscape.

Representative Threat Vector and Threat Actor anchoring includes:
e Threat Vector identifier and title
« Why it matters in this domain
« Representative Threat Actor identifier and title
o What success looks like in tests and evidence

Where to find the full set

The Threat Vector Catalog and annual updates are maintained by ISAUnited. Consult
the online catalog for the latest Top 10 and for additional vectors that may be more
specific to your environment.

Domain Profiles include a threat actor

Each Domain Profile includes one representative Threat Vector identifier and title from
the ISAUnited Threat Vector catalog, used to anchor the discussion to a single, named
compromise path. This lens is intentionally concise. It links the domain to representative
threat-actor behavior and is refreshed annually as the threat landscape changes.
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+@ Practitioner Guidance
JLT Use Threat Vectors to focus work

Start each adoption with the representative Threat Vector and your local threat
intelligence. Confirm the entry surface on the diagram, identify the enabling
exposure condition, and state the most likely impact path. Map that Threat Vector to
the domain’s requirements, specifications, and tests.

Keep the profile current

Refresh the Threat Vector annually or when material changes occur in your
environment. Record the refresh date and the evidence you used to justify
changes.

Drive proof into operations

Derive verification and validation activities from the Threat Vector path. Attach logs,

scans, drill outputs, and sign-offs to an evidence pack to simplify audit and peer
review.

Where to access the authoritative standards

The authoritative Defensible 10 Standards, including annex content, crosswalks to NIST
and ISO/IEC, and supporting practitioner artifacts, are published and version-controlled
outside this book. Readers should consult Defensible10.org and the ISAUnited GitHub
repository for the current revision of each domain standard package.

A Note on Version Control

The eBook reflects a fixed edition. The standards themselves are living documents that
mature through structured peer review and institutional governance. Readers should
treat the online versions as the authoritative source of truth and consult them for the
most current revisions.
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How to Use Part 2

Start with the domains most relevant to your current architecture and risk profile. Use
each Domain Profile to understand domain boundaries, the representative Threat
Vector and Threat Actor pairing, the failure patterns that repeat in practice, and how the
Defensible Loop corrects them. Then move to the online standard package to obtain the
exact requirements, technical specifications, verification and validation activities, and
Evidence Pack identifiers needed for implementation.
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Chapter 11: The Defensible 10
Standards Domains
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11.1 Domain Profile: D01-Network Security Architecture &
Engineering
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ISAUnited’s Defensible 10 Standards

Parent Standard: DO1-Network Security Architecture & Engineering
Document: ISAU-DS-NS-1000

Last Revision Date: October 2025
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Network Security Architecture and Engineering as a
Defensible Discipline

Network Security Architecture and Engineering is the connective discipline of modern
cybersecurity. Every enterprise outcome depends on connectivity: users reaching
services, services reaching data stores, and workloads communicating across clouds,
data centers, and remote access paths. That same connectivity is the primary pathway
for the adversary’s exploitation. When a network is designed as a flat utility rather than
an engineered system, compromise scales faster than response. When a network is
engineered with explicit boundaries, enforced intent, controlled change, and verifiable
telemetry, compromise becomes containable.

This domain is crucial because it governs the conditions that determine whether an
incident becomes a local failure or an enterprise disaster. It is the architecture that
determines whether an attacker can move laterally, whether outbound paths can be
abused for command-and-control, whether administrative planes can be reached from
production segments, and whether defenders can reconstruct what happened using
evidence that survives scrutiny.

Why this Domain Matters to Adversaries
The Threat Vector

TVO03 captures one of the most repeatable enterprise compromise paths in modern
intrusions: lateral movement enabled by flat internal segmentation. In this vector, an
initial foothold at the edge, or on boundary-adjacent systems, becomes a launching
point for internal discovery and expansion because internal policy boundaries are
minimal or inconsistently enforced. The enabling condition is not simply connectivity. It
is the absence of engineered segmentation intent, enforced pathways, and telemetry
that makes east-west movement low-friction and high-reward for an adversary. Once
internal movement begins, the impact path often escalates through privilege expansion,
broader access to critical services, and a larger blast radius, which can shift an incident
from a local failure into an enterprise-wide event. This is why TVO03 is the anchor vector
for D01, because network security architecture determines whether the compromise
spreads or is contained.
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Figure 11.1. TVO3 Threat Vector Profile:

TV03: Flat network segmentation enabling lateral movement

Threat Vector Definition:

Weak internal segmentation and policy boundaries enable lateral
movement from an initial foothold into broader privileges and high-impact
outcomes.

....... E Threat Vector Elements:
i
L}
2 Entry Surface
‘ H Internal east-west
e ? h I

Exposure Condition

Minimal segmentation, weak internal policy boundaries

Impact Path

Foothold — discovery — privilege escalation — lateral movement —
ransomware/data theft

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Vector card is from the Intrusion Vault in ISAUnited’s
Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV03 to a real
adversary pattern that targets network boundaries and internal movement as a
deliberate strategy. TAO3 Volt Typhoon is selected because its operations emphasize
pre-positioning through legitimate access, quiet persistence, and expansion through
internal pathways that resemble routine administration. In enterprise environments, that
progression relies on the same enabling condition described in TV03: weak internal
segmentation and weak policy boundaries that allow an initial foothold to turn into
broader internal access. This pairing keeps D01 focused on what matters most:
engineered segmentation and management plane isolation, enforced intent across
internal paths, and telemetry that remains defensible when an adversary attempts to
blend into normal operations.
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Figure 11.2. TAO3 Threat Actor Profile:

[TAO3] Volt Typhoon

TYPE

REGION

OBJECTIVE

TACTICS

SKILL

Nation-state actor (PRC state-sponsored,;
assessed)

People's Republic of China (assessed

Pre-positioning for disruption; long-term
access to critical infrastructure
environments

Living-off-the-land; credential access;
persistence via legitimate tooling; lateral
movement; stealthy command and
control

[Skill rating: kA k]

SCENARIO HOOK

Unusual admin activity appears on a critical services
network using only built-in tools. No malware is
detected, but accounts show repeated access from
edge devices. The pattern suggests stealthy pre-
positioning rather than immediate ransomware.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message:
incidents become disasters when network connectivity is treated as a general utility
rather than as an engineered security system. The Threat Vector defines the
compromise path, and the Threat Actor shows how quickly that path can be exploited
when boundaries, access intent, telemetry, and containment are not engineered with
discipline. The next section breaks this reality into six failure patterns that repeat across
major incidents, regardless of industry. These patterns explain why the compromise
path succeeds, and they identify what DO1 must correct through requirements, technical
specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

Across industries, major incidents in technical architectures recur. These are not
abstract management failures. They are technical and architectural breakdowns that
appear as predictable patterns.

1. Unknown scope
Organizations cannot bound what is affected fast enough. When asset inventory,
dependency mapping, and exposure paths are incomplete, responders spend
valuable time searching for affected systems rather than containing risk.
Unknown scope turns a vulnerability into an enterprise-wide hunt.

2. Unclear intent
Access intent at boundaries and interfaces is ambiguous or undocumented.
When allow-by-exception is not enforced, and traffic contracts are not explicit,
permissive pathways persist. Attackers benefit from unclear intent because
enforcement becomes inconsistent, and trust assumptions spread.

3. Uncontrolled change
Network policies, routes, and administrative pathways change without disciplined
gates and validation. When changes bypass review, testing, and rollback
controls, the network becomes vulnerable to both malicious modification and
accidental misconfiguration. Uncontrolled change breaks architectural stability.

4. Blind telemetry
Visibility is insufficient to detect and reconstruct activity. When boundary
telemetry, internal flow visibility, and normalized logging are incomplete or
inconsistent, detection is delayed, and investigations become speculative. Blind
telemetry produces confidence without proof.
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5. Delayed containment
Containment is slow, manual, or operationally difficult. Networks without
enforceable segmentation, isolation actions, and rehearsed containment
workflows allow adversaries to persist, move laterally, and amplify impact.
Delayed containment is often when an incident becomes irreversible.

6. No proof
Organizations cannot produce defensible evidence of what was implemented,
tested, or occurred. Without provable artifacts, recovery decisions become
guesswork, audit outcomes degrade, and lessons learned cannot be translated
into measurable engineering improvements.

These failures share a single root cause: the network was treated as infrastructure
rather than as an engineered security system with measurable requirements, defined
outputs, and verification discipline.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, unclear intent maps to Design, uncontrolled change maps to Deploy,
blind telemetry maps to Detect, delayed containment maps to Defend, and no proof
maps to Demonstrate.

Figure 11.3. The Engineering Response - The Defensible Loop in Practice:

D01 - Network Security Architecture and

D-Loop Phase Engineering

D01-
Network Define Scope: Zones, boundaries, and traffic paths
Security

Architecture &
Engineering

Design Blu.epnnt' .Segmentatlnn and boundary
policy design

Deploy Build: Enforced network policy baseline

Signals: Flow, DNS, and boundary

Detect telemetry

Wefensible 01 Detond

Shield: Isolation and containment actions

Demonstrate Proof: Path tests and rule validation
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Network security is the first domain where architecture becomes enforceable. Every
connection, boundary, and traffic path either constrains risk or amplifies it. DO1 applies
the Defensible Loop to ensure that network design is not assumed but is engineered,
enforced, and proven.

1. Define
Establish a clear scope by identifying zones, boundaries, and traffic paths. This
phase answers what is connected, what is allowed to communicate, and where
trust must stop.

2. Design
Create the blueprint for segmentation and boundary policy. Access intent,
isolation rules, and routing constraints are specified before anything is deployed.

3. Deploy
Build and enforce the network policy baseline. Segmentation, boundary controls,
and access rules are implemented as the authoritative configuration.

4. Detect
Instrument visibility using flow data, name resolution activity, and boundary
telemetry. Detection is engineered to show how traffic actually behaves, not how
it is assumed to behave.

5. Defend
Execute isolation and containment actions. The network must be able to limit the
spread, block misuse, and support response without requiring a redesign during
an incident.

6. Demonstrate
Produce proof through path testing and rule validation. The network is defensible
only when it can show that controls work as designed.

Why This Domain Must Be Adopted

Network Security Architecture and Engineering is the domain that decides whether
security can be enforced across real connectivity, at scale, across hybrid infrastructure,
and under adversarial pressure. It is where security becomes physical in the digital
sense: boundaries, routes, transport protections, identity-aware access, and telemetry
that can be validated. When organizations adopt this domain as a technical standard,
they reduce breach impact, shorten time to containment, and improve audit defensibility.
More importantly, they stop repeating the same engineering failures under different
incident names.
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This is the value of DO1. It takes six recurring failure patterns that have already harmed
real organizations and turns them into an engineering loop that produces measurable
outcomes, operational containment, and proof.

The Standard Overview: Network Security Architecture and
Engineering

Section 1. Introduction

States the purpose of D01 as the engineering baseline for secure connectivity: clear
trust boundaries, identity-aware paths, controlled change, and telemetry designed to
answer investigative questions. Explains how D01 anchors related sub-standards and
how the Defensible Loop structures work from planning through evidence.

Section 2. Definitions

Establishes precise terms for DO1 (zones, trust boundaries, east—west vs. north—south,
boundary control, management plane, microsegmentation, egress allowlist, path test,
telemetry) so implementers and auditors share a common vocabulary.

Section 3. Scope

Covers campus, data center, cloud interconnects, WAN/SD-WAN, remote access, and
third-party connectivity. Includes boundary enforcement, secure transport, identity-
aware access, L3—-L7 segmentation, telemetry, and resilience. Excludes endpoint
controls and cryptographic module specifics, which are handled by other domains.

Section 4. Use Case

Presents a consolidated enterprise scenario that prevents lateral movement and
ungoverned egress while maintaining operability. Shows how zoning, identity-bound
policies, egress allowlists, and path testing deliver measurable outcomes such as
reduced blast radius and faster containment.

Section 5. Requirements (Inputs)

Lists preconditions for defensibility: authoritative inventory and flow maps, declared
zones and contracts, identity and admin paths with step-up, time-synchronized logging,
and policy change governance. Inputs exist before any enforcement is attempted.
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Section 6. Technical Specifications (Outputs)

Describes the observable architecture once implemented: default-deny between zones;
microsegmentation for sensitive tiers; TLS 1.3 at edges and mTLS for service to service
where required; isolated management plane with bastion access; egress allowlists;
boundary telemetry (flow, DNS, packet where justified) and normalized logs to a
tamper-evident store.

Section 7. Cybersecurity Core Principles

Identifies principles that shape all decisions: least privilege, zero trust, defense in depth,
secure by design, and evidence production. Each principle ties to concrete controls and
tests in Sections 6 and 12.

Section 8. Foundational Standards Alignment

Shows how D01 aligns to NIST and ISO network and systems engineering guidance
without duplicating them, and how mappings are maintained externally so the book
remains stable while standards evolve.

Section 9. Security Controls

Connects the architecture to control frameworks (e.g., CSA CCM, CIS Controls,
OWASP) where proxying applies. Focus is on enforceable tactics: boundary rules,
identity-aware policies, transport profiles, and monitoring requirements.

Section 10. Engineering Discipline

Explains how policies and configurations are treated as code, reviewed, tested, and
promoted through staged rollouts. Emphasizes drift detection, documented decisions,
and routine fail-safe rollbacks to preserve service while improving security.

Section 11. Associate Sub-Standards Mapping

Shows how D01 spawns focused sub-standards (segmentation policy, firewall rule
lifecycle, ZTNA admin access, egress governance, boundary telemetry profile) and how
each inherits inputs, outputs, tests, and evidence expectations.

Section 12. Verification and Validation (Tests)

Outlines the proof activities: automated policy checks, transport scans, path tests, BAS
for lateral movement and exfiltration, and recovery drills for boundary rollbacks. Results
feed the traceability matrix that maps requirements to tests and evidence.
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Section 13. Implementation Guidelines

Provides field guidance without being vendor-specific: start with zoning and contracts;
codify rules; stage rollouts; validate with canary path tests; tune detections; rehearse
containment actions. Points to sub-standards for deeper, domain-specific procedures.

Role-Based Use of D01: How Practitioners Apply the
Standard

D01 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns network intent into
enforceable controls and produces evidence that those controls hold up under change
and adversarial pressure. The roles below show how D01 is used in real practice across
architecture, engineering, and assurance.

Cybersecurity Architect: Sets the Network Intent and Boundaries

The architect uses D01 to define what the network must be and what must always
remain true. The architect begins with Section 3 to confirm scope and boundaries, then
uses Section 6 to define the required end state, and Section 10 to establish the
engineering discipline and artifacts required for defensibility.

Define and Design activities include establishing trust zones, defining segmentation
objectives, establishing inter-zone communication contracts, and defining administrative
access pathways. The architect also specifies where default deny is required, where
egress must be allowlisted, and which telemetry outputs are required to support
investigation. Architectural decisions are recorded in decision records, each with explicit
tests and evidence plans. The architect’s work product is the blueprint and the
invariants that the engineering team must implement without interpretation.

Primary D01 sections used: Sections 3, 6, 10, 11
Primary outputs produced: trust zone model, segmentation contracts, boundary
intent, telemetry requirements, decision records, evidence plan

Cybersecurity Engineer: Implements the Outputs and Proves They Work

The engineer uses D01 to implement enforceable network security outcomes and to
validate them through repeatable tests. The engineer begins with Section 5 to confirm
that the required inputs are available, then implements the outputs of Section 6, and
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finally performs the verification and validation activities in Section 12. Section 13 guides
operational behaviors that keep the architecture stable over time.

The engineer translates segmentation contracts into enforced policies, implements
default deny between zones, governs egress with allowlists, isolates the management
plane with controlled administrative paths, and ensures secure transport requirements
are enforced. The engineer then performs path tests, transport scans, and adversary-
informed simulations to verify that the design holds under real conditions. Evidence
artifacts are added to the D01 Evidence Pack using EP-01.X identifiers so results are
traceable and auditable.

Primary D01 sections used: Sections 5, 6, 12, 13
Primary outputs produced: enforced policies and configurations, staged rollout
evidence, validation results, containment drill results, EP-01.x artifacts

GRC Practitioner: Anchors the Standard to Assurance and Audit Readiness

The GRC practitioner uses D01 to establish assessable expectations, confirm
traceability, and ensure evidence quality. The practitioner begins with Section 8 to align
D01 to foundational standards, then uses Section 9 to map to adopted control
frameworks, and Section 12 to confirm that verification and validation activities are
defined with repeatable proof.

The GRC practitioner validates that each requirement in Section 5 maps to an output in
Section 6, a test in Section 12, and a referenced Evidence Pack artifact. The role
confirms that exceptions are time-bound, owned, documented, and testable. The
practitioner also confirms that evidence integrity is preserved through authenticated time
synchronization and immutable retention. The result is an assurance narrative that
points to artifacts rather than opinions.

Primary D01 sections used: Sections 8, 9, 12
Primary outputs produced: crosswalk tables, control mappings, evidence
acceptability criteria, exception governance, audit readiness package

Collaboration Pattern Across the Defensible Loop

o Define: The architect sets scope and boundaries. The engineer confirms
readiness. The GRC practitioner confirms assessable scope and evidence
expectations.

« Design: The architect specifies invariants and contracts. The engineer converts
them into implementable policies. The GRC practitioner builds the traceability
crosswalk.
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o Deploy: The engineer implements outputs through staged rollouts and rollback
plans. The architect reviews risk tradeoffs. The GRC practitioner validates
governance and documentation.

o Detect: The engineer instruments telemetry. The architect confirms the signals'
answers to investigative questions. The GRC practitioner confirms integrity and
retention.

o Defend: The engineer practices containment actions. The architect ensures
containment is feasible by design. The GRC practitioner confirms the drills
produce proof.

o Demonstrate: The engineer produces EP-01.x artifacts. The architect validates
that outcomes match intent. The GRC practitioner confirms audit-ready
traceability.

This role-based use model reinforces that D01 is a shared discipline. It aligns
architecture, engineering, and assurance around a single objective: a network
engineered for defensibility and capable of proving it.

In Summary

D01 establishes the engineering baseline for secure connectivity. It defines how an
organization bounds network scope, specifies access intent, controls change,
engineers’ visibility, executes containment, and demonstrates proof. These are not
optional qualities. They determine whether a compromise stays local or becomes
systemic.

The Standard Overview above shows a complete engineering chain from readiness
inputs to measurable outputs, and from verification activities to Evidence Pack artifacts.
When D01 is applied consistently, network security becomes defensible by design:
boundaries are explicit, access paths are governed, telemetry is usable, containment is
executable, and proof exists before an incident forces assumptions.

D01 also sets the conditions under which other domains depend. Cloud security,
workload security, identity security, monitoring, and encryption all rely on a network
foundation that is segmented, policy-driven, observable, and resilient to change.
Without that foundation, downstream controls often become inconsistent, difficult to
validate, and hard to defend during audits or incident reviews.

With D01 established, the next standard can build on a stable network baseline.

D02 focuses on cloud security architecture and resilience, where network boundaries
are distributed across virtual networks, managed service endpoints, and cloud-native
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access pathways. D02 extends the same defensible discipline into the cloud control
plane and cloud workload plane, ensuring that cloud connectivity, access, and telemetry
remain engineered, measurable, and provable.
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11.2 Domain Profile: D02-Cloud Security Architecture &
Resilience
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ISAUnited’s Defensible 10 Standards

Parent Standard: D02-Cloud Security Architecture & Resilience
Document: ISAU-DS-CS-1000

Last Revision Date: November 2025
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Cloud Security Architecture and Resilience as a Defensible
Discipline

Cloud Security Architecture and Resilience is the operating discipline of modern
cybersecurity engineering. Enterprises now deliver core business services through
cloud platforms, managed services, and continuously evolving hybrid interconnects.
That speed and elasticity are business advantages, but they also increase the blast
radius of unclear boundaries, overprivileged identities, misconfigurations, and
uncontrolled change. When cloud environments are treated as convenience
infrastructure rather than engineered systems, security failures scale faster than
response. When cloud environments are engineered with explicit trust boundaries,
enforced intent, controlled change, verifiable telemetry, rapid containment, and proof,
compromise becomes containable, and recovery becomes repeatable.

This domain is crucial because it governs the conditions that determine whether a cloud
incident becomes a localized security defect or a business-disrupting event. It decides
whether the control plane can be abused through identity and API pathways, whether
workloads can move laterally across east—west paths, whether egress can be used for
command and control and data exfiltration, whether secrets and keys remain controlled,
and whether defenders can reconstruct what happened with evidence that survives
scrutiny.

Why this Domain Matters to Adversaries

The Threat Vector

TV04 captures the compromise path that most consistently turns cloud incidents into
enterprise impact: control plane credential compromise. In this vector, the entry surface
is the identity plane, where cloud administrative and automation credentials, tokens, or
keys are obtained and used to execute trusted control-plane actions. The enabling
condition is weak identity control for privileged and automation identities, which allows
an adversary to assume roles, alter security posture, and establish persistence through
legitimate management interfaces. Once control-plane access is achieved, the impact
expands quickly, spanning logging changes, configuration modifications, resource
access, and data compromise across cloud services and connected environments. This
is why TV04 is the anchor vector for D02: cloud resilience depends on control-plane
trust, governance, and visibility that remain defensible under adversary pressure.
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Figure 11.2.1. TV04 Threat Vector Profile:

TV04: Cloud control plane credential compromise

Threat Vector Definition:

Compromised cloud administrative or automation credentials enable control
plane actions, persistence, and unauthorized access to cloud resources
and data.

Threat Vector Elements:
Entry Surface
Identity plane

Exposure Condition

Weak identity controls for cloud admins or automation identities

Impact Path

Credential/token/key theft — assume role — control plane actions —
persistence — resource/data compromise

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Vector card is from the Intrusion Vault in ISAUnited’s
Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV04 to a real
adversary pattern that repeatedly converts identity weakness into cloud-wide business
impact. TAO2 ALPHV / BlackCat is selected because its operations routinely begin with
credential access and remote access abuse, then expand through privilege escalation
and lateral movement toward data theft and disruption. In cloud environments, that
progression depends on the same enabling condition described in TV04: weak identity
controls for cloud administrators and automation identities that enable control-plane
actions, persistence, and unauthorized access. This pairing keeps D02 focused on what
matters most: hardening the control plane, governing privileged identities, and proving
that containment and audit telemetry remain reliable under adversary pressure.
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Figure 11.2.2. TAO2 Threat Actor Profile:

[TAO2] ALPHV / BlackCat

Cybercrime group (Ransomware-as-a-
Service)

REGION Russia-based / Russian-speaking
(suspected)

OBJECTIVE Financial extortion (encryption + data
theft), disruption

TACTICS Credential access; remote services
abuse; exploitation; lateral movement;
data exfiltration; ransomware deployment

[Skill rating: & 4rk]

SCENARIO HOOK

A healthcare-adjacent service provider suffers a multi-
day outage. Access traces back to compromised
remote access and limited identity hardening. The
attacker pressures the payment with threats of
downtime and data leaks.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message:
cloud incidents become business-disrupting events when the control plane is treated as
convenience infrastructure instead of an engineered security system. The Threat Vector
defines the compromise path, and the Threat Actor shows how quickly that path can be
exploited when privileged identities, automation identities, audit telemetry, and
containment actions are not engineered with discipline. The next section breaks this
reality into six failure patterns that repeat across maijor incidents. These patterns explain
why the compromise path succeeds, and they identify what D02 must correct through
requirements, technical specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

1. Unknown scope
Organizations cannot bound what is affected fast enough. In cloud estates,
unknown scope expands through ephemeral workloads, inherited dependencies,
multi-account sprawl, and unmanaged interfaces. When inventory, trust
boundaries, and exposure paths are incomplete, responders spend time
searching rather than containing the situation.

2. Unclear intent
Access intent across identities, networks, and managed service interfaces is
ambiguous or undocumented. When least privilege is not engineered, when trust
boundaries are not explicit, and when default deny is not enforced, permissive
pathways persist. Attackers benefit from unclear intent because enforcement
becomes inconsistent and assumptions become exploitable.

3. Uncontrolled change
Cloud environments change constantly through templates, pipelines, policies,
images, and provider settings. When those changes bypass review, gates, and
validation, the environment becomes vulnerable to malicious modification and
accidental misconfiguration. Uncontrolled change breaks architectural stability.

4. Blind telemetry
Visibility is insufficient to detect and reconstruct activity. When audit logs, identity
signals, network flow telemetry, workload events, and key usage are incomplete
or not correlated, detection is delayed, and investigations become speculative.
Blind telemetry produces confidence without proof.

5. Delayed containment
Containment is slow, manual, or operationally difficult. Cloud environments
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without enforceable segmentation, egress governance, and rapid credential
revocation allow adversaries to persist, move laterally, and amplify impact.
Delayed containment is often where a breach becomes a disaster.

6. No proof

Organizations cannot produce defensible evidence of what was implemented,
tested, or occurred. Without verifiable artifacts, recovery decisions become
guesswork, audit outcomes degrade, and lessons learned fail to translate into

measurable engineering improvements.

These failures share a single root cause: cloud environments were treated as
infrastructure rather than as engineered security systems with measurable
requirements, defined outputs, and verification discipline.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, unclear intent maps to Design, uncontrolled change maps to Deploy,
blind telemetry maps to Detect, delayed containment maps to Defend, and no proof

maps to Demonstrate.

Figure 11.2.3. The Engineering Response - The Defensible Loop in Practice:

DO02-
Cloud Security
Architecture &

Resilience

Wefensible02

oev\d

D-Loop Phase

Define

D02 - Cloud Security Architecture and
Resilience

Scope: Tenants, regions, and service
inventory

Design

Blueprint: Landing zone guardrails and
resilience intent

Deploy

Build: Automated policy and configuration
baselines

Detect

Signals: Audit, drift, and identity telemetry

Defend

Shield: Guardrail blocks and recovery
actions

Demonstrate

Proof: Drift evidence and recovery tests

Cloud Security Architecture and Resilience applies the Defensible Loop to ensure cloud

security is not assumed, but engineered, enforced, and proven.
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1. Define
Bound scope by establishing a Landing Zone baseline, explicit trust boundaries,
segmentation maps, interface contracts, identity models, and a clear inventory of
exposed services and managed service endpoints.

2. Design
Specify intent for access, data protection, and connectivity. Define least-privilege
identity pathways, default-deny boundaries, private endpoint preference,
controlled egress, encryption defaults, and evidence requirements before
implementation begins.

3. Deploy
Implement the baseline as the authoritative configuration. Enforce identity
policies, segmentation, artifact admission rules, posture gates, and change
control that fail closed on critical violations.

4. Detect
Engineer visibility using centralized, time-aligned telemetry. Correlate identity,
network, data, and workload events so that detection answers investigator
questions rather than producing unstructured noise.

5. Defend
Execute containment actions that are pre-engineered. Rapidly revoke access,
isolate segments, restrict egress, quarantine suspect workloads, and trigger
response playbooks that contain blast radius.

6. Demonstrate
Produce proof through Verification and Validation activities and Evidence Pack
artifacts. Cloud security is defensible only when it can demonstrate that controls
work as designed and continue to work after change.

Why This Domain Must Be Adopted

Cloud Security Architecture and Resilience is the domain that decides whether security
can be enforced at scale, across hybrid connectivity, and under adversarial pressure. It
is where cloud security becomes engineered reality: trust boundaries that hold, identity
intent that is enforceable, segmentation that limits east—-west movement, egress
governance that blocks abuse, telemetry that supports investigation, containment that is
executable, and proof that can be produced on demand. When organizations adopt this
domain as a technical standard, they reduce breach impact, shorten time to
containment, improve recovery confidence, and strengthen audit defensibility. More
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importantly, they stop repeating the same engineering failures under different incident
names.

This is the value of D02. It takes recurring failure patterns that have harmed real
organizations and converts them into an engineering loop that produces measurable
outcomes, operational containment, and proof.

The Standard Overview: D02-Cloud Security Architecture and
Resilience

Section 1. Introduction

Defines D02 as the engineering baseline for secure, resilient cloud environments:
explicit trust boundaries, identity intent, controlled change, and telemetry designed to
support investigation and containment. Establishes how D02 anchors related sub-
standards and how the Defensible Loop structures work from planning through
evidence.

Section 2. Definitions

Establishes precise cloud terms so implementers and auditors share a common
vocabulary for trust boundaries, segmentation, identity pathways, encryption, artifact
admission, telemetry, and evidence.

Section 3. Scope

Covers public, private, hybrid, and multi-cloud deployments across identity, network,
data, APIs, managed services, telemetry, and resilience. Establishes domain
boundaries to keep cloud architecture distinct from application security and Secure
SDLC disciplines.

Section 4. Use Case

Presents a consolidated enterprise scenario that addresses over-privilege,
misconfiguration, lateral movement, and visibility gaps in multi-cloud environments.
Demonstrates measurable outcomes tied to enforceable architecture actions.

Section 5. Requirements (Inputs)

List readiness gates required before implementation: trust boundaries and Landing
Zone baseline, identity prerequisites, segmentation intent, encryption and key
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management readiness, posture enforcement capability, telemetry readiness, and
evidence conventions.

Section 6. Technical Specifications (Outputs)

Describes the observable architecture once implemented: least-privilege identity
pathways with time-bounded elevation, default-deny segmentation with
microsegmentation where required, private endpoint preference, encryption defaults
with managed keys, enforceable API boundary controls, posture gates, and centralized
telemetry.

Section 7. Cybersecurity Core Principles

Identifies the principles shaping cloud decisions: least privilege, Zero Trust, defense in
depth, secure by design, secure defaults, resilience and recovery, and evidence
production. Each principle ties to outputs and tests.

Section 8. Foundational Standards Alignment

Shows how D02 aligns to NIST and ISO foundational guidance without duplicating them
and how clause-level mappings support audit traceability while the book remains stable.

Section 9. Security Controls

Connects the architecture to the control frameworks used in practice for cloud, network,
and API protection. Emphasis remains on implementable controls and measurable
outcomes.

Section 10. Engineering Discipline

Explains how cloud configurations are treated as engineered artifacts: version control,
review, staged promotion, drift detection, documented decisions, and repeatable
rollbacks that preserve service while improving security.

Section 11. Associate Sub Standards Mapping

Shows how D02 spawns focused sub-standards for identity access security,
segmentation and east—west control, egress governance, data protection and key
management, APl boundary enforcement, workload runtime security, posture and drift
control, centralized telemetry, and incident response playbooks.
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Section 12. Verification and Validation (Tests)

Outlines proof activities: policy and posture gate verification, segmentation and egress
tests, artifact admission denials, encryption validation, DR and recovery drills, and
adversary-informed exercises. Results feed the traceability matrix and Evidence Pack
artifacts.

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity: start with Landing Zone baselines
and trust boundaries; enforce least-privileged identity; codify segmentation and egress;
stage rollouts; validate with repeatable tests; tune detection; rehearse containment; and
retain evidence.

Role-Based Use of D02: How Practitioners Apply the
Standard

D02 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns cloud intent into
enforceable controls and produces evidence that controls hold under change and
adversarial pressure.

Cybersecurity Architect: Sets Cloud Intent and Boundaries

The architect uses D02 to define the cloud environment and what must always remain
true. Work begins with Section 3 to confirm boundaries, then with Section 6 to define
the required end state, and finally with Section 10 to establish the engineering discipline
and artifacts required for defensibility. Define and Design activities include trust
boundary definition, Landing Zone guardrails, identity pathways, segmentation intent,
egress governance, encryption defaults, and telemetry requirements. Decisions are
recorded with explicit tests and evidence plans.

Primary D02 sections used: Sections 3, 6, 10, 11

Primary outputs produced: trust boundary model, Landing Zone baseline intent,
segmentation and egress intent, identity intent, telemetry requirements, decision
records, evidence plan
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Cybersecurity Engineer: Implements Outputs and Proves They Work

The engineer uses D02 to implement enforceable cloud security outcomes and validate
them through repeatable tests. Work begins with Section 5 to confirm inputs exist, then
implements Section 6 outputs, and executes Section 12 verification and validation
activities. Section 13 guides operational behaviors that keep the architecture stable over
time. The engineer translates intent into enforced identity policies, segmentation and
egress controls, encryption and key management enforcement, API boundary
protections, posture gates, and telemetry instrumentation. Evidence artifacts are stored
using EP-02 conventions so results remain traceable and auditable.

Primary D02 sections used: Sections 5, 6, 12, 13

Primary outputs produced: enforced policies and configurations, staged rollout
evidence, validation results, recovery and containment drill results, EP-02
artifacts

GRC Practitioner: Anchors the Standard to Assurance and Audit Readiness

The GRC practitioner uses D02 to validate traceability and the quality of evidence. Work
begins with Section 8 for foundational alignment and Section 9 for control framework
mappings. The practitioner confirms that each requirement maps to an output, a
verification and validation activity, and an Evidence Pack artifact. The practitioner
validates exception handling, evidence integrity, time alignment, and retention
expectations.

Primary D02 sections used: Sections 8, 9, 12
Primary outputs produced: crosswalk tables, control mappings, evidence
acceptability criteria, exception governance, audit readiness package

Collaboration Pattern Across the Defensible Loop

e Define: The architect sets the scope and trust boundaries. The engineer confirms
readiness gates. The GRC practitioner confirms assessable scope and evidence
expectations.

e Design: The architect specifies intent and invariants. The engineer converts them
into enforceable configurations. The GRC practitioner builds the crosswalk.

e Deploy: The engineer implements outputs through staged promotion and rollback
plans. The architect reviews risk tradeoffs. The GRC practitioner validates
governance and documentation.
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e Detect: The engineer instruments telemetry and correlation. The architect
confirms signals answer investigative questions. The GRC practitioner confirms
integrity and retention.

e Defend: The engineer practices containment actions. The architect ensures
containment is feasible by design. The GRC practitioner confirms that drills
produce proof.

e Demonstrate: The engineer produces EP-02 artifacts. The architect validates that
outcomes match intent. The GRC practitioner confirms audit-ready traceability.

In Summary

D02 establishes the engineering baseline for cloud security architecture and resilience.
It defines how an organization bounds scope, specifies intent, controls change,
engineers visibility, executes containment, and demonstrates proof in cloud and hybrid
environments. These qualities determine whether a cloud compromise stays local or
becomes systemic.

With D02 established, the next standard can build on a stable cloud baseline. D03
focuses on compute, platform, and workload security architecture, where runtime
integrity, artifact admission, and workload behavior controls extend cloud defensibility
down to the execution layer.
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11.3 Domain Profile: D03-Compute, Platform & Workload
Security Architecture
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ISAUnited’s Defensible 10 Standards

Parent Standard: D03-Compute, Platform, & Workload Security Architecture
Document: ISAU-DS-CPW-1000

Last Revision Date: December 2025
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Compute, Platform & Workload Security Architecture as a
Defensible Discipline

Compute, platform, and workload security is the execution discipline of modern
cybersecurity engineering. This is the layer where software becomes running
processes, where identities are exercised, where images and packages enter runtime,
and where adversaries convert access into operational impact. Many organizations
invest heavily in governance and tooling, yet still fail because the compute plane was
treated as infrastructure convenience rather than an engineered system with explicit
boundaries, enforced intent, controlled change, instrumented visibility, rapid
containment, and proof.

This domain is crucial because it governs the conditions that decide whether an
intrusion becomes a contained technical failure or an enterprise-level disruption. It
determines whether control planes resist abuse, whether workloads run with appropriate
privilege, whether east—-west movement is constrained, whether egress is governed,
whether secrets remain controlled, whether recovery can be executed safely, and
whether defenders can demonstrate what happened with evidence that survives peer
review and audit.

Why this Domain Matters to Adversaries
The Threat Vector

TV08 captures one of the most dependable compromise paths in enterprise
environments: unpatched platforms and workloads that allow exploitation, persistence,
and downstream impact from the compute plane. In this vector, the entry surface is the
compute plane itself, where operating systems, hypervisors, middleware, and workload
runtimes expose exploitable conditions that remain available because patch governance
and baseline discipline are uneven. The enabling condition is not only the absence of
patches. It is the combination of patch gaps, configuration drift, and inconsistent
hardening across workloads that gives an adversary repeated opportunities to achieve
execution and then sustain access. Once execution is achieved, the impact path
commonly expands into privilege escalation, lateral movement, and high-impact
outcomes such as service disruption or ransomware deployment. This is why TV08 is
the anchor vector for D03: compute, platform, and workload security determine whether
exploitation becomes a contained technical event or an enterprise-wide operational
disruption.
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Figure 11.3.1. TVO8 Threat Vector Profile:

TV08: Unpatched platform and workload exposure

Threat Vector Definition:

Patch gaps in operating systems, platforms, middleware, or workloads
enable exploitation, persistence, and downstream impact.

Threat Vector Elements:
Entry Surface
Compute plane

Exposure Condition

Patch gaps on OS, hypervisor, middleware, or workloads

Impact Path

Exploit unpatched workload — execution — persistence — lateral
movement/impact

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV08 to a real-
world adversary pattern that repeatedly converts compute-plane weakness into
operational impact. TAO7 DarkSide / BlackMatter is selected because its operations
commonly begin with credential theft or remote service abuse, then escalate through
exploitation, lateral movement, and operational disruption via ransomware deployment.
In enterprise environments, that progression depends on the same enabling condition
described in TVO08: patch gaps and uneven workload hardening that allow execution
and persistence, followed by rapid spread across reachable systems. This pairing keeps
D03 focused on what matters most: hardened workload baselines, privileged access
boundaries, patch governance that reduces exploitable exposure, and repeatable
validation that remains defensible under adversary pressure.



Page 153 of 260

Figure 11.3.2. TAO7 Threat Actor Profile:

[TAO7] DarkSide / BlackMatter

TYPE Cybercrime group (Ransomware-as-a-
Service)

REGION Russia-based / Russian-speaking
(suspected)

OBJECTIVE Financial extortion; disruption of
operations

Credential theft, remote service abuse,
lateral movement, data exfiltration, and
ransomware deployment.

TACTICS

[Skill rating: AA%#%]

SCENARIO HOOK

A critical service provider shuts down operations after
ransomware spreads through IT systems. Initial
access appears tied to remote access weaknesses
and poor segmentation. The incident drives
emergency continuity operations and public impact.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message: a
compromise of the compute plane becomes enterprise disruption when platforms and
workloads are treated as operational infrastructure rather than engineered security
systems. The Threat Vector defines the compromise path, and the Threat Actor shows
how quickly that path can be exploited when patch discipline, privilege boundaries,
telemetry, and containment actions are not engineered with rigor. The next section
breaks this reality into six failure patterns that repeat across major incidents. These
patterns explain why the compromise path succeeds, and they identify what DO3 must
correct through requirements, technical specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

1. Unknown scope
Organizations cannot keep up with what is vulnerable or exposed fast enough. In
compute estates, unknown scope expands through unmanaged images,
dependency sprawl, ephemeral workloads, and inconsistent inventories across
on-premises and cloud environments. When teams cannot determine what is
running and where, they spend time searching rather than containing it.

2. Unclear intent
Access intent across identities, control planes, workload interfaces, and
administrative paths is ambiguous or undocumented. When least privilege is not
engineered, and deny-by-default is not enforced, permissive pathways persist.
Attackers benefit from unclear intent because enforcement becomes inconsistent
and assumptions become exploitable.

3. Uncontrolled change
Compute environments are defined by images, templates, policies, functions,
orchestrator settings, and automation. When change bypasses review, gates,
and validation, environments become vulnerable to malicious modification and
accidental misconfiguration. Uncontrolled change breaks architectural stability
and undermines trust in the delivery chain.

4. Blind telemetry
Visibility is insufficient to detect and reconstruct activity. When control plane audit
logs, admission decisions, runtime events, identity events, and network policy
denials are incomplete or not correlated, detection is delayed, and investigations
become speculative. Blind telemetry produces dashboards without proof.
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5. Delayed containment
Containment is slow, manual, or operationally difficult. Environments without
enforceable segmentation, rapid identity revocation, quarantine, and rollback
allow adversaries to persist, move laterally, and amplify impact. Delayed
containment is often where an intrusion becomes a widespread compromise.

6. No proof
Organizations cannot produce defensible evidence of what was implemented,
tested, or running at the time of the event. Without provable artifacts, recovery
decisions become guesswork, audit outcomes decline, and lessons learned do
not translate into measurable engineering improvements.

These failures share a single root cause. Compute environments were treated as
operational infrastructure rather than engineered security systems with measurable
requirements, defined outputs, and verification discipline.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, unclear intent maps to Design, uncontrolled change maps to Deploy,
blind telemetry maps to Detect, delayed containment maps to Defend, and no proof
maps to Demonstrate.

Figure 11.3.3. The Engineering Response - The Defensible Loop in Practice:

D03 - Compute, Platform, and Workload
Security Architecture

D-Loop Phase

Define Scope: Workload classes and privileged
pathways

Design ?Iuepnnl. Hardening and isolation design
intent
Build: Golden images and runtime

Deploy enforcement

G Signals: Integrity and privileged activity

signals

D03-

C te, Platf
mo“en Si b I e 0 3 o";np\:j\':rkl:ado"“ Defend Shield: Quarantine, rollback, and

Security remediation actions
Architecture

Demonstrate Proof. Baseline conformance verification
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Compute, Platform & Workload Security Architecture applies the Defensible Loop to
ensure compute security is not assumed, but engineered, enforced, and proven.

1.

Define

Bound scope by establishing authoritative inventories for control planes, hosts,
clusters, namespaces, registries, images, functions, and administrative
pathways. Document trust boundaries, runtime zones, and interface contracts for
workload dependencies and management services. The objective is clarity about
what exists, what is exposed, and what must be governed.

. Design

Specify intent for privileged access, workload identity, segmentation, egress
governance, secrets handling, cryptographic defaults, admission policy, and
telemetry requirements. Define non-negotiable invariants before implementation
begins. Intent must be explicit so that security enforcement is deterministic rather
than interpretive.

Deploy

Implement the baseline as the authoritative configuration. Enforce privileged
access discipline, admission controls, verified artifact entry, baseline hardening,
policy gates, and change control that fail closed on critical violations. Deployment
is not just a release event. It is the continuous promotion of controlled change.

Detect

Engineer visibility using centralized, time-aligned telemetry. Correlate control
plane audit, workload runtime events, admission denials, identity events, and
segmentation denials so that detection answers investigator questions rather
than producing unstructured noise. Visibility becomes engineered when it is
structured, complete, and retained with integrity.

Defend

Execute containment actions that are pre-engineered. Quarantine suspect
workloads, revoke credentials, restrict egress, isolate namespaces or tiers, and
roll back to the last known-good signed artifact to constrain the blast radius.
Defend is where the architecture proves it can contain compromise by design.

Demonstrate

Produce proof through verification and validation activities and Evidence Pack
artifacts. Compute security is defensible only when it can demonstrate that
controls work as designed and continue to work after change. EP-03 provides the
evidence structure that enables proof to be repeated.
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Why This Domain Must Be Adopted

The compute, platform, and workload security architecture determines whether security
intent holds at the execution layer. It is where runtime integrity becomes engineering
reality: control planes that resist abuse, identities that remain least privilege,
segmentation that limits east-west movement, egress governance that blocks misuse,
telemetry that supports investigation, containment that is executable, and proof that can
be produced on demand. Adoption of DO3 reduces exploitability, shortens time to
containment, improves recovery confidence, and strengthens audit defensibility. More
importantly, it stops the same engineering failures from repeating under different
incident names.

The Standard Overview: Compute, Platform & Workload
Security Architecture

Section 1. Introduction

Defines D03 as the engineering baseline for secure compute execution: protected
control planes, enforceable identity intent, controlled change, runtime integrity, and
telemetry designed to support investigation and containment.

Section 2. Definitions

Establishes precise domain terms so implementers and reviewers share a consistent
vocabulary for control planes, workload identity, admission policy, runtime baselines,
telemetry, and evidence.

Section 3. Scope

Covers on premises, cloud, and hybrid compute across hosts, virtual machines,
containers, orchestrators, serverless, registries, secrets and key services, telemetry
pipelines, and resilience expectations.

Section 4. Use Case

Presents a consolidated scenario that addresses over-privilege, misconfiguration, lateral
movement, untrusted artifacts, and visibility gaps across hybrid and multi-cloud
compute.
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Section 5. Requirements (Inputs)

Defines readiness gates required before implementation: privileged access discipline,
segmentation intent, admission policy capability, artifact trust capability, encryption and
key readiness, baseline hardening readiness, telemetry readiness, and Evidence Pack
conventions using EP-03.

Section 6. Technical Specifications (Outputs)

Defines the observable architecture once implemented: least-privilege identity with time-
bounded elevation, default-deny segmentation with explicit egress allowlists, verified
artifact entry at admission, runtime baselines for containers and hosts, secrets delivery
via secure stores, centralized telemetry, and automated containment actions.

Section 7. Cybersecurity Core Principles

Identifies the principles shaping CPW decisions, including least privilege, Zero Trust,
defense-in-depth, secure by design, secure defaults, resilience and recovery, evidence
production, confidentiality, and availability.

Section 8. Foundational Standards Alignment

Documents alignment to foundational standards, organizations, and guidance while
keeping this Parent Standard stable and vendor-neutral. The purpose is audit
traceability and shared vocabulary, not duplication.

Section 9. Security Controls

Connects the architecture to control frameworks used in practice. The focus remains on
implementable controls and measurable outcomes rather than abstract statements.

Section 10. Engineering Discipline

Defines how compute security is treated as an engineered practice: systems thinking,
interface contracts, invariants, documented decisions, staged promotion, drift detection,
continuous validation, and repeatable rollback.

Section 11. Associate Sub-Standards Mapping

Shows how D03 spawns focused sub-standards for hardening baselines, runtime
detection, identity lifecycle, segmentation, encryption, and keys at the compute layer;
infrastructure and policy governance; API and secrets; and supply chain integrity.
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Section 12. Verification and Validation (Tests)

Defines proof activities: baseline verification, admission denials, segmentation and
egress tests, runtime detection and response drills, rollback exercises, and adversary-
informed scenarios. Results feed the traceability matrix and Evidence Pack artifacts.

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity: define scope and invariants, enforce
privileged access, codify segmentation and admission, stage rollouts, validate with
repeatable tests, tune detection, rehearse containment, and retain evidence in EP-03.

Role-Based Use of D03: How Practitioners Apply the
Standard

D03 is designed to be executed by multiple practitioner roles in a coordinated way. It is
not a checklist. It is an engineering workflow that turns compute intent into enforceable
controls and produces evidence that controls hold under change and adversarial
pressure.

Cybersecurity Architect: Sets compute intent and boundaries

The architect uses D03 to define what must always remain true for control planes,
workload identity, runtime baselines, segmentation intent, artifact trust, and telemetry.
Decisions are recorded with explicit tests and an evidence plan that a second engineer
can execute and a reviewer can audit.

Primary sections used: Scope, Technical Specifications, Engineering Discipline,
Sub-Standards Mapping

Primary artifacts produced: trust boundary model, administrative pathway intent,
runtime baseline intent, admission intent, telemetry requirements, decision
records, and evidence plan.

Cybersecurity Engineer: Implements outputs and proves they work

The engineer uses D03 to implement enforceable compute outcomes and validate them
through repeatable tests. Work begins with readiness gates, then implements the
outputs, and then executes verification and validation activities. Evidence artifacts are
stored using EP-03 conventions so results remain traceable and auditable.
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Primary sections used: Requirements, Technical Specifications, Verification and
Validation, Implementation Guidelines

Primary artifacts produced: enforced policies and configurations, staged rollout
evidence, validation results, containment and rollback drill results, EP-03 artifacts

GRC Practitioner: Anchors assurance and audit readiness

The GRC practitioner uses D03 to validate traceability and the quality of evidence. The
practitioner confirms that each requirement maps to an output, a verification and
validation activity, and an Evidence Pack artifact, including exception governance and
retention expectations.

Primary sections used: Foundational Alignment, Security Controls, Verification,
and Validation

Primary artifacts produced: crosswalk tables, control mappings, evidence
acceptability criteria, exception governance, audit readiness package

Collaboration Pattern Across the Defensible Loop

e Define: The architect bounds the scope. The engineer confirms readiness gates.
The GRC practitioner confirms assessable scope and evidence expectations.

e Design: The architect specifies intent and invariants. The engineer converts them
into enforceable configurations. The GRC practitioner validates traceability.

¢ Deploy: The engineer promotes changes through staged rollout and rollback
plans. The architect reviews risk tradeoffs. The GRC practitioner validates
governance artifacts.

e Detect: The engineer instruments telemetry and correlation. The architect
confirms signals answer investigative questions. The GRC practitioner confirms
integrity and retention.

e Defend: The engineer practices containment actions. The architect ensures
containment is feasible by design. The GRC practitioner confirms that drills
produce proof.

e Demonstrate: The engineer produces EP-03 artifacts. The architect validates that
outcomes match intent. The GRC practitioner confirms audit-ready traceability.

In Summary

D03 establishes the engineering baseline for compute, platform, and workload security
architecture. It defines how an organization bounds scope, specifies intent, controls
change, engineers visibility, executes containment, and demonstrates proof at the
execution layer. When adopted and practiced, DO3 moves organizations beyond tool
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accumulation and into defensible engineering, where compute security can withstand
real-world pressure with clarity, discipline, and evidence.

D04 shifts the Defensible 10 focus from the compute plane to the application plane,
where business logic, interfaces, and data flows are most directly exposed to
adversaries. It establishes the engineering baseline for securing web and mobile
applications, application programming interfaces, microservices, and event-driven
services by enforcing contractually correct interfaces, proper authorization, safe input
handling, and defender-friendly telemetry that can be verified and proven.
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11.4 Domain Profile: D04-Application Security Architecture &
Secure Development
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ISAUnited’s Defensible 10 Standards

Parent Standard: D0O4-Application Security Architecture & Secure Development
Document: ISAU-DS-AS-1000

Last Revision Date: December 2025
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Application Security Architecture and Secure Development
as a Defensible Discipline

Application Security Architecture and Secure Development is where cybersecurity
becomes an engineered reality. Enterprises deliver business services through
applications that expose APIs, execute workflows, transform data, and enforce access
decisions. That speed and flexibility are business advantages, but they also increase
the blast radius of unclear trust boundaries, broken authorization logic, unsafe input
handling, weak token and session semantics, and uncontrolled exposure through
responses and errors. When application security is treated as policy and tooling, failures
repeat. When it is engineered with explicit intent, contract true interfaces, controlled
change, defensible telemetry, executable containment, and proof, compromise
becomes containable, and verification becomes repeatable.

This domain is crucial because it governs whether attackers can exploit business logic,
bypass object and function authorization, inject hostile payloads into parsers and
serializers, abuse tokens and sessions, pivot through server-initiated outbound
requests, and leverage weak client surface protections. It also governs whether
defenders can reconstruct what happened using application-level evidence that
withstands scrutiny, rather than relying on assumptions and incomplete logs.

Why this Domain Matters to Adversaries
The Threat Vector

TV11 captures a compromise path that consistently turns application exposure into
large-scale impact: insecure API surfaces and broken authorization boundaries. In this
vector, the entry surface is the integration plane, where APIs and service interfaces
accept requests that can be manipulated to bypass access at the object, function, or
data level. The enabling condition is broken authorization boundaries across APIs and
services, where trust assumptions and access checks are inconsistent, incomplete, or
applied in the wrong place. Once authorization is abused, the impact path commonly
expands through privilege escalation, broad data access or modification, and then
exfiltration or disruption at scale. This is why TV11 is the anchor vector for D04: the
application security architecture determines whether interfaces enforce intent reliably
and whether API abuse becomes a contained defect or an enterprise-wide breach.
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Figure 11.4.1. TV11 Threat Vector Profile:

TV11: Insecure API surface and authorization

Threat Vector Definition:

Broken API authorization boundaries enable abuse of API calls for privilege
escalation and large scale data access or modification.

Threat Vector Elements:

Entry Surface
A w @ Integration plane

Exposure Condition

Broken authorization boundaries across APIs and services

Impact Path

APl authz abuse - privilege escalation — data access/modification - exfiltration
or disruption

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Vector card is from the Intrusion Vault in ISAUnited’s
Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV11 to a real
adversary pattern that repeatedly converts application and API exposure into extortion
and operational disruption. TAO1 LockBit is selected because its operations routinely
leverage exposed application interfaces, stolen credentials, and public-facing services
to achieve execution, expand access, and monetize impact through data theft and
ransomware deployment. In enterprise environments, that progression depends on the
same enabling condition described in TV11: weak authorization boundaries and
insecure API surfaces that allow an attacker to escalate access, automate abuse, and
reach high-value data paths. This pairing keeps D04 focused on what matters most:
engineered authorization intent, secure interface contracts, gated testing, and proof that
application controls remain defensible under adversary pressure.
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Figure 11.4.2. TAO1 Threat Actor Profile:

[TAO1] LockBit

Cybercrime group (Ransomware-as-a-
Service)

REGION Russia-based / Russian-speaking
(suspected)

OBJECTIVE Financial extortion (double extortion),
operational disruption

Phishing; exploiting public-facing apps;
TACTICS credential theft; lateral movement; data
exfiltration; ransomware deployment

SKILL [Skill rating: #AA%%]

SCENARIO HOOK

A wave of ransomware hits local government and
critical services. Initial access appears tied to stolen
credentials and exposed remote access. Data is
exfiltrated before encryption and leak-site threats.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message:
application failures become breaches when interfaces are treated as feature-delivery
mechanisms rather than engineered security boundaries. The Threat Vector defines the
compromise path, and the Threat Actor shows how quickly that path can be exploited
when authorization intent, input handling, telemetry, and containment controls are not
engineered with discipline. The next section breaks this reality into six failure patterns
that repeat across major incidents. These patterns explain why the compromise path
succeeds, and they identify what D04 must correct through requirements, technical
specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

1. Unknown scope
Organizations cannot bound what is affected fast enough. In application estates,
unknown scope expands through dependency chains, shared libraries, API
sprawl, and undocumented interfaces. When teams cannot determine where a
component, endpoint, or data path exists, response time is spent searching
rather than containing it.

2. Unclear intent
Application intent is ambiguous or inconsistent. When authorization decisions are
not explicit at the object, field, and function scopes, when contracts do not
enforce strict request-and-response behavior, and when token claims and
audiences are vague, enforcement becomes inconsistent, and assumptions
become exploitable.

3. Uncontrolled change
Applications change constantly through new routes, updated contracts,
dependency upgrades, and feature flags. When those changes bypass review,
tests, and validation, the system loses semantic stability. Uncontrolled change
breaks application integrity and makes vulnerabilities repeatable.

4. Blind telemetry
Visibility is insufficient to detect and reconstruct behavior. When application
events are unstructured, lack correlation identifiers, or fail to meet schema
requirements during ingestion, detection slows, and investigations become
speculative. Blind telemetry produces confidence without proof.

5. Delayed containment
Containment is slow, manual, or incomplete. Without enforceable rate limits,
backpressure, token revocation, SSRF egress controls, and predictable error



Page 168 of 260

behavior, adversaries persist, automate, and amplify impact. Delayed
containment is where a defect becomes a breach.

6. No proof

Organizations cannot produce defensible evidence of what was implemented,
tested, or enforced. Without proof artifacts, audit outcomes degrade, recovery
decisions become guesswork, and lessons learned do not translate into

measurable engineering improvement.

These failures share a single root cause: application security was treated as
documentation and tooling rather than as a measurable engineering discipline with

defined inputs, observable outputs, and verification and validation.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, unclear intent maps to Design, uncontrolled change maps to Deploy,
blind telemetry maps to Detect, delayed containment maps to Defend, and no proof

maps to Demonstrate.

Figure 11.4.3. The Engineering Response - The Defensible Loop in Practice:
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D04 - Application Security Architecture
and Secure Development

Scope: Application surface and trust
boundaries

Blueprint: Threat informed authorization
design

Build: Build gates and dependency
govemance

Signals: Authentication, API, and app
security events

Shield: Runtime controls and remediation
actions

Proof: Test results and gate evidence
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Application Security Architecture & Secure Development applies the Defensible Loop to
ensure application security is not assumed, but engineered, enforced, and proven.

1. Define
Bound scope by establishing the application inventory, trust boundaries, interface
maps, and authoritative contracts for all externally reachable and inter-service
interfaces. Define evidence expectations and identify where enforcement must
occur at the first boundary and in code.

2. Design
Specify intent for authorization, data handling, and interface behavior. Define
explicit object, field, and function authorization models, token and session
semantics, strict request and response contract behavior, safe serialization rules,
and error and telemetry semantics before implementation begins.

3. Deploy
Implement the end state as enforced behavior. Enforce contract strictness,
response schema alignment, idempotency on mutating routes, safe
deserialization constraints, and controlled changes that fail closed on critical
violations.

4. Detect
Engineer visibility using structured, schema-conformant telemetry. Correlate
events using correlation identifiers and control identifiers so investigations
answer specific questions rather than producing unstructured noise.

5. Defend
Execute containment actions that are pre-engineered. Throttle abuse, enforce
SSRF egress allowlists, revoke tokens, invalidate sessions, and maintain
predictable error behavior that supports defense while limiting disclosure.

6. Demonstrate
Produce proof through verification and validation activities and Evidence Pack
artifacts. Application security is defensible only when it can demonstrate that
controls work as designed and continue to work after change.
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Why This Domain Must Be Adopted

Application Security Architecture and Secure Development is the domain that decides
whether security is enforced where it matters most, inside application behavior, and at
application boundaries. It is where authorization logic becomes explicit and testable,
where interfaces become contractually true, where unsafe parsing and deserialization
are eliminated by design, where token and session pathways remain bounded, where
client-facing behavior is hardened, where abuse and SSRF paths are constrained, and
where telemetry becomes investigation-ready evidence.

This is the value of D04. It takes recurring failure patterns that have harmed real
organizations and converts them into an engineering loop that produces measurable
outcomes, executable containment, and proof.

The Standard Overview: Application Security Architecture &
Secure Development

Section 1. Introduction

Defines D04 as the engineering baseline for secure application behavior: explicit trust
boundaries, enforceable intent, controlled change, and telemetry designed to support
investigation and containment. Establishes how D04 anchors application layer sub-
standards and how the Defensible Loop structures work from planning through
evidence.

Section 2. Definitions

Establishes precise application security terms so implementers and auditors share a
common vocabulary for contracts, authorization scope, token and session semantics,
safe serialization, client surface protections, SSRF controls, telemetry fields, and
evidence.

Section 3. Scope

Covers application types and interface styles across web, APIs, microservices,
serverless, and event-driven systems. Establishes domain boundaries to keep
application semantics distinct from pipeline mechanics and infrastructure controls
governed elsewhere.
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Section 4. Use Case

Presents a consolidated enterprise scenario addressing broken authorization, schema
drift, unsafe serialization, weak token semantics, SSRF exposure, and telemetry gaps.
Demonstrates measurable outcomes tied to enforceable application behaviors.

Section 5. Requirements (Inputs)

Lists the readiness gates required before implementation: threat modeling artifacts,
ASR ID catalog, contract repository, authentication and authorization baselines, coding
standards, data classification, token and session policy, telemetry schema, SSRF and
abuse hooks, and dependency governance.

Section 6. Technical Specifications (Outputs)

Describes the observable application behavior once implemented: explicit authorization
decisions, strict contracts with response schema alignment, idempotency for mutating
routes, safe deserialization constraints, encoder at sink discipline, hardened token and
session behavior, client surface protections, abuse and SSRF containment, and
structured telemetry with ingest conformance.

Section 7. Cybersecurity Core Principles

Identifies the principles shaping application decisions: least privilege, Zero Trust,
complete mediation, defense in depth, secure by design, secure defaults, resilience and
recovery, evidence production, and detection enablement. Each principle ties to outputs
and tests.

Section 8. Foundational Standards Alignment

Shows how D04 aligns to NIST and ISO foundational guidance without duplicating them
and how clause-level mappings support traceability while the book remains stable.

Section 9. Security Controls

Connects the application architecture to control frameworks used in practice for
application and interface security, identity and access management, data protection,
logging, and testing. Emphasis remains on implementable controls and measurable
outcomes.
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Section 10. Engineering Discipline

Explains how application security is treated as an engineered system: explicit system
boundaries, interface contracts, documented decisions, invariants, evidence planning,
and repeatable verification discipline that survives change and attack.

Section 11. Associate Sub Standards Mapping

Shows how D04 spawns focused sub-standards for API authorization and contract
enforcement, secure coding and serialization safety, dependency governance, data
protection in code paths, client surface hardening, abuse and SSRF controls, state store
integrity, and optional runtime controls.

Section 12. Verification and Validation (Tests)

Outlines proof activities: contract and negative testing, including response schema
alignment, authorization abuse suites, token and session drills, header validation, SSRF
simulations, abuse throttling tests, telemetry ingest conformance checks, and
adversary-informed exercises. Results feed the traceability matrix and Evidence Pack
artifacts.

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity: start with contracts and explicit
authorization, enforce strict request and response behavior at the first boundary and in
code, validate token and session invariants, harden client surfaces, constrain abuse and
SSRF, enforce telemetry semantics, stage changes with proof, and retain evidence
under EP 04.

Role-Based Use of D04: How Practitioners Apply the
Standard

D04 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns application intent into
enforceable behavior and produces evidence that the behavior holds under change and
adversarial pressure.

Cybersecurity Architect: Sets Application Intent and Boundaries

The architect uses D04 to define what must always remain true in application behavior.
Work begins with Section 3 to confirm boundaries, then with Section 6 to define the
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required end state, and finally with Section 10 to establish the engineering discipline
and artifacts required for defensibility. Define and Design activities include trust
boundary definition; contract expectations, including response schema alignment;
authorization model selection; token and session semantics; client surface intent; SSRF
and abuse constraints; and telemetry requirements. Decisions are recorded with explicit
tests and evidence plans.

Primary D04 sections used: Sections 3, 6, 10, 11

Primary outputs produced: trust boundary model, contract and interface intent,
authorization intent, token and session intent, telemetry requirements, decision
records, evidence plan

Cybersecurity Engineer: Implements Outputs and Proves They Work

The engineer uses D04 to implement enforceable application security outcomes and
validate them through repeatable tests. Work begins with Section 5 to confirm inputs
exist, then implements Section 6 outputs, and executes Section 12 verification and
validation activities. Section 13 guides operational behaviors that maintain application
stability over time. The engineer translates intent into contract enforcement at the first
boundary, explicit authorization checks, safe deserialization constraints, idempotency
for mutating routes, token and session enforcement, header and client surface policies,
SSRF guardrails, structured logging, and ingest validation. Evidence artifacts are stored
using EP 04 conventions to ensure results remain traceable and auditable.

Primary D04 sections used: Sections 5, 6, 12, 13
Primary outputs produced: enforced application behaviors, staged rollout
evidence, validation results, containment drill results, EP 04 artifacts

GRC Practitioner: Anchors the Standard to Assurance and Audit Readiness

The GRC practitioner uses D04 to validate traceability and the quality of evidence. Work
begins with Section 8 for foundational alignment and Section 9 for control framework
mappings. The practitioner confirms that each requirement maps to an output, a
verification and validation activity, and an Evidence Pack artifact. The practitioner
validates exception handling, evidence integrity, time alignment, and retention
expectations.

Primary D04 sections used: Sections 8, 9, 12
Primary outputs produced: crosswalk tables, control mappings, evidence
acceptability criteria, exception governance, audit readiness package
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Collaboration Pattern Across the Defensible Loop

Define: The architect bounds scope and interfaces. The engineer confirms
readiness gates. The GRC practitioner confirms assessable scope and evidence
expectations.

Design: The architect specifies intent and invariants. The engineer converts them
into enforceable checks. The GRC practitioner builds the crosswalk.

Deploy: The engineer implements outputs through staged promotion and rollback
plans. The architect reviews risk tradeoffs. The GRC practitioner validates
governance and documentation.

Detect: The engineer instruments telemetry and correlation. The architect
confirms signals answer investigative questions. The GRC practitioner confirms
integrity and retention.

Defend: The engineer practices containment actions. The architect ensures
containment is feasible by design. The GRC practitioner confirms that drills
produce proof.

Demonstrate: The engineer produces EP 04 artifacts. The architect validates that
outcomes match intent. The GRC practitioner confirms audit-ready traceability.

In Summary

D04 establishes the engineering baseline for application security architecture and
secure development. It defines how an organization bounds scope, specifies intent,
controls change, engineers visibility, executes containment, and demonstrates proof at
the application layer. These qualities determine whether application exploitation stays
local or becomes systemic.

With D04 established, the next standard can build on a stable application baseline. D05
focuses on data security architecture, where classification, minimization, masking,
encryption interfaces, egress control, and data evidence requirements extend
defensibility to the data plane.
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11.5 Domain Profile: D05-Data Security Architecture
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Data Security Architecture as a Defensible Discipline

Data Security Architecture is the operating discipline that keeps protections bound to
the data itself, across databases, warehouses, and lakehouses, object and file stores,
SaaS data planes, pipelines, streaming systems, endpoints, and archives. Enterprises
now move sensitive data through hybrid and multi-cloud estates at high velocity. That
speed increases the blast radius of unclear scope, weak access intent, uncontrolled
exports, incomplete telemetry, delayed containment, and unverifiable recovery. When
data protection is treated as a set of disconnected tools, exposure paths multiply faster
than teams can detect and contain. When data protection is engineered with
classification, purpose-bound access, controlled egress, investigation-ready telemetry,
and proven recovery, compromise becomes containable, and restoration becomes
repeatable.

This domain is crucial because it governs the conditions that determine whether a data
incident becomes a local defect or an enterprise-scale failure. It decides whether teams
can bound the data in scope, enforce access intent at decision time, prevent out-of-
policy exports, reconstruct events with consistent telemetry, contain misuse quickly, and
produce proof that withstands peer review.

Why this Domain Matters to Adversaries
The Threat Vector

TV14 captures a compromise path that consistently turns access into lasting damage:
uncontrolled data egress through outbound pathways. In this vector, the entry surface is
the data plane, where sensitive records, objects, and files can be queried, staged, and
exported once an adversary gains a workable level of access. The enabling condition is
weak egress control and weak visibility, in which outbound paths are permissive, the
DLP posture is incomplete, and bulk movement of sensitive data is not reliably detected
or constrained. Once exfiltration becomes possible, the impact path commonly shifts
from a single data access event into sustained data loss, extortion leverage, and long-
term business harm through disclosure pressure. This is why TV14 is the anchor vector
for DO5: the data security architecture determines whether sensitive data remains
purpose-bound and controlled and whether outbound pathways are engineered to
prevent covert export at scale.



Page 178 of 260

Figure 11.5.1. TV14 Threat Vector Profile:

TV14: Uncontrolled data egress

Threat Vector Definition:

Weak egress controls and visibility enable covert, sustained data exfiltration
through outbound pathways.

Threat Vector Elements:
Il s .\_ Entry Surface
== T W
Data plane

Exposure Condition

Weak egress controls, weak DLP posture, blind outbound pathways

Impact Path

Weak egress/DLP — covert exfiltration — sustained data loss

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV14 to a real
adversary pattern that repeatedly monetizes data exposure through extortion and
disruption. TAQ9 Hive is selected because its operations emphasize exploitation,
credential abuse, lateral movement, and data exfiltration as a precursor to ransomware
deployment and pressure. In enterprise environments, that progression depends on the
same enabling condition described in TV14: weak egress controls and weak detection
of outbound pathways that allow covert export and sustained data loss before
containment is achieved. This pairing keeps D05 focused on what matters most:
classification and access control enforced at decision time, controlled egress,
investigation-ready telemetry for access and export events, and recovery capability
proven with evidence under adversary pressure.
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Figure 11.5.2. TAQO9 Threat Actor Profile:

[TAO9] Hive

TYPE Cybercrime group (Ransomware-as-a-
Service)

REGION Transnational / Russian-speaking
ecosystem (assessed)

OBIJECTIVE Financial extortion; disruption of
healthcare and public services.

Phishing; exploitation; credential theft;
lateral movement; data exfiltration;
ransomware deployment.

TACTICS

[Skill rating: %]

SCENARIO HOOK

A regional hospital system experiences ransomware-
related downtime and diversion. Logs show repeated
failed logins and compromised admin credentials. The
organization must balance rapid recovery with breach
reporting and patient safety.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message: data
incidents become enterprise-scale failures when outbound pathways are treated as
normal connectivity instead of engineered control points. The Threat Vector defines the
compromise path, and the Threat Actor shows how quickly that path can be exploited
when access intent, export governance, telemetry, and containment actions are not
engineered with discipline. The next section breaks this reality into six failure patterns
that repeat across major incidents. These patterns explain why the compromise path
succeeds, and they identify what D05 must correct through requirements, technical
specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

1. Unknown scope
Organizations cannot determine quickly which data and systems are affected. In
data estates, unknown scope grows through cloud sprawl, SaaS repositories,
unmanaged copies, and incomplete catalogs. When discovery and tagging are
incomplete, responders search rather than contain.

2. Unclear intent
Access intent across identities, services, and data paths is ambiguous or
undocumented. When deny-by-default is not enforced for sensitive classes, and
the purpose context is missing from decisions, permissive access persists and
becomes exploitable.

3. Uncontrolled change
Data controls change due to policy bundles, schema updates, permission drift,
and platform settings. When changes bypass review and gates, architecture
assumptions break, and data exposure follows.

4. Blind telemetry
Visibility is insufficient to detect and reconstruct activity. When access, export,
and control decisions are not normalized and correlated, detection is delayed,
and investigations become speculative.

5. Delayed containment
Containment is slow, manual, or operationally difficult. Data estates without
enforced egress controls and rapid policy actions allow persistent misuse and
repeated export attempts.

6. No proof
Organizations cannot produce defensible evidence of what was implemented,
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tested, or occurred. Without evidence artifacts, recovery decisions become
guesswork, lessons do not translate into measurable improvement, and

confidence is asserted without proof.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, unclear intent maps to Design, uncontrolled change maps to Deploy,
blind telemetry maps to Detect, delayed containment maps to Defend, and no proof

maps to Demonstrate.

Figure 11.5.3. The Engineering Response - The Defensible Loop in Practice:

D-Loop Phase D05 - Data Security Architecture
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Architecture

Define

Scope: Data domains, flows, and storage
locations

Design

Blueprint: Access, encryption, and
movement intent

Deploy

Build: Policy enforcement and encryption
baselines

Detect

Signals: Access and movement anomaly
signals

Defend

Shield: Exfiliration blocks and rapid
revocation

Demonstrate

Proof: Access reviews and crypto
verification

Data Security Architecture applies the Defensible Loop so data security is not assumed,

but engineered, enforced, and proven.

1. Define

Bound scope by establishing the authoritative data catalog, discovery coverage
targets that include cloud and SaaS repositories, the sensitivity tag schema, and
the systems and data paths that are in scope for enforcement.

2. Design

Specify intent for data access and movement. Define deny-by-default for
sensitive classes, purpose-bound ABAC decisions, allowlisted data egress
control paths, encryption by policy per CEK profiles, and evidence requirements

before implementation begins.
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3. Deploy
Implement the baseline as the authoritative configuration. Enforce tag bindings to
ABAC and DLP, controlled exports and sharing paths, WORM where required for
recovery and evidence, and change control that fails closed on critical violations.

4. Detect
Engineer visibility using standardized access and modify events with required
fields and SIEM correlation, so detection answers investigator questions and
supports end-to-end reconstruction.

5. Defend
Execute containment actions that are pre-engineered. Deny out-of-policy access,
block out-of-policy egress, quarantine shadow data copies, and trigger response
playbooks that contain blast radius.

6. Demonstrate
Produce proof through verification and validation activities and Evidence Pack
artifacts, including EP 05.1, EP 05.2, and EP 05.3, summarized in EP 05.0.

Why This Domain Must Be Adopted

Data Security Architecture is the domain that determines whether data protection
remains consistent across hybrid and multi-cloud environments and under adversarial
pressure. It is where data security becomes engineered reality: classification that drives
enforcement, access intent that is enforced and logged, egress that is controlled and
measurable, telemetry that supports investigation, recovery that is tested, and proof that
can be produced on demand. When organizations adopt D05 as a technical standard,
they reduce unauthorized access, reduce exfiltration risk, shorten time to containment,
improve recovery confidence, and strengthen defensibility through evidence.

The Standard Overview: D05 Data Security Architecture
Section 1. Introduction

Defines D05 as the engineering baseline for data protection across the lifecycle: bound
scope, enforceable access intent, controlled change, data egress control, investigation-
ready telemetry, and evidence-based proof.

Section 2. Definitions
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Establishes precise data security terms so implementers and reviewers share a
common vocabulary for tagging, ABAC decisions, DLP actions, WORM, event fields,
and evidence packs.

Section 3. Scope

Covers hybrid and multi-cloud data estates across data stores, pipelines, SaaS
repositories, access pathways, egress controls, telemetry, and recovery, while keeping
cryptography and delivery mechanics in their respective parent standards.

Section 4. Use Case

Presents a consolidated enterprise scenario that exposes common data failures, then
maps them to measurable outcomes across discovery, access enforcement, egress
control, telemetry, and recoverability.

Section 5. Requirements (Inputs)

List readiness gates required before implementation: catalog and tagging coverage
across cloud and SaasS, tag bindings to controls, ABAC baseline, encryption by policy
with KMS integration, DLP coverage, logging schema readiness, WORM recovery
prerequisites, and metrics and evidence readiness.

Section 6. Technical Specifications (Outputs)

Describes the observable architecture once implemented: discovery and tagging SLOs,
deny by default ABAC with purpose context, encryption by policy per CEK profiles,
controlled egress paths with deny logs, DLP efficacy with FP and FN bounds, WORM
enforcement for recovery where required, and standardized event schema with
conformance proof.

Section 7. Cybersecurity Core Principles

Identifies the principles shaping data decisions: least privilege, Zero Trust, complete
mediation, defense in depth, secure by design, secure defaults, evidence production,
and confidentiality, integrity, and availability. Each principle ties to outputs and tests.

Section 8. Foundational Standards Alignment

Shows how D05 aligns to NIST and ISO foundational guidance without duplicating them
and how clause-level mappings support traceability while the book remains stable.
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Section 9. Security Controls

Connects the architecture to control frameworks used in practice for inventory, access
control, encryption posture, data leakage prevention, audit logging, and recovery
protection. Emphasis remains on implementable controls and measurable outcomes.

Section 10. Engineering Discipline

Explains how data controls are treated as engineered artifacts: version control, peer
review, staged promotion, drift detection, documented decisions, and repeatable
rollback that preserves service while improving security.

Section 11. Associate Sub Standards Mapping

Shows how D05 spawns focused sub standards for catalog and tagging, purpose-bound
ABAC and privileged elevation, encryption posture and KMS integration, tag-driven DLP
and egress enforcement, WORM and recovery drills, and standardized access events
with MTTD targets.

Section 12. Verification and Validation (Tests)

Outlines proof activities: discovery coverage and tagging latency checks, ABAC deny-
by-default tests with purpose context, DLP exfiltration simulations, egress deny and
exception logging, WORM deny-alter evidence, encrypted restore drills to RTO and
RPO, schema conformance checks, and end-to-end reconstruction exercises.

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity: start with catalog scope and tagging,
bind tags to ABAC and DLP, enforce controlled egress, stage rollouts, validate with
repeatable tests, tune detection correlation, rehearse containment, and retain evidence
in EP 05.x.

Role-Based Use of D05: How Practitioners Apply the
Standard

D05 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns data intent into
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enforceable behavior and produces evidence that the behavior holds under change and
adversarial pressure.

Cybersecurity Architect: Sets Data Intent and Boundaries

The architect uses D05 to define what must always remain true for data protection.
Work begins with Section 3 to confirm scope and data boundaries, then with Section 6
to define the required end state, and finally with Section 10 to establish the engineering
discipline and artifacts required for defensibility. Define and Design activities include
data estate scope that includes cloud and SaaS repositories, classification and
sensitivity tag schema, trust boundaries for data access and export paths, deny-by-
default access intent for sensitive classes, purpose context requirements for data
access decisions, controlled egress intent, telemetry requirements for investigation-
ready events, and recovery intent for critical datasets. Decisions are recorded with
explicit tests, and evidence plans that reference EP-05 conventions.

Primary D05 sections used: Sections 3, 6, 10, 11

Primary outputs produced: data boundary model, classification and tag schema
intent, access intent with purpose context, data egress control intent, telemetry
requirements and event schema intent, decision records, evidence plan tied to

EP-05.0 through EP-05.3

Cybersecurity Engineer: Implements Outputs and Proves They Work

The engineer uses D05 to implement enforceable data security outcomes and validate
them through repeatable tests. Work begins with Section 5 to confirm inputs exist, then
implements Section 6 outputs, and executes Section 12 verification and validation
activities. Section 13 guides operational behaviors that maintain data protection over
time. The engineer translates intent into discovery and tagging of coverage targets
across on-premises, cloud, and SaaS data stores; ABAC deny-by-default decisions with
purpose context; DLP and data egress control enforcement; standardized access and
modify event emission with schema conformance; and recoverability through encrypted
restore drills, where required. Evidence artifacts are stored using EP-05 conventions so
results remain traceable and auditable.

Primary D05 sections used: Sections 5, 6, 12, 13

Primary outputs produced: implemented and tested discovery and tagging
coverage, enforced ABAC decisions and decision logs, DLP and egress test
results, logging schema conformance evidence, restore drill evidence, EP-05.1
through EP-05.3 artifacts summarized in EP-05.0
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Security Assurance Practitioner: Confirms Traceability and Evidence Quality

The assurance practitioner uses D05 to validate traceability and the quality of evidence.
Work begins with Section 8 for foundational alignment and Section 9 for control
framework mappings. The practitioner confirms that each requirement maps to an
output, at least one verification activity, at least one validation activity, and the correct
Evidence Pack artifact. The practitioner validates exception handling, evidence integrity,
immutability where required, time alignment, and retention expectations. The
practitioner uses Appendices A and B to confirm that the ETM and Evidence Pack
matrices remain consistent with Sections 5, 6, and 12, as well as the EP-05
conventions.

Primary D05 sections used: Sections 8, 9, 12, Appendix A, Appendix B
Primary outputs produced: ETM validation status, control and clause crosswalk
confirmations, evidence acceptability checks, exception records with sunset
dates, audit readiness package referencing EP-05.0 through EP-05.3

Collaboration Pattern Across the Defensible Loop

e Define: The architect sets scope and discovery expectations. The engineer
confirms readiness gates. The assurance practitioner confirms assessable scope
and evidence expectations.

e Design: The architect specifies intent and invariants. The engineer converts
intent into enforceable policies. The assurance practitioner builds the crosswalk.

e Deploy: The engineer promotes changes through gates and staged rollout. The
architect reviews tradeoffs. The assurance practitioner validates documentation
and exceptions.

e Detect: The engineer instruments telemetry and correlation. The architect
confirms signals answer the investigator's questions. The assurance practitioner
confirms integrity and retention.

e Defend: The engineer executes containment actions. The architect ensures
containment is feasible by design. The assurance practitioner confirms that drills
produce proof.

e Demonstrate: The engineer produces EP 05.x artifacts. The architect validates
that outcomes match intent. The assurance practitioner confirms traceability and
completeness of evidence.
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In Summary

D05 establishes the engineering baseline for data security architecture. It defines how
an organization bounds scope, specifies intent, controls change, engineers visibility,
executes containment, and demonstrates proof across data paths and platforms. These
qualities determine whether a data compromise stays local or becomes systemic.
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11.6 Domain Profile: D06-ldentity & Access Security
Architecture
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Identity & Access Security Architecture as a Defensible
Discipline

Identity & Access Security Architecture is the control-plane discipline in modern
cybersecurity engineering. Enterprises now operate through distributed applications,
cloud platforms, software-as-a-service, and automated service-to-service integrations.
That scale is a business advantage, but it also increases the blast radius of weak
authentication, overprivileged access, token misuse, and unmanaged non-human
identities. When identity is treated as an administrative system rather than an
engineered plane, compromise scales faster than response. When identity is
engineered with explicit trust boundaries, enforceable intent, controlled change,
verifiable telemetry, rapid containment, and proof, compromise becomes containable,
and recovery becomes repeatable.

This domain is crucial because it governs the conditions that determine whether an
attacker must defeat layered enforcement or can simply reuse credentials and tokens to
move laterally under the guise of legitimacy. It decides whether privileged access is
standing or time-bound, whether federation pathways enforce strict validation, whether
device posture meaningfully constrains sessions, whether service identities remain
governed, and whether defenders can reconstruct what happened with evidence that
survives scrutiny.

Why this Domain Matters to Adversaries
The Threat Vector

TV16 captures one of the fastest and most repeatable compromise paths in modern
environments: credential theft and token replay through the identity plane. In this vector,
the entry surface is the identity plane, where credentials, tokens, and sessions can be
obtained through phishing, session theft, or misuse of recovery and reset pathways.
The enabling condition is weak resistance to phishing, replay, and session theft, where
authentication factors are not sufficiently hardened, session semantics allow reuse, and
privilege boundaries do not prevent expansion once an account is taken over. Once
identity is compromised, the impact path commonly accelerates into account takeover,
privilege escalation, and downstream impact across connected systems that trust the
same identity assertions. This is why TV16 is the anchor vector for D06, because
identity and access security architecture determines whether trust is defensible, whether
privilege is constrained, and whether token-based access can be rapidly contained
when adversaries attempt to operate under the appearance of legitimacy.
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Figure 11.6.1. TV16 Threat Vector Profile:

TV16: Credential theft and token replay

Threat Vector Definition:

Phishing or token and session theft enables account takeover, privilege
escalation, and impact across connected systems.

Threat Vector Elements:

n‘ m Entry Surface
S —p _§‘ }-\\m Identity plane

Exposure Condition

Weak resistance to phishing, replay, and session theft

Impact Path

Phishing/replay/token theft — account takeover — privilege escalation —
impact

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV16 to a real-
world adversary pattern that repeatedly exploits identity weaknesses to gain rapid
enterprise access. TAO6 Scattered Spider is selected because its operations emphasize
social engineering, helpdesk manipulation, phishing, MFA fatigue, SIM swapping, and
token misuse to achieve account takeover, then expand into privileged access and
broader compromise. In enterprise environments, that progression depends on the
same enabling condition described in TV16: weak resistance to phishing and replay,
and recovery pathways that allow identity proofing to be bypassed under pressure. This
pairing keeps D06 focused on what matters most: strong identity assurance, hardened
recovery and reset processes, time-bound privilege, and audit-backed detection and
governance that remain defensible under adversary pressure.
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Figure 11.6.2. TAO6 Threat Actor Profile:

[TAO6] Scattered Spider

Cybercrime group (intrusion crew; social
engineering; often enables
extortion/ransomware)

REGION English-speaking, transnational
(assessed)

OBJECTIVE Account takeover and privileged
access, data theft extortion; enabling
ransomware operations.

Helpdesk impersonation; phishing; MFA
TACTICS fatigue/push bombing; SIM swapping;
credential theft; remote access tooling.

SKILL [Skill rating: A &A% vt]

SCENARIO HOOK

A helpdesk receives a convincing “executive” call
requesting an urgent MFA reset. Within hours,
privileged identities are abused across SaaS and
remote access systems, followed by rapid data
collection and extortion pressure.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.



Page 193 of 260

Together, the Threat Vector and Threat Actor profiles reinforce the same message:
identity incidents lead to enterprise compromise when trust is treated as an
administrative convenience rather than as engineered enforcement. The Threat Vector
defines the compromise path, and the Threat Actor shows how quickly that path can be
exploited when authentication strength, recovery controls, telemetry, and rapid
containment are not engineered with discipline. The next section breaks this reality into
six failure patterns that repeat across major incidents. These patterns explain why the
compromise path succeeds, and they identify what DO6 must correct through
requirements, technical specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

1. Unknown scope
Organizations cannot bound what is affected fast enough. In identity estates,
unknown scope expands through unmanaged accounts, fragmented identity
sources, undocumented federation paths, and missing inventories of service
identities and tokens. When the scope is unknown, responders spend time
searching rather than containing the situation.

2. Unclear intent
Access intent is ambiguous or undocumented. When least privilege is not
engineered, when authorization models are inconsistent, and when default deny
is not enforced at enforcement points, permissive pathways persist. Attackers
benefit from unclear intent because enforcement becomes inconsistent and
assumptions become exploitable.

3. Uncontrolled change
Identity planes change constantly through policy updates, directory changes,
federation configuration edits, token lifetime modifications, and privilege
assignments. When those changes bypass review, gates, and validation, the
identity plane becomes vulnerable to malicious modification and accidental
exposure. Uncontrolled change breaks architectural stability.

4. Blind telemetry
Visibility is insufficient to detect and reconstruct identity activity. When
authentication logs, authorization decisions, privileged session traces, and token
validation outcomes are incomplete or uncorrelated, detection is delayed, and
investigations become speculative. Blind telemetry produces confidence without
proof.
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5. Delayed containment
Containment is slow, manual, or operationally difficult. Identity systems that lack
rapid credential and token revocation, time-bound privilege elevation, and
automated session termination allow adversaries to persist and amplify their
impact. Delayed containment is often where a breach becomes a sustained
compromise.

6. No proof
Organizations cannot produce defensible evidence of what was implemented,
tested, or occurred. Without verifiable artifacts, recovery decisions become
guesswork, audit outcomes degrade, and lessons learned fail to translate into
measurable engineering improvements.

These failures share a single root cause: identity was treated as an operational
dependency rather than as an engineered security system with measurable
requirements, defined outputs, and verification discipline.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, unclear intent maps to Design, uncontrolled change maps to Deploy,
blind telemetry maps to Detect, delayed containment maps to Defend, and no proof
maps to Demonstrate.

Figure 11.6.3. The Engineering Response - The Defensible Loop in Practice:

D06 - Identity and Access Security

D-Loop Phase Architecture

Define S.cope: Identity types, roles, and privilege
tiers

Design Slu_epnnl Authentication and authorization

lesign
D Build: Strong authentication and privileged
loy workflows
Detect Signals: Sign in and privilege telemetry
.
mefens 1 b I e 06 Defend Shield: Session containment and credential
revocation
D te Pnfof: .Entitlement reviews and policy

validation

DO06-

Identity &
Access Security
Architecture
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Identity & Access Security Architecture applies the Defensible Loop to ensure that
identity security is not assumed but is engineered, enforced, and proven.

1.

Define

Bound scope by establishing an identity plane inventory and trust boundary map:
Identity Providers, directories, federation gateways, token services, decision
points, enforcement points, privileged access pathways, and identity telemetry
routes. Include human identities and Service and Machine Identities.

. Design

Specify intent for authentication, authorization, token handling, and privilege.
Define Authentication Assurance Level targets, role and attribute models, token
contracts (lifetime, audience, issuer, signature), posture requirements, time-
bound elevation, and evidence requirements before implementation begins.

Deploy

Implement the baseline as the authoritative configuration. Enforce conditional
access, path authorization, token validation standards, privileged access
workflows, and change control that is fail-closed for critical violations.

Detect

Engineer visibility using centralized, time-aligned telemetry. Correlate
authentication, authorization decisions, privileged session activity, and token
validation events so that detection answers investigative questions rather than
producing unstructured noise.

Defend

Execute containment actions that are pre-engineered. Disable compromised
identities, revoke tokens, terminate sessions, restrict privileged pathways, and
trigger response playbooks that contain blast radius.

Demonstrate

Produce proof through Verification and Validation activities and Evidence Pack
artifacts. Identity security is defensible only when it can demonstrate that controls
work as designed and continue to work after change.

Why This Domain Must Be Adopted

Identity & Access Security Architecture is the domain that determines whether trust can
be enforced at scale across hybrid environments and under adversarial pressure. It is
where identity security becomes engineered reality: boundaries that hold, authentication
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assurance that is measurable, authorization that is enforced in path, privileged access
that is time-bound and recorded, service identities that remain governed, telemetry that
supports reconstruction, containment that is executable, and proof that can be produced
on demand. When organizations adopt this domain as a technical standard, they reduce
breach impact, shorten time to containment, improve recovery confidence, and
strengthen audit defensibility. More importantly, they stop repeating the same
engineering failures under different incident names.

This is the value of DO06. It takes recurring failure patterns that have harmed real
organizations and converts them into an engineering loop that produces measurable
outcomes, operational containment, and proof.

The Standard Overview: D06 Identity & Access Security
Architecture

Section 1. Introduction

Defines D06 as the engineering baseline for the identity plane: explicit trust boundaries,
enforceable intent for authentication and authorization, controlled change, telemetry
designed to support investigation and containment, and evidence designed for
defensibility.

Section 2. Definitions

Establishes precise identity terms so implementers and auditors share a common
vocabulary for identity boundaries, federation, token services, decision and enforcement
points, privileged access, service identities, telemetry, and evidence.

Section 3. Scope

Covers human and non-human identities across on-premises, cloud, and software as a
service environments, including federation routes, token issuance and validation,
privileged pathways, device posture, and evidence expectations.

Section 4. Use Case

Presents an enterprise scenario addressing credential reuse, overprivilege, federation
drift, weak token controls, and visibility gaps. Demonstrates measurable outcomes tied
to enforceable architecture actions.
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Section 5. Requirements (Inputs)

List readiness gates required before implementation: centralized identity integration,
authentication assurance capability, privileged access controls, lifecycle governance,
telemetry and containment integration, device posture capability, logging and immutable
evidence readiness, and resilience objectives.

Section 6. Technical Specifications (Outputs)

Describes the observable identity plane once implemented: measurable authentication
assurance, path-based authorization enforcement, short-lived token contracts with
replay protection, time-bounded privilege elevation with session capture, identity-centric
detection and response, and resilience that does not fail open.

Section 7. Cybersecurity Core Principles

Identifies the principles shaping identity decisions: least privilege, Zero Trust, complete
mediation, defense in depth, secure by design, secure defaults, evidence production,
confidentiality, and availability.

Section 8. Foundational Standards Alignment

Shows how D06 aligns to NIST and ISO foundational guidance without duplicating them
and how clause-level mappings support audit traceability while the book remains stable.

Section 9. Security Controls

Connects the architecture to control frameworks used in practice for identity and access
controls, privileged access, and session and token security. Emphasis remains on
implementable controls and measurable outcomes.

Section 10. Engineering Discipline

Explains how identity configurations are treated as engineered artifacts: version control,
review, staged promotion, drift detection, documented decisions, and repeatable
rollbacks that preserve service while improving security.

Section 11. Associate Sub Standards Mapping

Shows how D06 spawns focused sub-standards for authentication assurance, privileged
access engineering, federation and single sign-on, identity governance and lifecycle,
service and machine identities, and identity threat detection and response.
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Section 12. Verification and Validation (Tests)

Outlines proof activities: token contract tests, posture and assurance checks,
authorization enforcement tests, privileged elevation denial tests, failover drills, and
adversary-informed exercises. Results feed the traceability matrix and Evidence Pack
artifacts under EP 06 conventions.

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity: map trust boundaries first; express
policies as code; enforce in-path decisions; stage rollouts; validate with repeatable
negative tests; rehearse containment; and retain immutable evidence.

Role-Based Use of D06: How Practitioners Apply the
Standard

D06 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns identity intent into
enforceable controls and produces evidence that controls hold under change and
adversarial pressure.

Cybersecurity Architect: Sets Identity Boundaries and Intent

The architect uses D06 to define the identity plane and what must always remain true.
Work begins with Section 3 to confirm boundaries, then with Section 6 to define the
required end state, and finally with Section 10 to establish the engineering discipline
and artifacts required for defensibility. Define and Design activities include trust
boundary definition, authentication assurance intent, authorization and token contract
intent, privileged boundary intent, device posture intent, telemetry requirements, and
evidence requirements. Decisions are recorded with explicit tests and evidence plans.

Primary D06 sections used: Sections 3, 6, 10, 11

Primary outputs produced: identity boundary model, authentication and
authorization intent, token contract intent, privilege intent, telemetry
requirements, decision records, evidence plan

Cybersecurity Engineer: Implements Outputs and Proves They Work

The engineer uses D06 to implement enforceable identity security outcomes and
validate them through repeatable tests. Work begins with Section 5 to confirm inputs
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exist, then implements Section 6 outputs, and executes Section 12 verification and
validation activities. Section 13 outlines operational behaviors that maintain the stability
of the identity plane over time. The engineer translates intent into enforced policies, in
path enforcement, privileged workflows, telemetry instrumentation, and resilience drills.
Evidence artifacts are stored in accordance with EP 06 conventions, ensuring results
remain traceable and auditable.

Primary D06 sections used: Sections 5, 6, 12, 13
Primary outputs produced: enforced policies and configurations, staged rollout
evidence, validation results, containment and failover drill results, EP 06 artifacts

GRC Practitioner: Anchors the Standard to Assurance and Audit Readiness

The GRC practitioner uses D06 to validate traceability and the quality of evidence. Work
begins with Section 8 for foundational alignment and Section 9 for control framework
mappings. The practitioner confirms that each requirement maps to an output, a
verification and validation activity, and an Evidence Pack artifact. The practitioner
validates exception handling, evidence integrity, time alignment, and retention
expectations.

Primary D06 sections used: Sections 8, 9, 12
Primary outputs produced: crosswalk tables, control mappings, evidence
acceptability criteria, exception governance, audit readiness package

Collaboration Pattern Across the Defensible Loop

e Define: The architect sets the identity scope and trust boundaries. The engineer
confirms readiness gates. The GRC practitioner confirms assessable scope and
evidence expectations.

e Design: The architect specifies intent and invariants. The engineer converts them
into enforceable configurations. The GRC practitioner builds the crosswalk.

e Deploy: The engineer implements outputs through staged promotion and rollback
plans. The architect reviews risk tradeoffs. The GRC practitioner validates
governance and documentation.

e Detect: The engineer instruments telemetry and correlation. The architect
confirms signals answer investigative questions. The GRC practitioner confirms
integrity and retention.

e Defend: The engineer practices containment actions. The architect ensures
containment is feasible by design. The GRC practitioner confirms that drills
produce proof.
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e Demonstrate: The engineer produces EP 06 artifacts. The architect validates that
outcomes match intent. The GRC practitioner confirms audit-ready traceability.

In Summary

D06 establishes the engineering baseline for Identity & Access Security Architecture. It
defines how an organization bounds scope, specifies intent, controls change, engineers
visibility, executes containment, and demonstrates proof across the identity plane.
These qualities determine whether the credential and token compromise stays local or
becomes systemic.

With D06 established, the next standard can build on a stable baseline of identity. DO7
focuses on Threat and Vulnerability Security Engineering, where threat-informed
validation, exploit path analysis, and measurable remediation discipline extend
defensibility across continuous risk.
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11.7 Domain Profile: DO7-Threat & Vulnerability Security
Engineering



Page 202 of 260

ISAUnited’s Defensible 10 Standards

Parent Standard: DO7-Threat & Vulnerability Security Engineering
Document: ISAU-DS-TVE-1000

Last Revision Date: January 2026



Page 203 of 260

Threat and Vulnerability Security Engineering as a Defensible
Discipline

Threat and Vulnerability Security Engineering is the operating discipline that determines
whether weaknesses are systematically reduced or repeatedly rediscovered.
Enterprises now run business-critical systems through hybrid connectivity, multi-cloud
services, SaaS dependencies, and rapid delivery pipelines. This environment changes
faster than traditional vulnerability cycles. When exposure management is treated as a
scanner output and a patch queue, remediation is delayed, prioritization becomes noisy,
and closures become untrustworthy. When the same work is treated as an engineered
capability with bounded scope, explicit decision rules, safe change execution, validation,
and proof, exploitation becomes harder, and response becomes faster.

This domain matters because it governs whether defenders can answer basic questions
under pressure. Which assets are reachable? Which weaknesses are exploitable in the
current architecture? Which fixes can be deployed safely and quickly? Which
mitigations work when patching is not available? Whether the organization can
demonstrate that closure is real rather than assumed.

Why this Domain Matters to Adversaries
The Threat Vector

TV19 captures one of the most common rapid intrusion paths in enterprise
environments: external exposure to known-exploited vulnerabilities at the internet edge.
In this vector, the entry surface is the internet edge, where perimeter products and
externally reachable services become initial access points when known exploitable
weaknesses remain unpatched or otherwise unmitigated. The enabling condition is not
simply that a weakness exists. It is that vulnerable products remain accessible through
common perimeter roles, even as exploitation activity is already underway in the threat
environment. Once initial access is achieved, the impact path commonly accelerates
into foothold establishment, expansion across reachable systems, and high-impact
outcomes such as ransomware deployment or data theft. This is why TV19 is the
anchor vector for D07, because threat and vulnerability security engineering determines
whether exposure is bounded, prioritized by exploitability in context, reduced through
safe change, and validated with evidence before adversaries can capitalize on it.
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Figure 11.7.1. TV19 Threat Vector Profile:

TV19: External exposure to known exploited vulnerabilities

Threat Vector Definition:

Exposed perimeter products with known exploited weaknesses enable
rapid compromise for initial access, often leading to ransomware or data
theft.

Threat Vector Elements:
Entry Surface
Internet edge

Exposure Condition

Vulnerable products in common perimeter roles with active exploitation
signals

Impact Path

Unpatched Known Exploited Vulnerability (KEV) exposure — exploitation —
foothold — ransomware/data theft

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Vector card is from the Intrusion Vault in ISAUnited’s
Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV19 to a real
adversary pattern that repeatedly converts edge exposure into rapid compromise and
extortion. TAO8 REvil / Sodinokibi is selected because its operations have consistently
leveraged exposed services and weaknesses to gain initial access, then expand
through credential theft and lateral movement toward ransomware deployment and
double extortion. In enterprise environments, that progression depends on the same
enabling condition described in TV19: externally reachable perimeter products with
known exploited weaknesses that remain available long enough for rapid compromise.
This pairing keeps D07 focused on what matters most: disciplined exposure inventory,
threat-informed prioritization, compensating controls that reduce reachability during
active exploitation, continuous validation, and evidence-backed closure that remains
defensible under adversary pressure.
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Figure 11.7.2. TAO8 Threat Actor Profile:

[TA08] REvil / Sodinokibi

Cybercrime group (Ransomware-as-a-
Service)

REGION Russia-based / Russian-speaking
(suspected)

OBIJECTIVE Financial extortion; disruption

TACTICS Exploitation of vulnerabilities, credential
theft, lateral movement, ransomware
deployment, and double extortion.

[Skill rating: #A %]

SCENARIO HOOK

A supplier's IT management platform is compromised,
resulting in ransomware spreading to downsiream
customers. Incident response must include vendor
coordination, patching, and rapid credential rotation
across environments.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message:
edge exposure becomes enterprise compromise when vulnerability work is treated as
scanning output rather than as engineered risk reduction. The Threat Vector defines the
compromise path, and the Threat Actor shows how quickly that path can be exploited
when exposure inventory, prioritization, safe remediation, validation, and containment
actions are not engineered with rigor. The next section breaks this reality into six failure
patterns that repeat across major incidents. These patterns explain why the
compromise path succeeds, and they identify what DO7 must correct through
requirements, technical specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

1. Unknown scope
Organizations cannot identify vulnerabilities quickly enough. Unknown scope

grows from unmanaged internet-accessible services, incomplete asset inventory
parity, unauthenticated assessment gaps, and ephemeral workloads that appear
and disappear between scan cycles. When ASM, the asset inventory system of
record, and deployment records do not reconcile, teams spend time searching for
exposure instead of reducing it.

2. Unclear intent
Remediation intent is ambiguous or undocumented. Mitigation targets are not

defined, closure criteria are inconsistent, and ownership is unclear across
infrastructure, cloud, and application teams. When exploitability in context is not
expressed as decision rules, severity scores become a substitute for engineering
judgment. That gap produces inconsistent prioritization, inconsistent change
execution, and repeated exposure.

3. Uncontrolled change
Environments change continuously through pipelines, templates, policies,

images, and configuration updates. When remediation and compensating
controls bypass review, safe windows, health checks, and rollback discipline,
vulnerability work creates operational instability. Uncontrolled change also
reintroduces exposure through drift, redeployments, dependency updates, and
inherited configuration changes.

4. Blind telemetry
Visibility is insufficient to detect changes in exposure and confirm remediation

effectiveness. When scan outputs, exposure alerts, change records, and
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validation results are incomplete or not correlated, teams cannot confirm what
was assessed, what changed, and what remains exploitable. Blind telemetry
produces closure confidence without evidence.

5. Delayed containment
Containment is slow, manual, or operationally difficult during active exploitation

conditions. When compensating controls are not pre-engineered, teams cannot
quickly reduce reachability during staged patching. Delayed containment allows
exploit attempts to continue, increases time at risk, and expands blast radius
through lateral movement paths.

6. No proof
Organizations cannot produce defensible evidence of what was assessed,

mitigated, or validated. Without provable artifacts, closure becomes subjective,
audit outcomes degrade, and lessons learned do not translate into measurable
engineering improvements. No proof also prevents repeatability, because teams
cannot distinguish true fixes from temporary improvements.

These failures share a single root cause. Threat and vulnerability work was treated as
an operational activity rather than as an engineered system with measurable
requirements, defined outputs, and verification discipline.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, partial assessment and score-driven prioritization maps to Design,
unsafe remediation maps to Deploy, false closure maps to Detect, delayed mitigation
maps to Defend, and no proof maps to Demonstrate.
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Figure 11.7.3. The Engineering Response - The Defensible Loop in Practice:

DO7 - Threat and Vulnerability Security

D-Loop Phase Engineering

Define Scope: F_.xpnsure inventory and threat
assumptions

Design Blueprint: Triage and mitigation strategy

Deploy Build: Assessment cadence and

remediation workflow

Signals: Vulnerability state and exploit
signals

m@:‘enSI ble 07 Defend Shield: Emergency mitigations and

compensating controls

Detect

Demonstrate Proof: Closure validation and risk reduction
DO7-
Threat &
Vulnerability
Security

Engineering

Threat and Vulnerability Security Engineering applies the Defensible Loop to engineer,
validate, and prove exposure reduction with measurable outcomes.

1. Define
Bound scope by establishing authoritative inventory, reachability mapping, crown
jewel paths, and ownership for remediation decisions.

2. Design
Specify decision rules for prioritization and closure. Define risk model inputs,
mitigation targets, safe windows for assessment, and evidence requirements
before implementation begins.

3. Deploy
Implement continuous assessment coverage, remediation workflows, and
compensating controls as versioned engineering artifacts. Stage changes with
health gates and rollback plans.

4. Detect
Engineer visibility that confirms exposure changes, remediation effectiveness,
and drift. Correlate vulnerability findings with telemetry so detection answers
investigator questions.

5. Defend
Execute containment actions that are pre-engineered. Reduce exposure quickly
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by isolating, reducing reachability, and implementing compensating controls
when patches are delayed.

6. Demonstrate
Produce proof through Verification and Validation activities and Evidence Pack
artifacts. Threat and vulnerability work is defensible only when it demonstrates
that exploit paths fail and remain blocked after the change.

Why This Domain Must Be Adopted

Threat and Vulnerability Security Engineering is the domain that decides whether
weaknesses become routine engineering work or recurring breach drivers. It is where
attack-surface visibility becomes bounded scope, where prioritization becomes
accountable decision-making, where remediation becomes safe, timely change, where
validation becomes closure discipline, and where evidence can be produced on
demand. When organizations adopt this domain as a technical standard, they reduce
time at risk, shorten time to mitigation for exploited conditions, improve confidence in
containment, and strengthen defensibility under audit scrutiny.

The Standard Overview: D07 Threat & Vulnerability Security
Engineering
Section 1. Standard Introduction

Defines DQ7 as the engineering baseline for threat and vulnerability work, operating at
enterprise speed. Establishes that continuous assessment, prioritization, remediation,
validation, and proof must function as a single integrated system.

Section 2. Definitions

Establishes precise terms so implementers and reviewers share a common vocabulary
for exposure, exploitability, validation, compensating controls, and evidence.

Section 3. Scope

Covers hybrid enterprise environments across on-premises, multi-cloud, SaaS
dependencies, and OT or ICS segments. Establishes boundaries to keep D07 distinct
from application security and Secure SDLC disciplines.
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Section 4. Use Case

Presents an enterprise scenario under active exploitation conditions. Demonstrates how
visibility, threat pressure, mitigation targets, validation, and closure discipline produce a
measurable reduction in time at risk.

Section 5. Requirements (Inputs)

Lists readiness gates required before implementation, including authoritative inventory,
assessment coverage, threat correlation, remediation workflows, validation capability,
telemetry, incident response linkage, and evidence conventions.

Section 6. Technical Specifications (Outputs)

Describes the observable engineered capability once implemented: continuous asset
and attack-surface management; comprehensive vulnerability assessment; threat-
informed prioritization; remediation targets and safe execution; continuous security
validation; drift detection; and patch and baseline integration.

Section 7. Cybersecurity Core Principles

Identifies principles shaping D07 decisions: least privilege, Zero Trust, defense in depth,
secure by design, minimize attack surface, evidence production, integrity protection,
and availability of the TVE capability.

Section 8. Foundational Standards Alignment

Shows how D07 aligns to NIST and ISO as foundational standards without duplicating
them. Supports stable clause-level mapping while the book remains stable.

Section 9. Security Controls

Connects D07 outputs to adopted control frameworks used in practice. Emphasis
remains on implementable controls and measurable outcomes.

Section 10. Engineering Discipline

Explaining how TVE works is treated as an engineered artifact: version control, review,
staged promotion, drift management, documented decisions, tested rollback, and
closure gates that prevent false proof.
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Section 11. Associate Sub Standards Mapping

Shows how D07 spawns focused sub-standards for scanning and attack-surface
reduction, patching and baselines, adaptive prioritization, validation, adversary
simulation, and zero-day preparedness.

Section 12. Verification and Validation (Tests)

Outlines proof activities: authenticated assessment validation, mitigation verification,
exploit path testing, regression checks after change, and evidence completeness
checks.

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity: establish inventory integrity, enforce
coverage, define mitigation targets, stage remediation, validate closure, tune detection,
rehearse containment, and retain evidence.

Role-Based Use of DO7: How Practitioners Apply the
Standard

D07 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns exposure data into
enforced outcomes and produces evidence that results hold under change.

Cybersecurity Architect: Sets TVE Boundaries and Closure Discipline

The architect uses D07 to define the scope, crown-jewel paths, and invariants that must
remain true. Work begins with Section 3 to confirm boundaries, then with Section 6 to
define the required end state, and finally with Section 10 to establish the engineering
discipline required for defensibility. Define and Design activities include inventory
integrity, reachability mapping, prioritization inputs, closure criteria, safe change
constraints, and validation expectations.

Primary D07 sections used: Sections 3, 6, 10, 11
Primary outputs produced: bounded scope, prioritization intent, closure gates,
validation plan, evidence plan
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Cybersecurity Engineer: Implements Outputs and Proves They Work

The engineer uses D07 to implement the technical outputs and validate them through
repeatable tests. Work begins with Section 5 to confirm readiness gates, then
implements Section 6 outputs, and executes Section 12 verification and validation
activities. Section 13 guides operational behaviors that maintain the capability's stability
over time. Evidence artifacts are stored using EP 07 conventions, so results remain
traceable and auditable.

Primary D07 sections used: Sections 5, 6, 12, 13
Primary outputs produced: enforced assessment coverage, remediation
workflows, validation results, drift detection outcomes, EP 07 artifacts

GRC Practitioner: Anchors D07 to Assurance and Audit Readiness

The GRC practitioner uses D07 to validate traceability and the quality of evidence. Work
begins with Section 8 for foundational alignment and Section 9 for control mappings.
The practitioner confirms that each requirement maps to an output, a verification and
validation activity, and an Evidence Pack artifact. The practitioner validates exception
handling, evidence integrity, time alignment, and retention expectations.

Primary D07 sections used: Sections 8, 9, 12
Primary outputs produced: crosswalk tables, control mappings, evidence
acceptability criteria, exception governance, audit readiness package

Collaboration Pattern Across the Defensible Loop

e Define: The architect bounds the attack surface and ownership. The engineer
confirms readiness gates. The GRC practitioner confirms assessable scope and
evidence expectations.

e Design: The architect specifies decision rules and closure discipline. The
engineer converts them into enforceable workflows. The GRC practitioner builds
the crosswalk.

e Deploy: The engineer implements outputs through staged promotion and rollback
plans. The architect reviews tradeoffs. The GRC practitioner validates
governance and documentation.

e Detect: The engineer's instruments, telemetry, and correlation. The architect
confirms signals answer investigative questions. The GRC practitioner confirms
integrity and retention.

e Defend: The engineer executes containment actions and compensating controls.
The architect ensures containment is feasible by design. The GRC practitioner
confirms that drills produce proof.
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e Demonstrate: The engineer produces EP 07 artifacts. The architect validates that
outcomes match intent. The GRC practitioner confirms audit-ready traceability.

In Summary

D07 establishes the engineering baseline for threat and vulnerability work. It defines
how an organization bounds scope, assesses exposure with coverage integrity,
prioritizes with accountable decision rules, deploys safe remediation, validates closure,
detects drift, and demonstrates proof. These qualities determine whether an exposed
weakness becomes a contained defect or a repeatable incident pattern.

With DO7 established, the next standard can build on a more stable exposure posture.
D08 focuses on monitoring, detection, and incident response architecture, where
telemetry, correlation, and containment runbooks extend defensibility into ongoing
operations.
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11.8 Domain Profile: D08-Monitoring, Detection & Incident
Response Architecture
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Monitoring, Detection, and Incident Response Architecture
as a Defensible Discipline

Monitoring, detection, and incident response architecture is the operating discipline that
determines whether modern cybersecurity can function under pressure. Enterprises
now run across data centers, multiple cloud platforms, software-as-a-service, remote
work, and operational technology networks. That scale creates constant change,
identity sprawl, and complex dependency chains that adversaries exploit. If monitoring
and response are treated as a collection of tools, teams end up with blind spots, fragile
integrations, and slow containment. When monitoring and response are engineered as
a system, the organization gains measurable visibility, reliable detection, repeatable
containment, and proof that holds after change.

This domain is crucial because it governs the conditions that determine whether
compromise becomes a contained security defect or a business-disruptive event. It
determines whether the organization can establish complete, trustworthy telemetry
coverage; correlate activity across identities, endpoints, networks, and cloud control
planes; quickly contain malicious behavior without destroying evidence; and reconstruct
what happened using artifacts that survive audit and independent review. It also decides
whether the monitoring and response platform itself becomes a target and a point of
failure.

Why this Domain Matters to Adversaries

The Threat Vector

TV22 captures a condition that consistently increases adversary success across all
intrusion phases: blind spots in logging that delay detection and extend dwell time. In
this vector, the entry surface is the detection-and-response plane, where telemetry
pipelines, log sources, and correlation logic determine what defenders can see and
prove. The enabling condition is incomplete log sources and missing identity and
control-plane telemetry, which create gaps in visibility precisely where high-impact
activity occurs. When those gaps exist, the impact path is predictable: activity goes
unobserved or uncorrelated, detection is delayed, dwell time expands, and the eventual
impact grows in scope and severity. This is why TV22 is the anchor vector for DO8: the
monitoring and incident response architecture determines whether telemetry is
complete, trustworthy, and actionable, and whether defenders can reconstruct events
using evidence that survives scrutiny.
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Figure 11.8.1. TV22 Threat Vector Profile:

TV22: Logging blind spots

Threat Vector Definition:

Incomplete logging, especially for identity and control plane activity, delays
detection and increases dwell time and impact.

Threat Vector Elements:

Entry Surface
Q Detect/Respond
e 3

Exposure Condition

Incomplete log sources; missing identity and control-plane telemetry

Impact Path

Missing telemetry/logs — delayed detection — expanded dwell time —
increased impact

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Vector card is from the Intrusion Vault in ISAUnited’s
Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV22 to a real
adversary pattern that exploits defender blind spots to achieve long-duration access and
high-impact outcomes. TA05 Sandworm (APT44) is selected because its operations
emphasize disruption and destructive effects, often progressing through credential theft
and lateral movement, targeting environments where defenders cannot see, correlate,
or respond quickly enough. In enterprise environments, that progression depends on
the same enabling condition described in TV22: incomplete telemetry, especially around
identity and control plane activity, and a lack of tamper-resistant logging that preserves
evidence under attack. This pairing keeps D08 focused on what matters most: end-to-
end telemetry coverage, reliable correlation across planes, rehearsed response actions
that protect evidence, and proof that monitoring and response capabilities remain
defensible under adversary pressure.
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Figure 11.8.2. TAOS Threat Actor Profile:

[TAO5] Sandworm (APT44)

TYPE Nation-state actor (Russia; assessed)

REGION Russia-based / Russian-speaking
(suspected)

OBJECTIVE Disruption and destructive operations;
espionage; targeting of energy/ICS
environments.

TACTICS ICS-focused malware, wipers, credential
theft, lateral movement from IT to OT, and
destructive payloads.

[Skill rating: #k k%]

SCENARIO HOOK

Aregional utility sees suspicious lateral movement
toward industrial control networks. The activity
includes attempts to stage destructive tooling and
disrupt operations rather than monetize.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message:
incidents become business-disruptive when visibility and response are treated as a
collection of tools rather than as engineered systems. The Threat Vector defines the
compromise advantage, and the Threat Actor shows how quickly that advantage can be
exploited when telemetry, correlation, containment actions, and evidence preservation
are not engineered with discipline. The next section breaks this reality into six failure
patterns that repeat across major incidents. These patterns explain why the
compromise advantage persists, and they identify what DO8 must correct through
requirements, technical specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Major
Incidents

1. Unknown scope
Organizations cannot bound what is affected fast enough. When inventory,
logging scope, and trust boundaries are incomplete, responders spend time
searching rather than containing.

2. Unclear intent
Detection intent is ambiguous or undocumented. When priorities, thresholds, and
response expectations are not engineered, alerting becomes inconsistent, and
assumptions become exploitable.

3. Uncontrolled change
Monitoring pipelines, parsers, rules, playbooks, and integrations changes
constantly. When those changes bypass review, testing, and promotion gates,
detection fidelity regresses and automation breaks silently.

4. Blind telemetry
Visibility is incomplete, late, unnormalized, or not correlated. When identity
signals, endpoint telemetry, network activity, cloud events, and administrative
actions are missing or misparsed, detection is delayed, and investigations
become speculative.

5. Delayed containment
Containment is slow, manual, or operationally risky. Without pre-engineered
response actions, safety guardrails, and tested rollback, teams either hesitate or
cause disruption, and adversaries gain time.



Page 220 of 260

6. No proof
Organizations cannot produce defensible evidence of what was implemented,
tested, or executed. Without immutable logs, validation artifacts, and traceability
to requirements, lessons learned do not become measurable improvements.

These failures share a single root cause: monitoring and response were treated as
operations rather than as engineered systems with measurable requirements, defined
outputs, and verification discipline.

These six failure patterns align directly to the Defensible Loop phases: unknown scope
maps to Define, unclear intent maps to Design, uncontrolled change maps to Deploy,
blind telemetry maps to Detect, delayed containment maps to Defend, and no proof
maps to Demonstrate.

Figure 11.8.3. The Engineering Response - The Defensible Loop in Practice:

D08 - Monitoring, Detection, and
Incident Response Architecture

D-Loop Phase

Define Scop(:z: Menitoring scope and incident
severity model

Blueprint: Telemetry and response workflow

Design design

Build: Pipelines, normalization, and alert
routing

Deploy

Signals: Correlation logic and coverage

Detect signals

D08-
Monitoring, .
Detection & w@.‘enslble 08 Defend Shield: Cont:ainmem, eradication, and
Incident Response recovery actions
Architecture

Demonstrate Proof. Exercises and incident evidence

00‘9\0‘

The Monitoring, Detection, and Incident Response Architecture applies the Defensible
Loop to ensure that monitoring and response are not assumed but engineered,
executed, and proven.

1. Define
Bound scope by establishing a complete telemetry boundary, critical source list,
event schema expectations, and a clear inventory of what must be monitored



Page 221 of 260

across identity, endpoint, network, cloud, and operational technology
environments.

2. Design
Specify intent for detection and response. Define priority behaviors to detect,
evidence to capture, escalation paths, automation safety limits, and measurable
targets for detection fidelity and response performance.

3. Deploy
Implement the monitoring and response baseline as an authoritative
configuration. Enforce onboarding gates, schema validation, version control for
detections and playbooks, and change control that fails closed on critical
violations.

4. Detect
Engineer visibility using centralized, time-aligned telemetry. Correlate identity,
endpoint, network, cloud, and operational technology signals so detection
answers investigator questions instead of producing noise.

5. Defend
Execute containment actions that are pre-engineered. Isolate hosts, revoke
access, block known malicious paths, and run response playbooks with safety
approvals and rollback that preserve service and evidence.

6. Demonstrate
Produce proof through verification and validation activities and Evidence Pack
artifacts. Monitoring and response are defensible only when the organization can
show that controls worked as designed and continued to work after change.

Why This Domain Must Be Adopted

The monitoring, detection, and incident response architecture is the domain that
determines whether defenders can operate at enterprise scale under adversarial
pressure. It is where monitoring becomes engineered reality telemetry that is complete
and trustworthy, detections that are mapped, tested, and tuned, automation that is safe
and repeatable, containment that is executable, and proof that can be produced on
demand. When organizations adopt this domain as a technical standard, they reduce
dwell time, shorten time to containment, improve recovery confidence, and strengthen
audit defensibility. More importantly, they stop repeating the same engineering failures
under different incident names.
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This is the value of D08. It takes recurring failure patterns that have harmed real
organizations and converts them into an engineering loop that produces measurable
outcomes, operational containment, and proof.

The Standard Overview D08 Monitoring, Detection, and
Incident Response Architecture

Section 1 Standard Introduction

Defines D08 as the engineering baseline for monitoring, detection, and response across
hybrid environments. Establishes why visibility, correlation, and containment must be
engineered and proven.

Section 2 Definitions

Establishes precise terms for monitoring, detection, and response so implementers and
reviewers share a common vocabulary for telemetry, detection engineering, automation,
validation, and evidence.

Section 3 Scope

Covers hybrid environments and cross-domain telemetry across identity, endpoint,
network, cloud, and operational technology. Establishes domain boundaries so
monitoring and response architecture remains distinct from other standards.

Section 4 Use Case

Presents a consolidated enterprise scenario that demonstrates how unified telemetry,
detection engineering, and automation reduce dwell time and improve containment.

Section 5 Requirements Inputs

List readiness gates required before implementation, including telemetry onboarding
prerequisites, schema discipline, detection engineering process, automation safety, and
platform resilience expectations.

Section 6 Technical Specifications Outputs

Defines the observable architecture once implemented, including centralized telemetry
and integrity, detection engineering as code, validated automation, cross-domain
correlation, intelligence operationalization, and platform self-protection.
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Section 7 Cybersecurity Core Principles

Identifies the principles shaping MDIR decisions, including least privilege, Zero Trust,
complete mediation, evidence production, and the protection of availability. Each
principle ties to outputs and tests.

Section 8 Foundational Standards Alignment

Shows how D08 aligns to NIST and ISO foundational guidance without duplicating them
and how clause-level mappings support audit traceability.

Section 9 Security Controls

Connects the architecture to control frameworks used in practice for logging, monitoring,
incident response, and application event sources. Emphasis remains on implementable
controls and measurable outcomes.

Section 10 Engineering Discipline

Explains how monitoring and response are treated as engineered artifacts, including
documented boundaries, interface contracts, version control, promotion gates, drift
detection, and repeatable rollback.

Section 11 Associate Sub Standards Mapping

Shows how D08 spawns focused sub-standards for telemetry and parsing, detection
engineering, automation and playbooks, cross-domain correlation, threat intelligence
operations, validation, and hunting.

Section 12 Verification and Validation (Tests)

Outlines proof activities, including telemetry completeness checks, detection firing tests,
automation safety tests, failover drills, adversary simulation, and evidence integrity
validation.

Section 13 Implementation Guidelines

Provides field guidance without vendor specificity, including adoption sequence, non-
bypassable gates, change discipline, validation cadence, and evidence conventions.
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Role-Based Use of D08: How Practitioners Apply the
Standard

D08 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns monitoring and
response intent into enforceable capabilities and produces evidence that capabilities
hold under change and adversarial pressure.

Cybersecurity Architect Sets Monitoring and Response Intent and Boundaries

The architect uses D08 to define what must always remain true about visibility,
detection intent, automation safety, and platform resilience. Work begins with Section 3
to confirm boundaries, then with Section 6 to define the required end state, and finally
with Section 10 to establish engineering discipline and artifacts. Decisions are recorded
with explicit tests and evidence plans.

Primary D08 sections used: Sections 3, 6, 10, 11
Primary outputs produced the telemetry boundary model, intent statements,
decision records, evidence plan, and adoption sequence

Cybersecurity Engineer Implements Outputs and Proves They Work

The engineer uses D08 to implement enforceable monitoring and response outcomes
and validate them through repeatable tests. Work begins with Section 5 to confirm
inputs exist, then implements Section 6 outputs, and executes Section 12 verification
and validation. Section 13 guides operational behaviors that keep the architecture
stable over time. Evidence artifacts are stored using EP-08 conventions so results
remain traceable and auditable.

Primary D08 sections used: Sections 5, 6, 12, 13
Primary outputs produced enforced telemetry onboarding, validated detections,
tested playbooks, validation results, and EP-08 artifacts

GRC Practitioner Anchors the Standard to Assurance and Audit Readiness

The GRC practitioner uses D08 to validate traceability and the quality of evidence. Work
begins with Section 8 for foundational alignment and Section 9 for control mappings.
The practitioner confirms that each requirement maps to an output, a verification and
validation activity, and an Evidence Pack artifact. The practitioner validates the integrity
of evidence, time alignment, retention expectations, and exception governance.
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Primary D08 sections used Sections 8, 9, 12
Primary outputs produced crosswalk tables, control mappings, evidence
acceptability criteria, audit readiness package

Collaboration Pattern Across the Defensible Loop

Define: The architect sets scope and telemetry boundaries. The engineer
confirms readiness gates. The GRC practitioner confirms assessable scope and
evidence expectations.

Design: The architect specifies intent and invariants. The engineer converts them
into enforceable detections and playbooks. The GRC practitioner builds the
crosswalk.

Deploy: The engineer implements outputs through staged promotion and
rollback. The architect reviews tradeoffs. The GRC practitioner validates
governance and documentation.

Detect: The engineer instruments telemetry and correlation. The architect
confirms signals answer investigative questions. The GRC practitioner confirms
integrity and retention.

Defend: The engineer practices containment actions. The architect ensures
containment is feasible by design. The GRC practitioner confirms that drills
produce proof.

Demonstrate: The engineer produces EP-08 artifacts. The architect validates that
outcomes match intent. The GRC practitioner confirms audit-ready traceability.

In Summary

D08 establishes the engineering baseline for monitoring, detection, and incident
response architecture. It defines how an organization bounds scope, specifies intent,
controls change, engineers visibility, executes containment, and demonstrates proof
across hybrid enterprise environments. These qualities determine whether compromise
stays local or becomes systemic.

With D08 established, the next standard builds on a monitored and defensible
operational baseline. D09 focuses on cryptography, encryption, and key management,
where confidentiality, integrity, and evidence protection depend on correct algorithm
choices, key lifecycle discipline, and verifiable cryptographic controls.
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11.9 Domain Profile: D09-Cryptography, Encryption & Key
Management
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Cryptography, Encryption, and Key Management as a
Defensible Discipline

Cryptography, encryption, and key management are the trust and assurance disciplines
of modern cybersecurity architecture and engineering. Enterprises rely on encryption for
data protection, certificates for service identity, and keys and secrets for system
operation across cloud, on-premises, SaaS, and edge environments. That scale and
distribution increase the blast radius of weak randomness, inconsistent transport
profiles, certificate sprawl, and unmanaged key material. When cryptography is treated
as a library selection or a manual operational task, failure scales faster than response.
When cryptography is engineered as an integrated service plane with explicit trust
boundaries, enforced lifecycle control, verifiable telemetry, and measured recovery,
compromise becomes containable, and outages become preventable.

This domain is crucial because it decides whether a security failure remains a bounded
defect or becomes systemic. It governs whether transport negotiation fails closed,
whether service identity is enforced consistently, whether keys remain inside controlled
boundaries, whether revocation and rotation are executable at speed, and whether
defenders can reconstruct what happened using tamper-evident evidence. In practice,
this is the domain where prevention, resilience, and proof converge.

Why this domain matters to adversaries
The Threat Vector

TV25 captures a systemic trust failure that adversaries exploit to gain access, maintain
persistence, and scale: weak key management and secret sprawl across the trust
plane. In this vector, the entry surface is the trust plane, where secrets, keys, tokens,
and signing material are created, stored, and consumed by administrators, applications,
and automation. The enabling condition is the presence of unmanaged, dispersed
secret storage, where key material exists outside hardened systems, rotation is
inconsistent, access control is permissive, and secrets are copied into places never
designed to protect trust assets. When secrets sprawl, misuse becomes more likely and
detection is delayed because the organization cannot reliably inventory, govern, or
monitor what must remain controlled. The impact path is predictable: secrets leakage or
misuse leads to unauthorized access, and then broader compromise follows through
forged trust, impersonation, or persistent privileged access. This is why TV25 is the
anchor vector for D09, because cryptography, encryption, and key management
determine whether trust is bounded, governed, and defensible across environments.
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Figure 11.9.1. TV25 Threat Vector Profile:

TV25: Weak key management and secret sprawl

Threat Vector Definition:

Dispersed and unmanaged secrels increase leakage and misuse risk,
enabling unauthorized access and broader compromise.

Threat Vector Elements:
2 Pl KEYs

Al
X ' @ ¢ Entry Surface

~El8 a' ’ Trust pl
n i, plane

Exposure Condition

Secrets dispersed, unmanaged, or stored outside hardened systems

Impact Path

Secrets sprawl — leakage or misuse — unauthorized access —
compromise

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Vector card is from the Intrusion Vault in ISAUnited’s
Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV25 to a real
adversary pattern that repeatedly leverages credentials and secret access to expand
compromise and maximize impact. TA10 Conti/Wizard Spider is selected because its
ecosystem operations commonly combine credential theft, lateral movement, and high-
impact deployment, and these operations accelerate when trust assets are poorly
governed and widely accessible. In enterprise environments, that progression depends
on the same enabling condition described in TV25: secret sprawl and weak key
governance that allow an adversary to reuse, export, or misuse trust material to
maintain access and broaden control. This pairing keeps D09 focused on what matters
most: key and secret lifecycle governance, controlled storage boundaries, strict access
pathways, continuous inventory integrity, and telemetry that can detect and prove
misuse under adversary pressure.
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Figure 11.9.2. TA10 Threat Actor Profile:

[TA10] Conti / Wizard Spider

Cybercrime group / ecosystem (TrickBot
+ ransomware; sometimes state-aligned
overlap)

REGION Russia-based / Russian-speaking
(assessed)

OBJECTIVE Financial extortion; broad criminal
operations; occasional geopolitical
alignment.

TACTICS Tnck.Bot malware; phlshlng; credential
theft; lateral movement; ransomware
deployment; double extortion.

SKILL [Skill rating: A A#+]

SCENARIO HOOK

A city government suffers widespread system outages
after a malware infection escalates into ransomware.
Earlier indicators showed banking trojan activity and
credential theft. The defender must identify the initial
stage of the malware and cut off lateral movement.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message:
compromise becomes systemic when cryptographic trust is treated as a scattered
configuration instead of an engineered security service. The Threat Vector defines how
trust breaks, and the Threat Actor shows how quickly that break can be exploited when
secrets, keys, and certificates are not governed with discipline. The next section breaks
this reality into six failure patterns that emerge when cryptography, encryption, and key
management are not engineered. These patterns explain why the trust plane fails, and
they identify what DO9 must correct through requirements, technical specifications, and
demonstrable evidence.

The Problem: Six Failure Patterns When CEK Is Not
Engineered

Across industries and architectures, large failures repeat the same engineering
breakdowns. These are technical failure patterns that emerge when cryptography,
encryption, and key management are implemented as a series of scattered
configuration decisions rather than as an engineered discipline.

1. Unknown scope
Organizations cannot quickly determine where keys, certificates, secrets, and
trust stores are located, who owns them, and which services depend on them.
Renewal and rotation coverage becomes incomplete, outages recur, and the
compromise response expands because the scope cannot be bounded.

2. Unclear intent
Cryptographic intent is not explicitly defined. Protocol versions, cipher suite
profiles, validation rules, key lifetimes, and trust boundaries vary by platform and
team. Ambiguity becomes drift, drift becomes misconfiguration, and
misconfiguration becomes exposure.

3. Uncontrolled change
Changes to cryptographic libraries, certificate profiles, key policies, and trust
anchors occur without disciplined review, testing, and rollback. Exceptions
become permanent, and change paths become a threat surface because trust is
inherited by default.

4. Blind telemetry
Key usage, certificate issuance, renewal, revocation, and secret access are not
instrumented as high-signal telemetry. Logs are incomplete, not integrity-
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protected, or not correlated. Without cryptography-aware observability, defenders
cannot detect misuse early and cannot prove enforcement.

5. Delayed containment
Revocation, rotation on compromise, session termination, and trust store updates
are slow, manual, or inconsistent across environments. Containment depends on
coordination rather than engineered response actions. When containment is
delayed, compromise and service disruption propagate through dependencies.

6. No proof
Organizations cannot produce defensible evidence that requirements were
implemented correctly and remain effective after change. Evidence is missing,
mutable, or not traceable from requirements to outputs to test results. Without
proof, assurance becomes a statement rather than an engineered outcome.

These failures share a root cause. Cryptography was treated as a tool and configuration
rather than as a security system with defined inputs, measurable outputs, and
verification discipline.

Figure 11.9.3. The Engineering Response - The Defensible Loop in Practice:

D09 - Cryptography, Encryption,

D-Loop Phase and Key Management

Define Scope: Cryplo inventory and trust anchors
Design Blueprint: Algorithm policy and key lifecycle
D09 9 design
Cryptography,
Encryption & Key Deplo Build: Key storage, roation, and certificate
Management Y baseline
Signals: Key usage anomalies and policy
Detect violations
.
mdensl ble 09 Defend Shield: Revocation, rotation, and
compromise handling
Demonstrate Proof: Crypto verification and rotation proof
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D09 applies the Defensible Loop to ensure cryptography is not assumed, but
engineered, enforced, and proven.

1.

Define

Bound cryptographic scope across environments and data states. Establish
authoritative inventories for keys, certificates, secrets, trust anchors, and
ownership.

. Design

Specify intent as measurable baselines. Define approved algorithms and
parameters, protocol and cipher suite profiles, key lifetimes, certificate validation
rules, and trust boundary constraints before implementation.

Deploy

Implement key storage boundaries, certificate automation, rotation workflows,
and enforceable transport profiles using reproducible, version-controlled
configurations.

Detect

Instrument signed and tamper-evident audit telemetry for key operations,
certificate events, secrets access, and transport anomalies. Correlate signals to
detect misuse and drift early.

Defend
Execute revocation, rotation on compromise, and trust store updates as
operational capabilities with defined response paths and time targets.

Demonstrate
Produce proof through verification and validation activities and Evidence Pack
artifacts that link requirements to outputs, test results, and other artifacts.

Why This Domain Should Be Adopted

D09 is not about adding encryption. It is about converting cryptography, certificates,
secrets, and keys into a defensible engineering discipline. When organizations adopt
this domain as a technical standard, they reduce outage risk from certificate failures,
reduce the impact of compromise from key and secret exposure, improve recovery
confidence through tested containment, and strengthen audit defensibility through
traceable evidence. More importantly, they stop repeating the same engineering failures
under different system names.
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The Standard Overview: D09 Cryptography, Encryption, and
Key Management

Section 1. Introduction

Defines D09 as the engineering baseline for cryptographic assurance, including lifecycle
discipline, measurable outcomes, and evidence expectations.

Section 2. Definitions

Establishes CEK vocabulary so implementers and reviewers share a common
understanding of keys, certificates, transport profiles, randomness, and lifecycle
operations.

Section 3. Scope

Defines applicability across enterprise, cloud, hybrid, and edge environments, including
data states, cryptographic artifacts, and operational outcomes.

Section 4. Use Case

Presents a consolidated enterprise scenario centered on PKI automation, transport
profile standardization, key lifecycle governance, and measurable outcomes.

Section 5. Requirements (Inputs)

Defines readiness gates required before implementation, including governance, HSM or
KMS boundaries, PKI hierarchy, secrets platform, time synchronization, logging, entropy
readiness, and post-quantum planning artifacts.

Section 6. Technical Specifications (Outputs)

Defines the observable implementation end state, including algorithm baselines,
transport profiles, PKI and certificate automation, key operations, secrets governance,
observability, and measurable SLO targets.

Section 7. Cybersecurity Core Principles

Identifies the principles shaping CEK decisions, including least privilege, complete
mediation, evidence production, cryptographic agility, and availability and recovery
expectations.
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Section 8. Foundational Standards Alignment

Aligns D09 to the adopted NIST and ISO and preserves clause-level mapping for audit
traceability.

Section 9. Security Controls

Connects the CEK architecture to control frameworks used in practice without redefining
foundational baselines.

Section 10. Engineering Discipline

Defines how CEK is executed as an engineered practice using systems thinking,
decision discipline, lifecycle control, and repeatable validation.

Section 11. Associate Sub Standards Mapping

Shows how D09 spawns focused sub-standards for PKI, TLS, and mutual
authentication; key ceremonies; secrets governance; cryptographic agility; encryption
patterns; and module assurance.

Section 12. Verification and Validation (Tests)

Defines proof activities, traceability matrix expectations, negative tests, measurable
acceptance criteria, and Evidence Pack structure for validation.

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity, focusing on code patterns, staged
rollouts, measurable gates, and operational discipline.

Role-Based Use of D09: How Practitioners Apply the
Standard

Cybersecurity Architect: Sets Cryptographic Intent and Boundaries

The architect uses D09 to define trust boundaries, lifecycle intent, and measurable
requirements. Work begins with scope, then defines the required end-state outputs and
engineering discipline expectations. Decisions are recorded with test and evidence
plans.
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Primary sections used: Sections 3, 6, 10, 11
Primary outputs produced: trust boundary model, cryptographic intent baselines,
decision records, evidence plan references

Cybersecurity Engineer: Implements Outputs and Proves They Work

The engineer confirms readiness gates, implements the technical specifications, and
then executes verification and validation activities. Evidence is recorded through EP 09
conventions, so results remain traceable and auditable.

Primary sections used: Sections 5, 6, 12, 13
Primary outputs produced: enforced policy and configuration artifacts, validation
results, operational drill results, EP 09 artifacts

GRC Practitioner: Anchors Traceability and Evidence Quality

The GRC practitioner validates foundational alignment, control mapping quality, and
evidence acceptability. Work focuses on traceability from requirements to outputs, tests,
evidence records, and retention expectations.

Primary sections used: Sections 8, 9, 12, Appendices A and B
Primary outputs produced: mapping reviews, evidence criteria, exception
governance, audit readiness package

Collaboration Pattern Across the Defensible Loop

e Define: Architect bounds scope and ownership. Engineer confirms prerequisites.
GRC confirms assessable evidence posture.

e Design: Architect specifies intent and invariants. An engineer converts them into
enforceable configurations. GRC confirms traceability expectations.

e Deploy: The engineer implements outputs through staged promotion and rollback
discipline. Architect reviews risk tradeoffs. GRC confirms governance and
documentation.

e Detect: Engineer instruments, CEK telemetry, and correlation. Architect confirms
signals answer investigative questions. GRC confirms integrity and retention.

e Defend: The engineer rehearses rotation, revocation, and containment actions.
The architect confirms that containment is feasible by design. GRC confirms drills
produce evidence.

e Demonstrate: The engineer produces EP 09 evidence. Architect validates
outcomes match intent. GRC confirms audit-ready traceability.
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In Summary

D09 establishes the engineering baseline for cryptographic assurance. It defines how
an organization bounds scope, specifies intent, controls change, instruments telemetry,
executes containment, and produces proof. These qualities determine whether
cryptographic failures remain local defects or become systemic outages and
compromises.
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11.10 Domain Profile: D10-DevSecOps & Secure SDLC
Engineering
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DevSecOps and Secure SDLC Engineering as a Defensible
Discipline

DevSecOps and Secure SDLC Engineering are the disciplines that determine whether
software delivery is a controlled engineering system or an ungoverned distribution
channel for defects and compromise. Modern enterprises ship code through automated
pipelines, shared build infrastructure, managed registries, and runtime platforms that
operate across cloud, hybrid, and multi-tenant environments. Speed and automation are
competitive advantages, but they also expand the blast radius of weak identity controls,
bypassable gates, untrusted dependencies, and unclear promotion boundaries. When
delivery systems are treated as tooling rather than engineered pathways, compromise
scales faster than response. When delivery systems are engineered with explicit
boundaries, enforceable gates, verified artifact integrity, controlled promotion, and
repeatable proof, risk becomes containable, and recovery becomes routine.

This domain is crucial because it governs the conditions that decide whether a delivery
failure becomes a localized defect or a widespread business event. It decides whether
unverified artifacts can be promoted, whether identities used by pipelines can be
abused, whether secrets remain controlled, whether staging tests predict production
behavior, whether rollback can execute safely, and whether teams can demonstrate
proof of what was implemented, tested, and enforced.

Why this domain matters to adversaries

The Threat Vector

TV28 captures a compromise path with asymmetric impact: a pipeline compromise that
allows malicious code or configuration to propagate through trusted release channels
and into downstream systems. In this vector, the entry surface is the DevSecOps plane,
where build agents, deployment workflows, artifact registries, and signing and
publishing interfaces define what becomes trusted software. The enabling condition is
exposed pipelines with weak access control and weak integrity, where secrets are
available to jobs, privileged pipeline actions are insufficiently bounded, and artifact
integrity checks are missing or unenforced. Once the pipeline is compromised, the
impact path becomes scalable and persistent: malicious changes are injected into the
build or dependency set, released as trusted artifacts, and then consumed by
environments that treat the artifact as legitimate. This is why TV28 is the anchor vector
for D10, because secure delivery engineering determines whether software distribution
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remains trustworthy and whether compromise can be contained before it becomes
widespread.

Figure 11.10.1. TV28 Threat Vector Profile:

TV28: Pipeline compromise

Threat Vector Definition:

A compromise of the build and deployment pipelines enables malicious
code or configuration injection that propagates to releases and downstream
systems.

Threat Vector Elements:
Entry Surface
DevSecOps plane

Exposure Condition

Build and deploy pipelines exposed, weak access control, weak integrity

Impact Path

Pipeline compromise — inject malicious code — signed release —
downstream compromise

ISAUnited 2024-2025 | Threat Vector Catalog (TV-CAT)

Image source: This Threat Vector card is from the Intrusion Vault in ISAUnited’s
Library.

The Threat Actor

After the Threat Vector is established, this Threat Actor Profile anchors TV28 to a real
adversary pattern that repeatedly targets trusted distribution paths to achieve data theft
and extortion at scale. TAO4 ClOp is selected because its operations are strongly
associated with exploiting third-party and vendor platforms, rapid data theft, and high-
pressure extortion campaigns that leverage systemic exposure rather than isolated host
compromise. In enterprise environments, that progression depends on the same
enabling condition described in TV28: weak access control and weak integrity in build
and release pathways that allow an adversary to inject changes that propagate through
trusted artifacts and downstream consumers. This pairing keeps D10 focused on what
matters most: pipeline isolation, strict identity and secret governance for build and
deploy actions, integrity and provenance controls for artifacts, and proof that release
pathways remain defensible under adversary pressure.
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Figure 11.10.2. TAO4 Threat Actor Profile:

[TA04] CIOp (a.k.a. TAS05)

TYPE

REGION

OBJECTIVE

TACTICS

SKILL

Cybercrime group (data-theft extortion;
sometimes ransomware)

Russia-based / Russian-speaking
(suspected)

Data theft and extortion at scale; third-
party/vendor compromise impact

Exploiting file-transfer or edge
vulnerabilities; web shells; rapid data
exfiltration; extortion via leak-site
pressure

[Skill rating: &k %]

SCENARIO HOOK

A school vendor's hosted yearbook platform shows unusual file-
transfer activity and a surge in large outbound data transfers. The
vendor reports a compromise of its external file transfer service,
and multiple districis receive extortion emails referencing stolen
student and staff data. The pattern suggests a mass third-party
exploitation campaign focused on large-scale data theft.

Image source: This Threat Actor card is from the Intrusion Vault in ISAUnited’s Library.
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Together, the Threat Vector and Threat Actor profiles reinforce the same message:
delivery failures become widespread business events when pipelines are treated as
tooling rather than as engineered trust boundaries. The Threat Vector defines how trust
can be subverted at the source, and the Threat Actor shows how quickly that
subversion can translate into large-scale theft and disruption when release pathways
lack enforceable gates and defensible integrity. The next section breaks this reality into
six failure patterns that repeat across delivery systems. These patterns explain why the
compromise path succeeds, and they identify what D10 must correct through
requirements, technical specifications, and demonstrable evidence.

The Problem: Six Failure Patterns Repeated Across Delivery
Systems

1. Unknown scope
DevSecOps relevance: pipeline and artifact inventory, SBOM coverage,
provenance visibility, registry inventory, runner inventory, and promotion-path
visibility. Unknown scope in DevSecOps is “what artifacts exist, where they came
from, and where they were promoted.”

2. Unclear intent
DevSecOps relevance: policy-as-code intent, gate intent, identity intent, and
promotion intent. If the standard does not define what gates block, what
exceptions mean, and what promotion requires, enforcement becomes
inconsistent.

3. Uncontrolled change
DevSecOps relevance: pull request governance, signed commits, protected
branches, pipeline change control, policy change control, and release workflow
change control. Uncontrolled change is one of the primary DevSecOps failure
modes.

4. Blind telemetry
DevSecOps relevance: CI/CD audit events, gate outcomes, signing and
attestation logs, verify-on-pull logs, admission denials, and trace identifiers that
correlate build to deploy to runtime. Without telemetry, delivery integrity cannot
be proven.

5. Delayed containment
DevSecOps relevance: rapid revocation of pipeline and deploy identities, artifact
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quarantine, registry blocking, emergency rollback, and disabling compromised
runner pools. DevSecOps is a containment system for delivery compromise.

6. No proof
DevSecOps relevance: Evidence Packs, traceability, immutable release artifacts,
test results, and documented acceptance decisions. Proof is central to this
domain.

These failure patterns share a single root cause. Delivery systems were treated as
operational pipelines rather than engineered security systems with defined inputs,
measurable outputs, and verification discipline.

These patterns also align with the Defensible Loop phases. Unknown promotion
boundaries maps to Define, untrusted inputs maps to Design, bypassable gates maps
to Deploy, non-predictive testing maps to Detect, secrets and identity sprawl maps to
Defend, and no proof maps to Demonstrate.

Figure 11.10.3. The Engineering Response - The Defensible Loop in Practice:

D10 - DevSecOps and Secure SDLC

D-Loop Phase Engineering

Scope: Pipeline stages and release

DevSecOps & Define boundaries

Secure SDLC
Engineering

Design Elu:epnnl Secure pipeline and provenance
lesign

D Build: Gates, signing. and controlled
loy deployments

Signals: Gate outcomes and integrity
Detect signals

Wefensible10

Defend Shi_eld: Rollback and artifact revocation
actions

Proof: Attestations and deployment trace

Demonstrate
proof
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DevSecOps and Secure SDLC Engineering apply the Defensible Loop to ensure that
delivery integrity is not assumed but is engineered, enforced, and proven.

1.

Define

Establish the delivery scope, promotion boundaries, trusted-source inventories,
artifact flows, and evidence expectations. Clarify what must be protected and
where enforcement must occur.

. Design

Specify gate logic, trust boundaries, identity constraints, provenance
expectations, and acceptance criteria for promotion and rollback. Define what
must be true before implementation.

Deploy

Implement non-bypassable gates, signing and attestations, verify-on-pull
enforcement, controlled promotion paths, and automated rollback behaviors as
engineered delivery controls.

Detect

Instrument delivery telemetry so that enforcement and integrity signals are
observable. Detect bypass attempts, policy violations, drift, secret exposure, and
anomalous promotion behavior.

Defend

Execute containment actions for delivery compromise, including artifact
quarantine, signing key revocation, credential rotation, rollback execution, and
controlled exception closure.

Demonstrate

Produce release-grade proof through Verification and Validation activities and
Evidence Pack references that tie readiness, implementation, mappings, and test
outcomes into defensible acceptance decisions.

Why This Domain Must Be Adopted

DevSecOps and Secure SDLC Engineering are domains that determine whether
delivery speed is safe. It is where intent becomes enforceable gates, where artifacts
become verifiable objects rather than assumed outputs, where identities become
scoped and auditable rather than shared and persistent, where promotion becomes
controlled rather than convenient, and where rollback becomes engineered safety rather
than manual recovery. When organizations adopt this domain as a technical standard,
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they reduce supply chain exposure, shorten time to safe rollback, improve audit
defensibility, and turn delivery into a measurable engineering system.

This is the value of D10. It takes recurring delivery failure patterns that harm
organizations and converts them into an engineering loop that produces measurable
outcomes, operational containment, and proof.

The Standard Overview: D10 DevSecOps and Secure SDLC
Engineering

Section 1. Introduction

Defines D10 as the engineering baseline for secure delivery systems, including
promotion boundaries, gate enforcement, artifact integrity, and proof expectations.
Establishes how D10 anchors related sub-standards and structures work from planning
through evidence.

Section 2. Definitions

Establishes delivery and supply chain terminology so implementers and reviewers share
a common vocabulary for gates, provenance, attestations, promotion, parity, and
evidence.

Section 3. Scope

Covers delivery artifacts and paths across hybrid and cloud environments, including
pipeline stages, registries, runners, admission enforcement, transport parity, and
evidence expectations. Establishes boundaries to keep delivery enforcement distinct
from secure development requirements.

Section 4. Use Case

Presents a consolidated enterprise delivery scenario that addresses unsigned artifacts,
secret sprawl, bypassable gates, parity gaps, and manual rollback risks. Demonstrates
measurable outcomes tied to enforceable delivery actions.

Section 5. Requirements (Inputs)

Defines readiness gates required before implementation, including version control
governance, fail-closed gate capability, trusted registry and provenance readiness,
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secrets issuance readiness, policy as code readiness, parity prerequisites, and
evidence store readiness.

Section 6. Technical Specifications (Outputs)

Describes the observable delivery system once implemented, including fail-closed
gates, signed and attested artifacts, verify-on-pull enforcement, reproducible build
expectations, identity discipline, parity enforcement, and evidence production.

Section 7. Cybersecurity Core Principles

Identifies the principles shaping delivery engineering decisions, including least privilege,
Zero Trust, complete mediation, secure by design, secure defaults, security as code,
evidence production, resilience and recovery, and compromise detectability.

Section 8. Foundational Standards Alignment

Shows how D10 aligns to NIST and ISO foundational guidance without duplicating them
and how clause-level mappings support audit traceability while the book remains stable.

Section 9. Security Controls

Connects the delivery architecture to control frameworks used in practice. Emphasis
remains on implementable controls that map to delivery enforcement and measurable
outcomes.

Section 10. Engineering Discipline

Explains how delivery is treated as a system. It establishes boundaries, contracts,
decision discipline, failure modes, safeguards, and evidence expectations that enable
defensible delivery engineering.

Section 11. Associate Sub-Standards Mapping

Shows how D10 spawns focused sub-standards for runner isolation, policy-as-code
enforcement, release gates, supply chain integrity, secrets governance, reproducible
builds, evidence production, and continuous verification.

Section 12. Verification and Validation (Tests)

Outlines proof activities, including gate verification, artifact integrity negative tests, parity
validation, rollback drills, and adversary-informed exercises. Results feed traceability
and Evidence Pack references.



Page 248 of 260

Section 13. Implementation Guidelines

Provides field guidance without vendor specificity. It prioritizes enforceable patterns,
staged promotion, negative testing, parity discipline, rollback engineering, and
repeatable proof practices.

Role-Based Use of D10: How Practitioners Apply the
Standard

D10 is designed to be executed by multiple practitioner roles in a coordinated way. The
standard is not a checklist. It is an engineering workflow that turns delivery intent into
enforceable controls and produces evidence that controls hold under change and
adversarial pressure.

Cybersecurity Architect: Defines Delivery Boundaries and Invariants

The architect uses D10 to define the delivery system and what must always remain true.
Work begins with Section 3 to confirm boundaries, then with Section 6 to define the
required end-state behaviors, and finally with Section 10 to establish the discipline and
artifacts required for defensibility. Define and Design activities include promotion
boundary definition, trust contracts, identity pathways, gate intent, evidence
expectations, and rollback intent. Decisions are recorded with tests and evidence plans.

Primary D10 sections used: Sections 3, 6, 10, 11
Primary outputs produced: delivery boundary model, promotion invariants, gate
intent, identity intent, evidence plan, decision records

Cybersecurity Engineer: Implements Outputs and Proves They Work

The engineer uses D10 to implement enforceable delivery outcomes and validate them
through repeatable tests. Work begins with Section 5 to confirm inputs exist, then
implements Section 6 outputs, and executes Section 12 verification and validation
activities. Section 13 provides operational guidance that keeps the delivery system
stable over time. Evidence artifacts are organized using EP-10 conventions to keep
results traceable and auditable.

Primary D10 sections used: Sections 5, 6, 12, 13
Primary outputs produced: enforced gates and policies, signing and attestation
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enforcement, verify-on-pull proof, parity results, rollback drill results, EP-10
evidence

GRC Practitioner: Anchors the Standard to Assurance and Audit Readiness

The GRC practitioner uses D10 to validate traceability and the quality of evidence. Work
begins with Section 8 for foundational alignment and Section 9 for control framework
mappings. The practitioner confirms that each requirement maps to an output, a
verification and validation activity, and an Evidence Pack reference. The practitioner
validates exception handling, evidence integrity, time alignment, and retention
expectations.

Primary D10 sections used: Sections 8, 9, 12
Primary outputs produced: mappings, traceability checks, evidence acceptability
criteria, exception governance, audit readiness package

Collaboration Pattern Across the Defensible Loop

e Define: The architect sets delivery boundaries and promotion invariants. The
engineer confirms readiness gates. The GRC practitioner confirms assessable
scope and evidence expectations.

e Design: The architect specifies gate intent, identity constraints, and evidence
expectations. The engineer converts them into enforced pipeline and admission
behaviors. The GRC practitioner establishes mappings and traceability.

e Deploy: The engineer implements outputs through staged promotion and rollback
plans. The architect reviews trade-offs and constraints. The GRC practitioner
validates governance records and references to evidence.

e Detect: The engineer's instruments deliver telemetry and integrity signals. The
architect confirms signals answer investigative questions. The GRC practitioner
confirms integrity and retention expectations.

e Defend: The engineer executes rollback and containment actions. The architect
ensures containment is feasible by design. The GRC practitioner confirms that
drills produce proof.

e Demonstrate: The engineer produces EP-10 artifacts. The architect validates
outcomes against intent. The GRC practitioner confirms traceability and audit
readiness.

In Summary

D10 establishes the engineering baseline for defensible software delivery. It defines
how an organization bounds promotion paths, specifies gate intent, enforces artifact
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integrity, constrains delivery identities, validates parity, executes rollback, and
demonstrates proof.

With D10 adopted, the Defensible 10 Standards form a complete engineering system
across ten cybersecurity domains. Organizations gain a unified architecture and
engineering framework that replaces assumed security with enforceable controls and
evidence-based assurance.
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Chapter 12: Part 2 Summary
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Part 2 presents each Defensible 10 domain as a defensible discipline. Every Domain
Profile begins with a domain overview, then a short section titled "Why this domain
matters to adversaries," followed by a single representative Threat Vector chart for the
current year. Each profile then maps six recurring failure patterns to the Defensible
Loop and closes with a one-paragraph overview of the thirteen sections you will
implement when you move to the online standard. Together, these elements show what
the domain is for, where compromise happens, what to design and deploy, how to test
it, and what evidence to keep.

For experienced professionals, this section provides a fast way to set direction, brief
teams, and plan verification and validation. For students and new practitioners, it
explains where the domain begins and ends, why adversaries target it, and how
architects, engineers, and assurance teams work together to produce proof.

What does Part 2 give you for every domain?

e A clear statement of the domain’s purpose and boundaries
One representative Threat Vector that anchors design and testing to an entry
surface, an enabling exposure condition, and a realistic impact path

e A mapping from six repeated engineering failures to the six phases of the
Defensible Loop, so responses are engineered rather than improvised

e A concise description of the thirteen sections of the standard so you can navigate
requirements, specifications, verification and validation, and implementation
guidance

How to use these profiles in practice

Define the scope and mark the representative Threat Vector on your architecture
diagram. Translate the profile into requirements and measurable technical
specifications. Implement controls as code with staged rollout and rollback. Instrument
telemetry so investigations can follow a path from entry to impact. Rehearse isolation
and recovery actions. Plan tests before deployment and file results, logs, and approvals
in an evidence pack tied to a traceability matrix.

Moving from profiles to the online standards

Select the domains that matter most to your mission. Download the Parent Standard
and any related Sub Standards from the standards site. Pull the requirements and
technical specifications into your delivery backlog. Use the verification and validation
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section and the matrix format to plan tests and evidence from the start. Apply flow-
downs so that each Sub-Standard inherits the Parent scope, requirements,
specifications, and evidence expectations.

What to confirm before you proceed

The subtitle Why this domain matters to adversaries appears above the chart on
every profile

The Threat Vector chart lists the actor, entry surface, exposure condition, impact
path, and what to design and prove

The six failure patterns are mapped to the Defensible Loop and captioned

The thirteen-section overview is present and matches the online standard’s
section names

Links to the online Parent Standard and Sub Standards are included, and the
note is clear that online versions are authoritative

What comes next

With D01 through D10 profiled, you have a coherent map of the discipline and a single
method for execution. Move into the online standards for your priority domains. Convert
the profile into requirements and specifications. Stage the first controls. Run the tests
you planned. Capture evidence as you go. Build systems that are engineered for
defensibility and ready to prove it.
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Chapter 13: Conclusion and Call to
Action
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Cybersecurity has reached a point where the consequences of failure are no longer
limited to data loss or downtime. Digital systems now operate hospitals, utilities,
transportation, financial services, and public institutions. When those systems fail,
people are harmed. That reality demands a higher standard of practice. This first edition
calls for a shift in how cybersecurity is performed. It must be practiced with the same
traits as those found in mature engineering disciplines: disciplined design, measurable
specifications, repeatable validation, controlled change, and proof that withstands
scrutiny.

The Defensible 10 Standards exist to make that shift practical. They replace informal
security intent with requirements and technical specifications. They require verification
and validation before claims are made. They require evidence that can be reviewed and
trusted. They treat security as an engineered property of systems, not as a checklist
applied after delivery. Engineered responsibly is not a slogan. It is an obligation to
protect people through secure systems for safer lives.

What this book established

This book provided the method and structure needed to treat cybersecurity architecture
and engineering as an engineering discipline.

o The Defensible Loop that turns six recurring failure patterns into six phases of
disciplined execution that end with proof

e A consistent standards structure that links requirements, technical specifications,
verification and validation, and retained evidence

o Technical Adversarial and Defensible Analysis that anchors engineering work to
realistic compromise paths so tests and evidence are derived from real
conditions

« Domain Profiles that explain why each domain matters to adversaries and how
disciplined design choices reduce risk across the full enterprise

e A publication model that keeps authoritative standards online with version history
and peer review, while the handbook remains a stable field guide

What adoption looks like in practice
Adoption is not reading. Adoption is execution.

1. Select your priority domains
Choose the two or three domains most relevant to your systems and your current
risk.

2. Anchor to a path of compromise
Use the representative Threat Vector for each domain and mark the entry
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surface, exposure condition, and likely impact path on your architecture
diagrams.

3. Translate into requirements and technical specifications
Pull the requirements and measurable specifications from the online standard
into your delivery backlog.

4. Plan verification and validation before change
Use the traceability matrix to map each requirement to a test and an evidence
artifact. Create the Evidence Pack folders before implementation begins.

5. Implement with controlled change
Stage rollouts, record decisions, and keep rollback ready. Treat every change as
an engineered event.

6. Measure and prove
Run path tests, scans, and controlled exercises. Capture logs, results,
screenshots, and sign-offs. File them in the Evidence Packs.

7. Review and iterate
Hold short reviews on a fixed cadence. Close gaps. Refresh the Threat Vector
when your environment or the threat landscape changes.

How leaders should use this handbook

Set intent and scope. Require requirements, technical specifications, verification and
validation, and evidence. Track progress using traceability and evidence, not tool counts
and slide decks. Reward teams for proof, discipline, and repeatable outcomes.

How architects and engineers should use this handbook

Design with the Defensible Loop. Write requirements and measurable specifications
that can be tested. Implement enforcement as code where feasible. Engineer telemetry
and containment. Prove outcomes and retain evidence that survives scrutiny.

How educators and students should use this handbook

Treat cybersecurity as an engineering practice, not as tool familiarity. Build artifacts that
demonstrate scope, intent, implementation, test results, and evidence. Use the ten
domains and the consistent thirteen-section structure to create portfolios that show
engineering discipline and defensible work products.
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Where the standards live

The authoritative Parent Standards and Sub-standards are maintained online, with
version history and change logs. Treat the online versions as the source of truth. Use
this handbook to understand and execute. Use Defensible10.org and the ISAUnited
GitHub repository to download the current standards packages, tests, and supporting
materials.

A final commitment

Security is built into the design, or it is built on hope. The Defensible 10 Standards
require clarity before implementation, measurable technical behavior before
acceptance, and proof before claims. This is how cybersecurity becomes trustworthy in
environments where failure affects people, not just systems.

We welcome you

ISAUnited is the standards development organization advancing cybersecurity
architecture and engineering as an engineering discipline. The Defensible 10 Standards
are engineered responsibly as the blueprint for that work. Adopt them domain by
domain. Implement requirements and measurable specifications. Validate outcomes
before change is accepted. Keep evidence you can show on demand. Use this
handbook to guide execution and use the online standards to stay current. Join the
community at Defensible10.org, contribute through peer review, and help move the
profession from checklists to an engineering discipline.
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